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FOREWORD

1. The Combined Communications- Electronics Board (CCEB) is comprised of the five member
nations, Audtralia, Canada, New Zedand, United Kingdom and United States and is the Sponsoring
Authority for dl Allied Communications Publications (ACPs). ACPs are raised and issued under
common agreement between the member nations.

2. ACP167(1), GLOSSARY OF COMMUNICATIONS-ELECTRONICSTERMS, isan
UNCLASSIFIED CCEB publication.

3. This publication contains Allied military information for officia purposes only.

4, It is permitted to copy or make extracts from this publication.
5. This ACPisto be maintained and amended in accordance with the provisions of the current
verson of ACP198.
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THE COMBINED COMMUNICATION-ELECTRONICS BOARD
LETTER OF PROMULGATION FOR ACP167 (1)

1. Thepurpose of this Combined Communication Electronics Board (CCEB) Letter of Promulgation

isto implement ACP167 (1) within the Armed Forces of the CCEB Nations. ACP167 (1),
GLOSSARY OF COMMUNICATIONS-ELECTRONICS TERMS, isan UNCLASSIFIED

publication developed for Allied use and, under the direction of the CCEB Principas. It is promulgated
for guidance, information, and use by the Armed Forces and other users of military communications

facilities

2. ACP167(l) iseffective on receipt for CCEB Nations and when by the NATO Military Committee

(NAMILCOM) for NATO nations and Strategic Commands

EFFECTIVE STATUS

Publication

Effective for

Date Authority

ACP167 (1)

CCEB

When directed | LOP

3. All proposed amendments to the publication are to be forwarded to the nationa coordinating
authorities of the CCEB or NAMILCOM.

For the CCEB Principas

Warren Quenndll
Squadron Leader, RNZAF
Permanent Secretary to CCEB
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RECORD OF MESSAGE CORRECTIONS
Identification of Message Correction and date,
time group Date Entered By Whom Entered
DTG Correction
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CHAPTER 1

GENERAL

PURPOSE
101. The purpose of thispublicaion isto list and define terms essentid to:
a Effective communication between Allied operationd/staff personnd.

b. Enhance the interoperability of Allied military communications and electronic warfare
systems.

C. Provide a generdly acceptable definition of common day-to-day terms used by
communications dectronic warfare operationd saffsin their requirementsfor Allied networks.

d. Provide the primary source reference for communication-electronic and eectronic
warfare terminology common within Allied communication Publications (ACPs) and
supplements thereto.

102. When terms are employed in ACPs and supplements which are not defined in this publication,
they must be defined within that publication. Authors of ACP s are to include new abbreviations and
definitions as amendments to this publication, as detailed in the Letter of Promulgation.

SCOPE

103. Thetermsliged in this publication are in no way exhaugtive. Use may frequently have to be
made of terms not defined herein. For example, Federa Standard 1037, Glossary of
Tdecommunication Terms, used by the United States and Allies.

104. When useis made, during the preparation of orders, letters, messages, of communications-
electronics or dectronic warfare terms not defined in this publication, care must be taken to ensure that
their exact meaning will be clearly understood by al recipients.

PRESENTATION
105. All termsareligted in aphabetica order (based on the primary word in the term) irrespective of

subject, to facilitate easy reference. Additiond information regarding the gpplication or restricted use of
term is only provided where ambiguity might otherwise occur.

1-1
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ABBREVIATIONSAND SYMBOLS

106. Some of the following abbreviations gppear in the terms and definitions contained in chapter 2.
Use both chapters to obtain an full understanding of an abbreviation or ternt

A

AA See Attribute Authority

ABCC Airborne Battlefield Command and Control

ABM Apogee Boost Motor

AARL See Attribute Authority Revocation List

ACDF Access Control Decison Function

ACI AccessACCAPACE CIS Contingency Assets Pool
ACCIS Allied Command and Control Information

ACIXS Allied Communication Information Exchange System
ACCS Air Command and Control System

ACE Allied Command Europe

ACEC (US) ADA Compiler Evauation Capability

ACEIEP ACE Information Exchange Plan
ACELIP ACE Long-term Infragtructure Plan

ACGE ADP/Comms Gateway Element (AWHQ)
AcomP-1 Lig of Englis/French Communications Abbreviations (NATO)
ACP Allied Communications Publication
ACRL See Attribute Certificate Revocation List
ACS Advanced Communications Service
ACSE Application Control Service Element
ACT ALLIED Command Transformation
ACU Audio Coding Unit
ADaP Allied Data Publication
ADCCP Advanced Data Communications Control Procedures
AdaP Allied Data Publications
ADNC Air Defence Natification Cell.
ADNS Automated Digita Network System
ADOC Air Defence Operations Centre.
ADP See Data Processing, Automeatic
ADPE See Data Processing Equipment, Automatic
ADPS See Data Processing System, Automatic
ADUA Adminigretive Directory User Agency
ADV Air Defence Vaiant/Air Defence Vehicle
ADY 1993 Directory Application Profile
AEW Airborne Early Warning; see Airborne Early Warning Set
AFC See Automatic Fregquency Control
1-2
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AF OPS
AGC
AIG
AIG
AIS
AITS-JPO
AIMS
AIS
Al

AL
AP
ALE/ALM
AL
ALIS
ALP
AMH
AMHS
AMPS
AMRS
ANDVT
ANSA
ANS|
AO
AOR/AOI
AOTN
AP
APP
APP
ARM
ARQ
ASN1
ARPA
ARQ
ARQ
AS
ASAT
ASBR
ASCII
ASE
ASK
ASN
ASN.1
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Air Force Operations Centre.
See Automatic Gain Control
See Address Indicating Group
Address Indicator Group (ACP123(A)/133(B))
Automated AIFS Allied Information FHow System
Advanced Information Technology Services-Joint Program Office
(NATO) Armaments Information Management System (replaced CAPS)
Automated (Communications and) Information Systems
See Anti-Jamming
AddressList
Allied Joint Publication
Automatic Link Establishment/Autometic Link Management (HF)
Address List Indicator
Acquisition Logigtics Information System (based on NCDM)
Arithmetic and Logic Processor
Allied Message Handling
Automated Message Handling System
See AMPS - Access Monitoring and Policing System
Active Message Retrieva System
Advanced Narrow Band Digita Voice Termind
Advanced Networked Systems Architecture
See ANSI -American Nationd Standards Indtitute
Atlantic Ocean
Areaof Responshbility/Area of Interest
Automatic Operational Telephone Network
See Anomal ous Propagation
Allied Publications Procedures
Allied Procedurd Publication
Anti-Rediation Missle
Automated Response to Query (HF automated request for repest)
Abgtract Syntax Notation One
See ARPA - Advanced Research Projects Agency
Automatic Repeat Request
See Automatic request for transmission.
Autonomous System
Anti- Sadlite
Autonomous System Boundary Router
American Standard Code for Information Interchange
Application Service Element
Amplitude Shift Keying
Autonomous System Number
Absract Syntax Notation One

1-3
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ASR

ASR
ASVR
ATCRBS
ATCRU
ATDM
AT™M

ATO

ATO

ATO
ATW

AU

AU

AUS
AUTODIN
AN
AUTOKO
AVC
AWR

AX

B

BABS
BAC
BC
BCA
BCC
BCD
BCI
BCP
BCS
BER
BER
BERT
BIND
BGP
BIT
BITE
BGP
BGP4
BIU

UNCLASSIFIED

See Automeatic send/receive teleprinter.
Air Staff Reguirement

See Aircraft to Surface Vessel Radar

Air Traffic Control Radio Beacon System
Air Traffic Control Radar Unit

See ATDM - asynchronous time-division multiplexor

Asynchronous Transfer Mode

Air Tasking Order

Authority to Operate

Air Tasking Organisation (ACP200)
See ATW - Advanced Tactical Workgation
Access Unit

Augrdia

Audrdia

Automatic Digital Network

Anti- Virus

(German Area Tacticd Comms System)
See Automatic Volume Control
Alerting, Warning and Response

See Station, Aeronautica, Fixed

See Beam Approach Beacon System
Basic Access Control

See Station, Broadcasting.

See Broadcast Control Authority
See block check character

See binary-coded decimd.

See Station, International Broadcasting
Business Continuity Plan

See Broadcast Control Station

Basic Encoding Rules

Bit Error Rate

Bit Error Rate Test

Berkdey Internet Name Domain
Border Gateway Protocol

SeeBIT - Binay Digit

Bullt-in test equipment

Border Gateway Protocol

Border Gateway Protocol Version 4
Black Interface Unit (Crypto)
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BLOS
BNC
BPD
BPS
BPSK
BRAMIS
BRASS
BRS
BSC
BTAM

C2
C2RA
C3

C3

C4
CAl
C4ISR

CA
CA
CAD
CAN
C&M
CAP
CARB
CARL
CAS
CATF
C&A
CAEC
CAST
CAST
CATV
CB
CBA
CBS
CBT
CCE
CCEB
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Beyond Line of Sight
See BNC - bayonet-locking connector
Boundary Protection Device
Boundary Protection Service
Binary phase Shift Keying
Battle Readiness and Management Information System
Broadcast and Ship - Shore
See Broadcast Radiating Station
See BSC - Binary Synchronous Communicetions
See Basic Tdecommunicaions Access Method

Command and Control

Command and Control Requirements Analys's
Conaultation, Command and Control (NATO)
Commeand, Control and Communications

Command, Control, Communications and Computer
Command, Control, Communications, Computers and Intelligence
Command, Control, Communications, Computers and Intelligence Survelllance &
Reconnaissance

Certificate Authority (Certification Authority)

Canada

Collective Address Designator

Canada

Control and Monitor

Channel Access Processor

See - Channd Availahility and Receipt Broadcast
Certification Authority Revocation List

Collaboration At Sea

Commander Amphibious Task Force

Certificate and Accreditation

Coadlition Accreditation Endorsement Certificate
Computer Assisted Supervison of Transmission Media
Comsec Area Servicing Team (UK)

See CATV - community antennateevison

See Exchange, Centra Battery

Control Block Address

See Exchange, Central Battery Sgndling

Computer Based Training aid

Circuit Conditioning Equipment

Combined Communications- Electronics Board
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CCl
CCEP
CCIR
CCIS
CCITT

CCPC
CCS
CCTV
CCU

CD

CDE
CELT
CEMCON
CEPAS
CESG
CDMA
CDRU
CDTU
C-E
C-EG
CELP
CEN
CENTRIXS
CEPT
CFBL
CFBLNet
CFE
CFLCC
CFMCC
CID
CIDR
CIK

Cll

CIM

CIM
CJCS
CITF
CIS
cJCCC
CIM3IEM
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Controlled Cryptographic Item
Commercid COMSEC endorsement Programme (USA)
Comité Consultatif Internationd des Radiocommunications (Now I TU-R)
Command and Control Information System
Conaultative Committee Internationa Telegraph and Telephone (Now ITU-T); see
CCITT
Civil Communications Planning Committee (NATO)
Common Channd Signdling
See CCTV - Closed-circuit televison.
See CCU - communications control unit
See CD - Carrier Detect
Concept Development and Experimentation (linked with NationCentred Activities)
Crypto Equipment for Low speed Telegraphy
Centrdized EMCON
Crypto Equipment for Packet Switched Networks
Communications Electronics Security Group (UK)
See CDMA - Code Division Multiple Access
Clock Didribution Recever Unit
Clock Didribution Transmitter Unit
Communications - Electronics
CFBLNEet Executive Group
Code Book Excited Linear Predictive
See CEN/CENELEC
Combined Enterprise Regiond Information Exchange System
See CEPT
Combined Federated Battle Laboratory
Combined Federated Battle Laboratory Network
CENTRIXS Four Eyes
Coadlition Force Land Component Commander
Codlition Force Maritime Component Commander
Channd | dentifier
Clasdess Inter-Domain Routing
Crypto Ignition Key
Combined Information Infrastructure
Console interface Module
Common Information Mode
Chairman of the Joint Chiefs of Staff Indtruction
Commander Joint Task Force
Communication and Information Systems
Combined Joint Communication Control Centre
Combined Joint Multilaterd Master Military Information Exchange Memorandum of
Understanding

1-6
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CM
CMDE
CMI
CMIP
CMS
CMM
CN
CND
CNOC
CNR
CNRI
CNRMIS
CNRWP
CNSC
COAST

coB
CODS
CODEC
COl
COINS
COMAG
COMMCEN
COMFEP
COMINT
COMJAM
COMPUSEC
COMSEC
CONOPS
COOP
CcOoP
CORBA
COSINE
COTS
COWAN
CPl
CPIGS
CPS

CPU

CR

CRC

CRD
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Configuration Management
Common Messaging and Directory Environment
Certificate Management Infrastructure
Common Management Information Protocol
Cryptographic Message Syntax
CFBLNet Management Mesting
Common Name
Computer Network Defence
Combined Network Operations Centre
Combat Net Radio
Combeat Net Radio Interface
Combat Net Radio Management Information System (SD-UK Army)
Combat Net Radio Working Party
Communications Network Sub-Committee (NC3B Sub-Committee 6)
CRONOS Operational Assessment of Security Technology

Centre of Boresight

Coadlition Data Server

See CODEC - Coding and Decoding Equipment.
Communities of Interest

Communications and Information System (see dso SHED COINS)
Combined Agreement

Communication Centre

Communications Front End Processor

See Communications Intelligence

See Communications Jamming

Computer Security

See Communications Security

Concept of Operations

Concept of Operations Plan

Common Operationd Picture

Common Object Request Broker Architecture

Organization for Cooperation for OS Networking in Europe
Commercid Off the Shelf

Codlition Operations Wide Area Network

See CPI - Computer-PABX Interface

Codlition Porta for Imagery & Geo-spatia Services
Certificate Practice Statement

See CPU - Centrd processng unit

See CR - Carriage Return; also see Function Key

See CRC - cydlic redundancy check, aso Control and Reporting Office
Capabilities Requirements Document
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CRFL
CRIU
CRL
CRONOS
CRP

CRT
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See - Combined Redtricted Frequency List (CRFL)
CAP to Router Interface Unit
Certificate Revocation List
Crisis Open NATO Operation System
Control and Reporting Post
See CRT - cathode-ray tube

CRYPTOSEC Cryptographic Security

CSMA
CSMA/CA
CSMC
CSN
CSP
C-SSG
CSS
CSS
CST
CSuU
CSuU
CT
CTF
CTF
CTG
CTCPEC
CTS
CT2
CUG
CULR
CvSD
CW
CWAN

DAA
DAC
DAG
DAA
DAMA
DAP
DASS
DBS
DCD

See CSMA - carier sense multiple access.

See CSMA/CA - CSMA with collison detection
See - Combined Spectrum Management Cdll (CSMC)
Channel Sequence Number

Common Security Protocol

CFBLNet Senior Steering Group

See CSS - Command Support System.
Cascading Style Sheets

COP Synchronization Tool

See CSU - channd sarvice unit

Crypto Support Unit

Cipher Text

Combined Task Force

Commander Task Force

Commander Task Group

Canadian Trusted Computer Product Evaluation Criteria
See CTS - clear to send.

See CT2.

See CUG - closed user group

Common Upper Layer Requirements
Continuoudy Variable Sope DeltaModulation
See Continuous Wave

Codition/Combined Wide Area Network

See DAA - Data Access Arrangement
Discretionary Access Control

DSSCS Address Group

Designated Accrediting Authority

Demand Assigned Multiple Access (Satcom)
Directory Access Protocol

See DASS - Digitd access gndling system
Direct Broadcast Services

Data Carrier Detect
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DCE
DCID
dCRL
DCP
DCM
D&CP
DCS
DCTS
DDCMP
DDD
DDI
DDMS
DDN
DDS
DDP
DEC
DECX
DED
DEP
DER
DEU
DEW
DF
DFSK
DFTS
DGS&S
DIO
DISBEE
DML
DMRM
DITSWG
DJCIS
DHS
DIB
DIM SECUR
DIP
DISA
DISBEE
DISN
DISP
DISSP
DIT
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See DCE - data communications eguipment
Director of Centrd Intelligence Directive
Delta Certificate Revocation List
Digtributed Collaborative Planning
Deployable CIS Module
Deflection and Colour Processor
Data Communications Sub-system
Defense Collaboration Tool Suite
See DDCMP - Digita Data Communications Message Protocol
See DDD - direct distance dialling
Description, Discovery, and Integration
DoD Discovery Metadata Standard
Digital Data Network/Node
See DDS - Dataphone Digitd Service
Digitd Data Path
See DEC - Digitd Equipment Corporation
DEC Exerciser
Differential Encoded Data
Didtributed Engineering Plant
Didinguished Encoding Rules
Germany
Direct Energy Weapon (L aser)
See Radio Direction Finding
See Double Frequency Shift Keying
Defence Fixed Tdecommunications Service
Director Genera of Security and Safety
Defensve Information Operations
Digita Intermediate Speed Bulk Encryption Equipment
Data Manipulation Language
Data Management Reference Modd (1SO)
Defence Information Technology Security Working Group (now defunct)
Directorate of Joint Command, Control, Communications Service Information Systems
Data Handling Sub- System
Directory Information Base
Director Information Management Security
SeeDIP - dud intlinepins
Defence Information System Agency
Digitd Intermediate Speed Bulk Encryption Equipment
Defence Information System Network
Directory Information Shadowing Protocol
Defence Information Systems Security Program
Directory Informetion Tree
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DITSCAP
DL

DL
DLC
DMA
DMD
DME
DMI
DML
DMRM
DN

DN
DNIC
DNS
DNS
DODAAC
DoD AF
DoDlI
DOP
DPNSS
DPS
DPSK
DR
DRDF
DS
DSA
DSA
DSE
DSML
DSN
DSSO
DSP
DSR
DSSCS
DSTL
DSU
DTD
DTD
DTE
DTG
DTMF
DTR
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Defense Information Technology Security Certification and Accreditation Process
Didribution List
Digitd Data Link.
See DLC - datalink control
Directory Memory Access
Directory Management Domain
See Digtance Measuring Equipment
See DMI - Digitd Multiplexed Interface
Data Manipulation Language
Data Management Reference Model (1SO)
Directory Name
Didinguished Name
See DNIC - Data Network |dentification Code
Domain Name Server
Domain Name Service
Department of Defense Activity Accounting Code
Department of Defense Architecture Framework
Department of Defense Indructions
Directory Operationa Binding Management Protocol
See DNPSS - Digitd Private Network Sgndling System
Dud Port Service
See DPSK - differentid phase shift keying
Delivery Report
See DRDF - Digita Resolution Direction Finding
Directory Service
Directory SysemAgent
Defence Security Authority
D SA-Specific entry
Directory Services Markup Language
Defense Switched Network
Defence Security Standards Organisation
Directory System Protocol
See DSR - Data Set Ready
Defence Specid Security Communications Systems
Defence Science & Technology Laboratory
SeeDSU - data service unit
Data Trandfer Device
Document Type Definition
See DTE - datatermind equipment
See Date- Time Group
See DTMF - dud-tone multiple-frequency
See DTR - Data Termina Ready
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EDD
EDDS
EDI
EEPROM
EG

EHF
EIGP
EIRP
EIT
EKMS
ELINT
ELOS
ELSEC
E-MAIL
E-M
EMC
EMCON
EMCON
EME
EMI
EMIDS
EMP
EMSEC
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Directory User Agent
Display and Voice Communications Sub-System
Distance Vector Multicast Routing Protocol

Externd Agency

Electronic Attack, aso cdled Electronic Warfare (EW)
Extended Authorisation (See DTG)

Evauated Assurance Leve (Common Criteria)
End-entity Attribute Certificate Revocation List

East Pacific Satellite (DSCS USA)

See EBCDIC - Extended Binary Coded Decimal Interchange Code
Error Correcting Code

Electronic Counter Counter Measures Officer
Electronic Counter Measures

European Computer Manufacturers: Association
EUROCOM Crypto Sub Group

See Automatic Error Detection and Correction System
Electronic Data Display

European Data Distribution System

Electronic Data Interchange

See EEPROM - dectricaly erasable programmable read-only memory
Executive Group

Extremdy High Frequency; see Frequency, Radio
Extended Interior Gateway Protocol

Effective Isotropically-Radiated Power

Encoded Information Type

Electronic Key management System

See Electronic Intelligence

Extended Line -of -Sght (ie out to 300nm)

Electronics Security

Electronic Mall

Electromagnetic

See Electromagnetic Compatibility

Electromagnetic control; see Electromagnetic Emission Control
Emission Control

Electromagnetic Environment - was EW Environment
Electro Mechanicd Interference

Electronic Message Information Distribution System
Electromagnetic Pulse

Electronic Emisson Security
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ENQ
EOB
EOCM
EOM
EoS
EOT
EOW
EPM
EPRL
EPROM
ERCS
ERP
ESM
ESMNetOps
ESP
ESS
ETD
ETF
ETS
ETX
EUDAC
EUSEC

EWCP
EWRRF
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See ENQ - Enquiry
Edge of Boresight
Electro-Optic Countermeasures.
See Indicator, End Of Message (EOM) NNNN
Elements of Service
See End Of Transmission
Engineering Order Wire
See Electronic Protection Measure (EPM)(was caled ECCM)
End-entity Public-key certificate Revocation List
See EPROM - erasable programmabl e read-only memory
ECM Resistant Communications
See Power, Effective Radiated
Electronic support Messures; see Electronic Warfare Support Measures
Enterprise Service Management NetOps Service
Spain
Extended Security Services
Electronic Transfer Device (Crypto variable)
Enginearing Training Fadility
See ETSl - European Telecommunications Standards Ingtitute
SeeETX - End of text
European Digtribution and Accounting Agency (UK staffed)
European Communications Security and Evaluation Agency (UK saffed)
See Electronic Warfare
See EWCP - EW Control Panel
EW Rapid Reaction Fecility
See Station, Experimental
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FA
FAB
FAC
FAT
FAX
FB
FBE-K
FC
FCB
FCS
FDMA
FDDI
FDM
FDMA
FDY
FEC
FEK
FEP
FF
FF
FH
FIFO
FIGS
FL
FLDSA
FLH
FM
FMSC
FOSP
FOT
FOTC
FPA
FPIS

FPTS

FRA
FSCS
FSK
FTP
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See Station, Aeronautical

See Station, Aeronautical Broadcast

See Station, Airdrome Control

See Station, Hight Test

SeeFacamile

See Station, Base

Fleet Battle Experiment Kilo

See Station, Coast

See Station, Marine Broadcast

See FCS - frame check sequence

Frequency Division Multiple Access

See FDDI.

See FDM - frequency divison multiplexing/multiplexor
Frequency Divison Multiple Access

1993 Directory Interchange Format and Representation Profile
See Forward Error Correction

See Frequency Exchange Keying

Front end processor - see communications control unit
FireHy

See FF - form feed.

See Frequency Hopping

First In, First Out

See FIGS - figures shift; so see Function Key

See Station, Land

Fig-level DSAFLE  See Station, Tdemetering Land

See Station, Hydrologica and Meteorologica Land

See FM - Fregquency Modulation; aso see Modulation
NATO Frequency Management Sub-Committee (NC3B Sub-Committee 3)
See FOSP - Fleet Ocean Survelllance Product

See Frequency, Optimum Traffic

Force Over The Horizon Track Coordinator

Floating Point Accdleretor.

Forward Propagation lonospheric Scatter; see Scattering, Forward and
Scatter, lonospheric. Synonymous with TFS

Forward Propagation Tropospheric Scatter; see Scattering, Forward and Scatter,
lonospheric. Synonymous with TFS

France

Fixed Satellite Communications Station

See FSK - Frequency shift keying

File Transfer Protocol
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FVA
FX

FXE
FXH

I®

G2G

G3

4

G5E
GAFCCIS
GaAsFet
GBR
GBS
GAP
GCA
GCCS-M
GCN
GClI
GCTF-1
GD

GEM
GENSER
GF

GHP
GHz

GIF

GIM
GMT
GOTS
GP
GPTN
GSM
GSTN
GUI

HAG
HAIPE
HCI
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Find Video Amplifier
See Station, Fixed
See Station, Telemetering Fixed
See Station, Hydrologica and Meteorological Fixed

Gateway-to- Gateway

Group 3 Facsmile

Group 4 Facsmile

Griffin 5 Eyes Doman (AUSCANNZUKUS Nations)
German Air Force Command & Control Information System
Gdlium Arsenide FHed Effect Trangstor

Grest Britain/ United Kingdom

Global Broadcast System

Guaranteed Action Point

See Ground Controlled Approach (GCS) System
Globd Command Control System — Maritime

Globa Communications Network

See Ground Controlled Interception

Globa Codition Task Force One

Grgphics Digplay.

Generd Dynamics Encryptor Management

Generd Service

See GFI - Group Format Identifier

Gaeway Handling Policy

Gigahertz (10° Hz)

Graphic Interchange Format

Graphics Interface Module

See Time, Greenwich Mean

Government- off- the- Shelf (ie Government-approved equipment)
Generd Purpose

Generd Purpose Telephone Network

See GSM - Group Specia Mohile

See GSTN - Generd switched telephone network
Graphica User Interface

High Assurance Guide
High Assurance Internet Protocol Encryption
Human Computer Interface
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HDL
HDLC
HDR
HDX
HF
HIT
HOB
HOJ
HPO
HQ
HSD
HTML
HTTP
Hz

A
IAS
IANA
IAS
IBAC
IC
|&W
ICAO
ICE
ICCWG
ICM
ICRL
ICW
IDMIDNX
IDP
IEC
IED
IEG
IEP
IER
IETF
|FF

|FF-PI
IFS
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High Speed Data Link.
See HDLC - high-leve daalink control
High Data Rete
See HDX - hdf-duplex transmisson
High Frequency; see Frequency, Radio
See HIT - HF High Interest Track Broadcast
Hierarchica Operaiond Binding
See Home-On-Jam
See HPO - High-performance option
Headquarters
High Speed Data
HyperText Markup Language (Internet)
Hyper Text Transport Protocol
SeeHz - hertz

See Information Assurance

International Alphabet No. 5

Internet Assigned Numbers Authority

Information Assurance and Security Measure

| dentity- based Access Control

Intelligence Community

Indications and Warnings

SeeInternationa Civil Aviation Organisation

Imagery Compression Engine

International Computer Network Defence (CND) Coordination Working Group
Inter Console Marker

Indirect Certificate Revocation List

Interrupted Continuous Wave

Integrated Digitd Noda Exchange

Information Dissemination Plan

International Electrotechnical Commisson

Improvised Explosve Device

Information Exchange Gateway

Information Exchange Project

Information Exchange Requirement

Internet Engineering Task Force

Identification, Friend or Foe; see Radar Recognition and I dentification
(IFF - Identification, Friend or Foe and ACP 160)

See |dentification, Friend or Foe - Persond |dentifier

lonospheric Forward Scatter; see Scattering, Forward and Scatter, |onospheric.
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IGMP
IGP
S
ILS
ILS
IM
IMAP
IMI
IMPP
INE
IMSM
IMSWM
INFOSEC
INMARSAT
1O

10
1/0
1O-ICS
IP

IP

| PKI
IPM
IPMS
IPRA
IPv6
ISDN
ISME
IRI

IS
1SSO
1SO
ISP
ISU
IT

ITA
ITA
ITD
ITI
ITSEC
ITU
ITU-R

UNCLASSIFIED
ACP 167(1)

Synonymous with FPIS
Internet Group Management Protocol
Interior Gateway Protocol
Internet Information Service
See Instrument Landing System
Integrated L ogistics Support
Information Management
Internet Message A ccess Protocol
Information Management Infrastructure
Instant Massage and Presence Protocol
In-line Network Encryptors
Internationd Military Staff Memorandum
Internationd Military Staff Working Memorandum
Information Security
Internationa Maritime Satdllite Organization
Information Operations
Indian Ocean (Satellite Coverage)
I nput/Output.
Information Object Implementation Conformance Statement
Interpersonal
Internet Protocol
Internet Public Key Infragtructure
Interpersonal Message
Interpersona Message System
Internet Policy — Regidtration Authority
Internet Protocol Version 6
See ISDN - Integrated Services Digital Network
International Subject Matter Experts
Incident Response and Investigation
Information System
Information System Security Officer
See | SO - International Standards Organisation
Internationa Standardised Profile
See ISU - Integrated Service Unit
SeelT - Information Technology
Internationa Telegraphic Alphabet; see Mark (Marking Signd)
Italy
Interactive Tabular Digplay.
See Tl - Interactive Termind Interface
Information Technology Security Evauation Criteria (UK)
See International Telecommunication Union
International Telecommunications Union - Radio (previoudy CCIR)
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ITU-T

U
IXS
VSN

JACS
JS
JAFPUB
JANAP
JCSS
JDEP
JFT
JTDS
MUG
JPEG
JOoC
JOIIS
JOTID
JOTS
JRFL
JITA
JWID

K

kbps

KDC

KV

kHz
KMIDKMS
KSR

KVM

KV

L
L

LAD
LAN

UNCLASSIFIED

ACP 167(1)
Internationd Tdecommunications Union — Tdecommunications Standardi zation Sector
(previous CCITT)
Interface Unit
Information eX change System

Initid Voice Switched Network (to be replaced by the NATO Core Network)

Joint Area Communications System

See Jamming-to-Signd

Joint Armed Force Publication

Joint Army, Navy, Air Force Procedure

Joint Command Support System (Austraia)

Joint Digtributed Engineering Plant

See Jlian Fling Time (JFT).

See JTIDS - Joint Tactica Information Didtribution System
JMCIS Multicast Gateway

Joint Photographic Experts Group

See Joint Operations Centre

Joint Operationg/Intelligence Information System
Joint Operations Tactical Interoperability Database
See JOTS - Joint Operationa Tactical System
Joint Redtricted Frequency List.

Joint Technica Architecture

Joint Warrior Interoperability Demondirations

Kilo bits per second (10° bps)

Key Digribution Centre (Crypto)

Key Variable (Crypto)

Kilohertz (10° Hz)

Key Management Identification System
See KSR - Keyboard send/receive
Keyboard/VVideo/Mouse

Key Variable (Crypto)

Locdity
See LAD - Locd AreaData (Channd)
See LAN - Loca Area Network
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LAP
LAPB
LATA
LCC
LDAP
LDET
LED
LEP
LES
LF

LF
LIU
LMD/KP
LMF
LNA
LOP
LOS
LP
LPE
LPI
LRC
LRI
LRU
LSA
LSD
LSDD
LSl
LSU
LTRS

M

MA
MAC
MAG
MAN
MAP
MAS
MCAP
MCOIN
MCS
MATELO

UNCLASSIFIED

See LAP - Line Access Procedure

See LAPB - Line Access Procedure, Balanced
SeLATA - Loca Accessand Transport Area
Local Control Centre

Lightweght Directory Access Protocol

Locd DaaEntry Termind

See LED - Light-Emitting Diode

Ligt of Effective Pages

Land Earth Station

Low Frequency; see Frequency, Radio

Line Feed; see Function Key and LF

Lire Interface Unit

Local Management Device/ Key Processor
Language Media Format

Low Noise Amplifier

Letter of Promulgation

See Line-Of-Sght

Line Processor

See Limited Probability of Exploitation

See Limited Probability of Intercept

See LRC - Longitudina Redundancy Check
See Limited Range of Intercept

Line Replacement Unit or Lowest Repairable Unit.

Link State Advertisements

Large Screen Digplay.

Large Screen Display Driver.

See LSl - Large-Scale Integration.
Line Switch Unit

See LTRS - Letters shift

See Station, Aircraft

Media Access Control

Maritime Air Group

See MAN - Metropolitan Area Network

See MAP - Manufacturing Automation Protocol
Main Access Switch

Medium Data Rate Channel Access Processor

Maritime Command Operations Information Network (Canada)

Message Conversion System

Maritime Air Telecommunications Organisation (NATO)
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MBS
MCCAP
MCCIS
MCU
MERCS
MD
MDI
MDP
MDR
MDS
METOC
MF

MF
MFM
MFTP
MGD
MH
MHS
MHTML
MHz
MIB
MIDS
MIME
MIPS
ML
MLA
MLS
MM

MM
MM-AU
MMF
MMC
MMHS
MMI
MM-MS
MMS
MM-UA
MNE
MNTG
MO
MOE
MOH

UNCLASSIFIED

Maritime Broadcast System
Maritime CIS Contingency Assets Pool
Maritime CCIS
Main Cryptographic Unit
Merchant Shipping Crypto System
Management Domain
MIPROC DEC Interface
Multicast Dissemination Protocol
Medium Data Rate
See Minimum Discernible sgnd
Meteorol ogical/Oceanographic
Medium Frequency; see Frequency, Radio
See Multiple Frequency Sgndling.
Modified Frequency Modulation
Multicast File Transfer Protocol
MIC Griffin Domain (MIC Nations)
Message Handling
See MHS Message Handling System
MIME HTML
Megahertz (10° Hz)
Management Information Base

See MIDS - Multifunctiona Informeation Digtribution System

Multi- purpose Internet Mail Extensons

See MIPS - Millions of ingructions per second

See Station, Land Mobile

Mall Ligt Agent

Multi-level Secure

Military Messaging

Management Monitor

Military Messaging Access Unit
Multi-National Marine Force
Malicious Mohile Code

Military Messaging Handling System
Man Machine Interface

Military Messaging Message Store
Military Messaging System
Military Messaging User Agernt
Multi-Nationa Experiment
Multi-Nationd Nava Task Group
See Station, Mobile

See Station, Telemetering Mobile

See Station, Hydrological and Meteorological Mobile
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MOP
MOS
MOSPF
MOTIS
MOU
MPDU
MPJ
MPL
MPLS
MRL
MS
MS
MSAB
MSeG
MSF
MS
MSK
MSL
MT
MTA
MTBF
MTBF
MTF
MTI
MTS
MTSE
MTTR
MTWAN
MUF
MUX

N

NACAA
NABS
NACS
NAEC

NAK
NAMILCOM
NASIS

NAS

NATO

UNCLASSIFIED
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Maintenance Operation Protocol
Meta Oxide Semi-conductor
Multicast Open Shortest Path First
Message Oriented Text Interchange System
Memorandum of Understanding
Message Protocol Data Unit
See Multi- purpose Jammer
SeeMPL - Multi-schedule Private Line
Multi-Protocol Label Switching
Maritime Rear Link
Message Store
See Station, Ship
Multi-national Security Accreditation Board
Multicast Service Gateway
Masgter Synchronising Frequency
See MSI - Medium Scae Integration
Minimum Shift Keying
Multi- Security Levels
Message Transfer
SeeMTA - Message Transfer Agent
See MTBF - MeanTime Between Failures
Mean Time Before Failure
Message Text Format
See Moving Target Indicator
Message Transfer System
Message Trandfer Service Element
SeeMTTR - Mean Time To Repair
Maritime Tactica Wide Area Network
See Frequency, Maximum Uszble
See MUX and multiplexor

National ACP Coordinator Accreditation Authority
NATO Airbase SATCOM System (US)

Nodel ess Area Communications System

Nationa Accreditation Endorsement Certificate
See NAK - Negative Acknowledgment

NATO Military Committee

NATO Subject Indicator System

Nationd Affiliated System

North Atlantic Treaty Organisation
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NAVCOMPARS Navad Communication Processing and Routing System

NBSV(S)
NC3A
NCOW RM

NCWNC3B

NC30
NETSEC
NDN
NDR
NEC
NES
NETOPS
NI
NILE
NLD

mm

NM
NNEMP
NNOC
NNTP
NOC
NOR
NOT
NOTAM
NRN
NRS
NRPL
NRZI
NSAP
NSWCDD
NTP
NTN
NTRA
NTTS
NUI
NWDC
NZ

NZL
NVIS

O

Narrow Band Secure Voice (System)
NATO Conaultation, Command & and Control Agency
Net- Centric Operations Warfare Reference Modd
NATO Conaultation, Command and Control Board
NATO C3 Organisation
Network Centric Warfare Security
Non-Ddivery Noatification
Non-Ddlivery Report
Network Enabled Capability
Network Encryption System
Network Operations
Nationa Information Infrastructure
NATO Approved Link 11
The Netherlands
Nanometre (10°m). See nm, Nanometre
Network Management
Non-Nuclear Electromagnetic Pulse
National Network Operations Centre
Network News Transport Protocol
Network Operations Centre
Norway
Node Organisation Table
See NOTAM - Noticeto Airmen
Non-Recelpt Notification
Nava Radio Station
NATO Recommended Product List
See NRZI - Non Return to Zero Inverted
Network Service Access Protocol
Nava Surface Warfare Centre Dahlgren Divison
Network Time Protocol
See NTN - Network Termina Number
Norwegian Telecommunications Regulatory Authority
NATO Teredrid Transmisson Sysem
See NUI - Network User Identification
Nava Warfare Development Command
New Zedland
New Zedand
Near Verticd Incidence Skywave (HF)
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@)
@)
OoCP
OoID
ONA
OPCOM
OPGEN
OPTASK
OR
OSPF
OTCIXS
ou

ov
OPSEC
ONA
OSCA
oSl

OST

P

P

P1

P2
P22
P3

P7
P772
PABX
PACOM
PACRIM
PAD
PAN
PAX
PBX
PC
PCA
PCB
PCL
PCM
PCM
PDA

UNCLASSIFIED
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Immediate; see Precedence Designations
Organisation
Operationd Computer Program
Object Identifier
OIER Operational Net Assessment
Operationa Control
Operational Generd Messages
Operationa Tasking Messages
Originator/Recipient
Open Shortest Path Firgt
Officer in Tacticd Command Information eX change System Exchange Requirements
Organisationd Unit
Operationd Views
Operations Security
Open Network Architecture
Open Systems Cabling Architecture (BT)
See OSl model - Open System Interconnection (1SO Data Comms Standard)

Outer Space Treaty

Priority; see Precedence Designations

Message Transfer Protocol

Interpersona Messaging - 1984 Content Type
Interpersona Messaging - 1988 Content Type
Submission and Delivery Protocol

Message Store Access Protocol

Military Messaging Protocol

See PABX - Private Automatic Branch Exchange
Pacific Command

Pacific Rim

See PAD - Packet Assembler/Disassembler
Publicly Accessble Network(s), such as Internet
Physicd Address Extension

See PBX and Exchange, Private Branch
Persona Computer

Policy Certification Authority

Printed Circuit Board

Pardld Communications Link

See PCM - Pulse Code Modulation; Also see Telegraphy
See PCM - Plug Competible Machine

Persond Digitd Assgtant
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PDAU
PDL
PDN
PDN

PDS
PDU
PEM
PEP
PER
PP
PICS
PIM
PK
PKCS
PK|
PL
PLA
PLAD
P_MUL

PRMD
PRN
PROM
PRR
PS
PSC
PSK

UNCLASSIFIED
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Physca Delivery Access Unit
Position Description Language
See PDN - Packet Data Network
See PDN - Public Data Network
Programmable Data Processor
Physicd Ddivery Sarvice
Protocol Data Unit
Privacy Enhanced Mall
See Power, Pesk Envelope
Packed Encoding Rules
Partnerships for Peace
Protocol Implementation Conformance Statement
Protocol Independent Multicast
Public Key
Public Key Cryptography Standards
Public Key Infragtructure
See Station, Radio Positioning Land
Pain Language Address. See Signd Message Address
Plain Language Address Designator See Signad Message Address
Protocol Multicast
See Station, Radio Positioning Mobile
Protectively Marked
Privilege Management Infrastructure
Point Of Contact
Poland
Point of Presence
Post Office Protocol Verson 3
See POTS - Plain Old Telephone Service
Pan Postion Indicator; see Display Scope/Display
Pre-Placed Keys
Point-to-Point Protocol
Project Review Board
Precise Pogtion, Location and Identification
See Pulse Repetition Frequency/Rate
Phase Reverse Keying
Private Management Domain
Packet Radio Network
See PROM - Programmable Read Only Memory
See Pulse Repetition Frequency/Rate
Permanent Secretary
Peripherd Switch Card
See PSK - Phase Shift Keying
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PSTN
PSU
PT
PTFS
PTO
PTT
PVC

Q

QAM
QMM
QOS
QPSK
QUARTET

R

R

R

RA
RADAR
RAM
RAM
RAN
RASP
RATT
RBAC
RCRU
RCU
RD
RDA
RDC
RDET
RDN
RDO
RDT&E
RED
REST
RF
RFC
RFI

UNCLASSIFIED
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See PSTN - Public Switched Telephone Network
Power Supply Unit
Fan Text
Precise time and frequency standards
See PTO - Public Telecommunications Operator
See PTT - Pogt Tdephones and Telegraphy Authority
See PVC - Permanent Virtud Circuit

See QAM - Quadrature Amplitude Modulation
Quarterly Management Meeting

Qudlity of Service

See Quadrature Phased Shift Keying

Quiet and Ready to Encrypt Termina (Desk top Crypto)

Routine; see Precedence Designations
GENSER Community

Regidtration Authority

RAdio Detection And Ranging equipment. See Radar
See Radar Absorbent Material

See RAM - Random Access Memory
Reease Authority Name

Recognized Air and Surface Picture
SeeRATT - Radio Teetypewriter
Rule-Based Access Control

Radio Clock Recaiver Unit

Remote Control Unit (Crypto)

SeeRD - Received Data

Remote Database Access Protocol (1SO)
Resource Data Catalogue

Remote Data Entry Termina

Redtive Digtinguished Name

Regiond Defence Organization

Research, Development, Test & Evauation
Random Early Drop

Representational State Transfer

See Frequency, Radio

Request for Comments

Radio Frequency Interference
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RG See Station, Radio Direction-Finding
RHI Range Height Indicator; see Display Scope/Display
RHOB Relevant Hierarchical Operationa Binding
RI See Indicator, Routing
RI See Rl - Ring Indicator
RID Remote Interface Device
RIP Ralling Interoperability Programme
RIP Routing Information Protocol
RID Remote Interface Device
RIP Ralling Interoperability Programme
RIU Red Interface Unit (Crypto)
RJE See RJE - Remote Job Entry
RL See Station, Radionavigation Land
RLA See Station, Aeronautical Marker Beacon
RLB See Station, Aeronautical Radio Beacon
RLG See Station, Glide Path/Slope
RLG Ring Laser Gryo
RLL See Station, Localizer
RLM See Station, Marine Radio Beacon
RLO See Station, Omnidirectionad Range
RLR See Station, Radio Range
RLS See Station, Surveillance Radar
RLSD See RLSD - Recaived Line Sgnd Detector
RMU Range Measurement Unit
RN Receipt Notification
RO See RO - Read Only
RO See Station, Radionavigation Mobile
ROA See Station, Altimeter
ROSE Remote Operation Service Element
ROM See ROM - Read Only Memory
RTSE Reliadble Trandfer Service Element
RTT SeRATT
RP Reporting Post or Relaying Party
RP Rendezvous Point
RSX Redl-time System Executive
RTF Rich Text Format
RTS See RTS - Request To Serd
RW See RW - Tdegragphic code sgnd
S
SA Signd Address
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SAC
SADOC
SAGOP
SAML
SATCOM
SAVE
SBI

SCF
SCIF
SCOT
SCOTT
SCRA

SDC
SDLC
SDN
SDP
SHD
SECAN

SEM
SFAF
SGS

SGT
SHED COINS
SHF
SHORAN
Sl

SIC

SID

SIE

SIF
SIGAD
SIGINT
SIGSEC
SIPRNET
SLA

SM

SMA
SMADEF

UNCLASSIFIED
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Security Authority
Simplified Access Control
Standby Air Defence Operations Centre
See SAGOP
Security Assartion Markup Language
Satdlite Communications
Systermatic Approach to Vehicle Electronics
Synchronous Backplane Interconnect
System Control (Module)
Sadlite Control Facility (USA)
Secure Compartmented Information Facility
Satd lite Communications Ontboard Termina (RN)
Sngle Channd Objective Tactical Termind (US Satcom)
Single Channd Radio Access
Sengtive Discusson Area
System Development Centre
See SDLC - Synchronous Data Link Control
Secure Data Network
Smdll Devices Processor
Specid handling Designator
Communications and Information Systems Security and Evauation Agency (MC)
(US dtaffed)
Standard Electronic Modules
See - Standard Frequency Action Format (SFAF)
Sadlite Ground Station
Satdlite Ground Termind
Speciad Handling and Evauation Detachment, Communications Information System
Super High Frequency; see Frequency, Radio
See SHORAN - Short Range Navigation System
Specid Intdligence
System Indicator Code
Sudden lonospheric Disturbance
Standard Interface Equipment
See - Sdective Identification Festure
SIGINT Address
See Sgnd Intelligence
See Signdl Security
Secret Internet Protocol Router Network (United States)
Savicelevd Agreements
Stores Management (Module)
See Signa Message Address and SMA
See - Spectrum Management Allied Data Exchange Format (SMADEF)
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SME
SMG
SMI
SMIB
SMIME
SMTP
SNA/SDLC
SNAPS
SNIPL
SNMP
SNR
SOA
SOAP
SOA
SOH
SOM
SOPS
SRCT
SS

SSA
SSB

SS|
SSIXIS
SSP
SSSB
ST&E
STAMINA
STANAG
STU
STX

SV

SvC
SVC
SWG
SYN

T

TA
TACAN
TADPOLE
TARE

UNCLASSIFIED
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Subject Matter Expert
Secure Mail Guard
Secure Managed Interface
Security Management Information Base
Secure Multipurpose Internet Mail Extensions
Simple Mail Transfer Protocol
SeeSDLC
Ships Navigation Processing System
Secondary Node Inter Processor Link
Simple Network Management Protocol
SubNet Relay
See SOA Source of Authority
simple Object Access Protocol
System Operating Authorities
See SOH - Start Of Header
See Indicator, Start Of Message (SOM) ZCZC
Standard Operating Procedures
Security Release Control Tools
See Station, Standard Frequency
Secure SIGINT Area
See Single Sideband (SSB) Transmission
See SSI - Smdl Scale Integration
Submarine Satellite Information Exchange System
System Security Policy
Ship- Shore- Ship Buffer
Security Test and Evaduation
Standard Automated Message Interface for NATO ACCIS
Standardised NATO Agreement
Secure Telephone Unit
See STX - Sart of Text
Sysem Views
See Prefix - Service Message
See SV C - Switched Virtud Circuit
Security Working Group
See SYN - Synchronousidle

Technical Arrangement

See TACAN - Tacticd Air Navigation System

Tecticd Crypto Equipment for Land, Maritime and Air Forces

Tdegrgph Automatic Relay Equipment (NATO) (to be replaced by NATO MMHS)
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TBS
TAS
TCAM
TCB
TCC
TCCG
TCIS
TCM
TCP
TCPIP
TCS
TCS
TCSEC
TCU
TD
TDTG
TDM
TDMA
TEK
TELEX
TF
TFS

TG
TGAN
THz

Tl
TNBSVE
TNC
TNR
ToA
TNN
TOD
TOIS
TOM
TOPCOP
TOS
TPPU
TPR

TR

TRA
TRANSEC

UNCLASSIFIED
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Thestre Broadcast Systems
Time Assgnment Speech Interpolation (NICS)
See TCAM - Tdecommunications Access Method
Trusted Computing Base
Transmisson Control Code
Trangmission Control Code Group
Technicd Common Interface Standards
Transformational Communications MILSATCOM
Transmission Control Protocol
See TCP/IP - Transmission Control Protocol/Internet Protocol
Traffic Characteristics Security
Tdemetry and Command Station
Trusted Computing System Evauation Criteria (US)
See TCU - Transmission Control Unit
See TD - Trangmitted Data
See True Date- Time Group
See TDM - Time Divison Multiplexor
See TDMA - Time Divison Multiple Access
Trangmisson EncryptionKey
See Teeprinter Exchange Service
Task Force
Tropospheric Forward Scatter; see Scattering, Forward and Scatter, Tropospheric.
Synonymous with FPTS
Task Group
Task Group Area Network
terahertz (10" Hz)
See Transmission Identification
Tactica Narrow-Band Secure Voice Equipment (crypto)
See TNC - Threaded-Né&ill-Concelman (Co-ax Connector)
Times New Roman
Target of Accreditation
Trunk Node Network
Time Of Day
Technicd Operating Ingtructions
See Teeprinter-on-Multiplex
Top Common Operationd Picture
Type of Service
Task, Post, Process, Use
See Teleprinter-on-Radio
Technica Report
Threat and Risk Assessment
See Transmission Security (TRANSEC)
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TRAP
TRC
TRE
TREE
TRF
TRN
TSGCE
TT&C
TTCP
TSGT
TS
TSMS
TSP
TTD
TTL
TTL
TTP
TUR

UA
UBA
ucC
UDDI
UDP
UHF
uiD
UK
UKM
ULS
UMR
UPS
URI
URL
URN

UNCLASSIFIED
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See TRAP - Tacticd Related Applications
Transmission Release Code
See TRE - Tactica Receive Equipment
Transent Rediation Effect on Electronics
Test Rig Fadlities
Test Rig Node
Tri- Service Group of Communications and Electronics
Telemetry, Tracking and Command
The Technical Cooperation Program
Tactica (Trangportable) Satellite Ground Termina
Technical Security Inspection
Tactica Spectrum Management System
Tdecommunications Service Priority (System) (US)
Tote Tabular Digplay
Tranggor Tranggtor Logic
TimeToLive
Tectics, Techniques & Procedures
Turkey
See Tdetypewriter Communications
Technicd Views
Transec Vdidity Interva (NIS dead time)
Televison Processor (Module)
Tacticd Wide-Band Secure Voice Equipment (crypto)
See TWX - Also see Teeprinter Exchange Service

SeeUA - User Agent

Unibus Adaptor

Universd Console

Universa Description, Discovery and Integration
User Datagram Protocol

Ultra High Frequency; See Frequency, Radio
Unit Identifier

United Kingdom

User Key Materia

See ULSI - UltraLarge Scae Integration
Unigue Message Reference

Uninterruptible Power Supply

Uniform Resource | dentifier

Uniform Resource L ocator

Uniform Resource Name
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uS

USA
USASCII
USC
USMCEB
USMTF
USS
uTC

Vv

VA

VAN
VAX
VCC
VDT
VDU
VFTG
VHF
VHF
VLF
VLS
VPN
VOCODER
VOGAD
VOR
VAAT
VSWR
VTAM
VTP

w

W3C
WAN
Web-DAV
WFQ
WARC
WBSVS
WESTPAC
WG
WRED

UNCLASSIFIED
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United States
United States of America
See ASCI|
Universal Multiple-octet Code Chapter Set
United States Military Communications- Electronics Board
United States Message Text Format
United States Sip
Universd Time Coordinate

Vulnerability Anayds

See VAN - Vaue Added Network

Virtua Address Extenson

Voice Communications Controller (Module)

See VDT - Video Display Termind

See VDU - Video digolay Unit

Voice Frequency Telegraphy; see Teegraphy, Voice Frequency
See Frequency, Radio - Very High Frequency

See VHF Omni Range - Avidion gpplications

See Frequency, Radio - Very Low Freguency

See VLSl - Very Large Scde Integration

Virtud Private Network

See VOCODER - Tdecommunicetions device

See Voice Operated Gain Adjusting Device

See VHF Omni Range

Very smdl gperture termind

Voltage Standing Wave Ratio

See VTAM - Virtud Telecommunications Access Method
Virtud Termina Protocal (ISO)

World -Wide Web Consortium

See WAN - Wide Area Network

Web Digtributed Authoring and Versoning
Weighted Fair Queuing

World Adminigrative Radio Conference
Wideband Secure Voice System

West Pecific Satellite (DSCS USA)
Working Group

Weighted Random Early Drop
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WSDL Web Services Description Language
WS- Web Services Interoperability
WXD See Station, Meteorologica Radar
WXR See Station, Radiosonde
X
XLink SML Lining Language
XML eXtensble Mark-up Language
XNYITP See XNS/ITP - Xerox Network Systems Internet Transport Protocol
Xpath XML Peath Language
XSD XML Schema Definition
XSL eXtengble Stylesheet Language
XST eXtensble Style Language Transformations
XTAL See Crystd
X.400 See X.400 - ISO Electronic Mail System
X.435 See X.435
X.500 See X.500
X.509 See X.509
Y
Y S Community
VA
Z Flash; see Precedence Designations
Z Cryptographic Device
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CHAPTER 2

GLOSSARY OF TERMS
A

Abbreviated addressing. (In packet-switched networks) Addressing in which asmple mnemonic
codeisused in lieu of the complete addressing information; the cross reference to the complete address
isgtored in the PAD.

Abbreviated dialling. See speed didling.

ABR, autobaud, automatic baud rate detection. A process by which areceiving device determines
the speed, code leve, and stop bits of incoming data by examining the first character - usudly apre-
selected Sgn-on character. ABR dlows the recelving device to accept data from a variety of
transmitting devices operating at different data rates without needing to configure the receiver for each
Specific data rate in advance.

Accepted Interference. Interference a ahigher leve than that defined as permissible interference
and which has been agreed upon between two or more administrations without prejudice to other
adminigrations.

Access. A discrete RF carrier reaching and trandated by a Satellite Trangponder, within its acceptance
bandwidth

Access Control. The prevention of unauthorized use of aresource, including the prevention of use of a
resource in an unauthorized manner. (NATO)

Accessgroup (InLAN technology) All stationswhich have identicd rights to make use of computer,
network, or data PABX resources.

Accessmethod 1. (InIBM environments) A host program managing the movement of data between
the main storage and an input/output device of a computer system; STAM, TCAM, VTAM are
common data communications access methods.

Accessmethod 2. (InLAN technology) A meansto adlow stations to gain accessto - to make use
of - the network's transmisson medium; classified as shared access (which is further divided into
explicit access or contended access) or discrete access method.

AMPS - Access Monitoring and Policing System. A processor based system which provides a
range of facilities. Carries out system supervisory function in monitoring system parameters, eg traffic
quality, access power balancing and checking for illega accesson SKYNET

2-1
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Accountability. The property that ensures that the actions of an entity may be traced uniquely to the

entity. (NATO)

Accreditation

a.  Theauthorization and approva granted to a data processing system network to process
classfied informetion in its operationd environment. (NATO)

b.  Accreditation isthe officid management authorisation to operate a ClI'S or network:

1)
2
(3)

for aspecified period of time;
in aparticular security mode;

with a prescribed set of adminigrative, environmenta and technica security

safeguards,

(4)
)
(6)
()
(8)

againg a defined threat and with stated vulnerabilities and countermeasures;
in agiven operdiond environment;

under a stated operationa concept;

with stated interconnections to other CIS or networks; and

at an acceptable leve of risk for which the accrediting authority has formally

assumed responsibility. (CA)

Accounting Symbol. A combination of |etters used in the message heading to identify the agency,
service or activity which isfinancidly accountable for the message.

ACK, acknowledgment. A control character used (with NAK) in BSC communications protocol to
indicate that the previous transmission block was correctly received and that the receiver isready to
accept the next block. Also used as aready reply in other communications protocols, such as Hewlett-
Packard's ENQ/ACK protocol and the ETX/ACK method of flow control.

Acknowledgement. A message from the addressee informing the originator that his communication
has been received and is understood.
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Acoustic coupler, acoustical coupler. A devicethat converts eectricad sgnasinto audio sgnals,
enabling data to be transmitted over the public telephone network viaa conventiona telephone handset;
it dso converts the audio signals back into eectricad sgnds at thereceiving end. A kind of modem.

ACP, Allied Communications Publication. ACPs contain communications ingructions and are
issued for the guidance and use of Allied Forces.

ACS, Advanced Communications Service. AT&T’ s proposed packet-switched network.

Adaptive equalizer. An eguaizer that adjusts to meet varying line conditions, most operate
automaticaly.

Adaptor, Homing. A device which, when used with an aircraft radio receiver, produced aura and/or
visud dgndswhich indicate the direction of atransmitting radio station with respect to the heading of the
arcraft.

Adaptor, Panoramic. An attachment designed to operate with a search receiver to provide avisud
presentation on an oscilloscope screen of aband of frequencies extending above and below the centre
frequency to which the search receiver istuned.

ADCCP, Advanced Data Communications Control Procedures. The USA Federd Standard
communications protocol.

Additional facilities. (In packet-switched networks). Standard network facilities which are selected
for agiven network but which may or may not be sdlected for other networks. Contrast with essential
fadlities

Address.1. (Noun) A unique designation for the location of data or the identity of an intelligent device.
Multiple devices on a single communications line must have unique addresses to alow each to respond
to its own messages (see palling).

Address.2. (Verb) To add or include the coded representation of the desired receiving device (asin to
address a message).

Address3 A character or sequence of characters designating the terminal equipment which isthe origin
or destination of data being transmitted

Address Designator. A plain language name (full or abbreviated), routing indicator, cal sgn or
address group of a unit, activity or other authority used to indicate the originator and/or addresse(s).

Address Group. A group of four letters assigned to represent command(s), authority(ies),
activity(ies), unit(s) or geographic location(s); used primarily for the addressng of communications.
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Address Group, Collective. An address group which represents two or more commands, authorities,
activities, units or any combination thereof and includes the commander of the organisation or group and
al subordinate commanders therein.

AddressIndicating Group (AlG). An address group which represents a specific set of action and/or
information addressees. The identity of the originator may aso be included.

Address, Multiple. See Message, Multiple Address.
Address, Single. See Message, Single Address.

Addressee. Theactivity or individua to whom amessageis directed by the originator. Addressees are
indicated as either ACTION, INFORMATION or EXEMPT.

Addressee, Action. Theactivity or individud to whom amessage is directed by the originator for
action.

Addressee, Exempted. An addressee included in the collective address designation of a message but
for which the message is not intended for action or information.

Addressee, Information. The activity or individua to whom amessage is directed by the originator
for information.

Aeronautical Mobile-Satellite Service. An agronautica mobile-satellite service reserved for
communications reaing to safety and regularity of flight, primarily along nationd or internationd civil ar
routes.

Aggregate input rate. The sum of dl datarates of the terminas or computer ports connected to a
multiplexor or concentrator; burst aggregate input rate refers to the instantaneous maximum.

Aided Tracking. A system of tracking atarget in azimuth, eevation or range, or dl three varigbles
together, in which a congtant rate of mation of the tracking mechanism is maintained.

Air Surveillance. The systematic observation of air space by eectronic, visud or other means,
primarily for the purpose of identifying and determining the movements of dl arcraft and large missiles,
friendly or enemy, in the air gpace under observation.

Airborne Early Warning (AEW). Airborne radar equipment providing long range detection and
identification and relaying of the radar signas to ground or shipborne stetions.
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Aircraft Control and Warning Sysem. A system established to control and report the movement of
arcraft. It congsts of observation facilities (radar, passive eectronic, visud or other means), control
centres and necessary communications.

Aircraft to Surface Vessal. Radar to detect surface targets from aircraft.

Alarm Indication Signal (AlS). A dgnd that isused to replace the normal traffic Sgna when a
maintenance darm indication has been activated. Generdly al binary '1's.

Allocated. Inreferenceto acircuit or channel, indicates the exclusive use by one or more specified
authorities.

Allocation (of afrequency band). Entry inthe Table of Frequency Allocations of a given frequency
band for the purpose of its use by one or more terrestrial or space radio communications services or the
radio astronomy service under specified conditions. Thisterm shal dso be applied to the frequency
band concerned.

Allotment (of aradio frequency or radio frequency channel). Entry of adesignated frequency
channel in an agreed plan, adopted by a competent conference, for use by one or more adminisirations
for aterrestrid or space telecommunication service in one or more identified countries or geographica
areas and under specified conditions.

Alphabet. A table of correspondence between a set of characters and the signas which represent
them. AsinInternationa Alphabet Number 5.

Alphanumeric. Describing acharacter set that contains letters, numeras (digits), and other characters
such as punctuation marks.

Alternate Mark Inversion (AMI). A pseudo-ternary Sgnd, conveying binary digits, in which
successive 'marks are normaly of dternating positive and negative polarity but equa in amplitude and in
which 'space' is of zero amplitude.

Alternate Routing. 1. A method for varying the route of the traffic in anetwork in the event of circuit
failure or to optimise loading and use of channels.

Alternate Routing. 2. (In PABX technology) A method of completing calsthat uses another path
when the primary circuit is unavailable, out of service or busy.

Alternative Routing. A method of routing traffic in which, when acall cannot be connected to a free
circuit on the normd route, it is directed to an dternative route, either automatically or by an operator..
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AM, Amplitude Modulation. One of three basic ways (see dso FM and phase modulation) to add
information to asine wave sgnd: The magnitude of the Sne wave, or carrier, is modified in accordance
with the information to be tranamitted. See Modulation.

Amplifier. Electronic component use to boost (amplify) sgnds. Performance (caled gain) measured
in decibels.

Amplitude digtortion. An unwanted change in Sgna amplitude, usualy caused by non-linear dements
in the communications path.

Amplitude Shift Keying. Modulation in which each significant condition in amodulating discrete
sgnd is represented by a specified vaue of the amplitude of acarrier oscillation.

Analogue. Continuoudy variable as opposed to discretely varigble. Physical quantities such as
temperatures are continuoudy variable and so are described as andogue; analogue sgnasvary in
accordance with the physical quantities they represent. The public telephone network was designed to
trangmit voice in andogue form. Contrast with digital.

Analogue loopback. A diagnogtic test that forms the loop at the modem's telephone line interface;
(refer to loopback).

Analogue Signal. A sgnd that represents information by varying a quantity, such as amplitude or
frequency, continuoudy between upper and lower limits.

Analysis. In Electronic Warfare, a gep in the intdligence cycle in which information is subjected to
review in order to identify significant facts. The examination of the product of intercept and DF to
obtain ELINT and SIGINT and Target Intelligence. See Signd Analysis.

Anisochronous Data Channel. A communications channd cgpable of tranamitting data but not timing
information. Sometimes caled an "asynchronous' data channdl.

Anomalous Propagation (AP). The transmisson of eectromagnetic radiation dong other than the
norma expected path, usudly tending to follow the earth’s curvatures, because of refractive effects such
as ducting, unusud reflections or unusua scattering of energy from discontinuities in the peth.

ANSI. The American Nationd Standards Ingtitute (a voluntary organisation) is the nationa dearing
house and coordinating organisation for voluntary standardsin the USA and represents the USA in the
1SO; defined USASCII (now ASCII). ANSI does not directly develop standards but accredits other
groups to do so. Membership includes manufacturers, common carriers, and other standards
organisations such asthe IEEE. ANSI aso produces Federa Information Processing Standards (FIPS)
for the DoD.
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Answver. Thetransmisson made by the station called in response to the cal received.

Answerback. The method used in telex to ensure that the calling telex is connected to the correct
degtination telex. All telex terminds are equipped with an answerback code. When a connection is
meade, the cdling termina sends a"who are you" code and the destination replies with its answerback.
The answerback is usualy requested at the beginning and end of the message and printed on the
hardcopy.

Answering tone. A sgnd sent by the called modem (the "answer" modem) to the calling modem (the
"originate’ modem) on public telephone networks, that indicate the called modem's readiness to accept
data

Answering. The process of responding to a calling station to complete the establishment of a
connection between gtations.

Antenna Array. Antennadements assembled in such amanner that the resulting radiation is
concentrated in one or more directions.

Antenna/Aerial. A device used to radiate or collect radio waves.

Antenna, Active. Receive agrid with an integrated wideband amplifier. Thusavery week Sgnd is
amplified immediately asit isreceived at the antenna before it ever reaches the receiver.

Antenna, Dipole Array. A number of pardld dipoles producing a pattern with amain beam and
many sdeobes and nulls.

Antenna Figure of merit (G/T). An antenna performance parameter equdling the Antenna Gain G,
divided by the Antenna Noise Temperature T, measured at the Antenna sterminas

Antenna Gain (Directive Gain). Theratio of the radiaion intengty, in agiven direction, to the
radiation intensity that would be obtained if the power accepted by the Antenna were radiated
isotropicaly

Antenna, Gain. Theratio, usualy expressed in decibels, of the power required a the input of aloss-
free reference antenna to the power supplied to the input of the given antennato produce, in agiven
direction, the same field strength or the same power flux-dendty at the same distance. When not
gpecified otherwise, the gain refers to the direction of maximum radiation. The gain may be considered
for a pecified polarization. Depending on the choice of the reference antenna a digtinction is made
between: (1) Absolute or isotropic gain (Gi), when the reference antennalis an isotropic antenna
isolated in space. (2) Gain rdative to a hdf-wave dipole (Gd), when the reference antennais a half-
wave dipole isolated in gpace whose equatoria plane contains the given direction. (3) Gainrelativeto a
short vertica antenna (Gv), when the reference antennais alinear conductor, much shorter than one
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quarter of the wavelength, normd to the surface of a perfectly conducting plane which contains the given
direction.

Antenna, Log Periodic Array. Anarray of driven dipoles pardld to each other and is directiond like
aYAGI aray (but these dipoles are of different lengths and so this array is broadband).

Antenna Multicoupler. Permitsthe use of severa equipments (receivers) Smultaneoudy on one
antenna,

Antenna, Rhombic. A non-resonant broadband antenna with arhombic shape which produces an
interface pattern with amain beam axisin line with the diagond joining the feed point to the termind

point.

Antenna, YAGI Array. A dipole and anumber of parasitesin one place; used as adirectiona antenna
with condderable gain.

Anti-Jamming (AJ). Measures to minimize the effects of jamming.

Apogee. Themost distant point from the centre of the Earth to an orbit around it

Application layer. Highest (seventh) layer in OSl mode, containing al user or gpplication programs.
Application program. 1. (Ingenerd) A program that is designed to perform a specific user function.

Application program. 2. (Indatacommunications) A program (that frequently resdesin data
communications equipment) used to connect the communicate with terminas that performs a set of
Specified activities for termind users.

Approval to Operate. A temporary gpprova, granted normaly when the certification and
accreditation process has been followed, but saffing, certification activities, documentation, or testing is
incomplete or outstanding. There may or may not be a higher resdud risk to be assumed by the
Departmentd Security Officid. Implicit in the gpprova to operateis an agreement by the operationa
authority to action the outstanding items prior to the expiry of the approval to operate (CA).

Architecture. Themanner inwhich as system (such as a network or a computer) or program is
structured. See dso closed architecture, distributed architecture, and open architecture.

Area Radar Prediction Analysis. Radar target intelligence study designed to provide radar
sgnificant data for use in the preparation of radar target predictions.

ARPA, Advanced Research Projects Agency. Agency that developed the first magjor packet-
switched network, ARPANET.
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ARQ, automatic request for transmission. An error control method in which the receiving device
informs the tranamitting device which tranamisson blocks were received successfully; the transmitting
device retranamits any blocks not successfully received.

ASCII terminal. A termind that uses ASCII; usualy synonymous with asynchronous termind and
with dumb termindl.

ASCII, American Standard Codefor Information Interchange. A 7-hit-plus-parity character set
or code established by ANSI to achieve compatibility between data services, sometimes called
USASCII, the USA stlandard Code for Information Interchange; normaly used for asynchronous
transmission. Equivaent to the 1SO 7-hit code.

ASR, automatic send/receiveteeprinter. Teeprinter equipped with paper tape, magnetic tape, or
asolid state buffer that dlowsit to transmit and receive data unattended. Compare with KSR and RO.

Assignment (of aradio frequency or aradio frequency channel). Authorisation given by an
designated authority for an eectromagnetic emitter to use aradio frequency or radio frequency channd
under specified conditions.

Assurance. The confidence that a system or product or afesture of asystem or product is free from
vulnerability. (NATO)

Async. Short for asynchronous or for asynchronous transmission

Asynchronous character. A binary character used in asynchronous transmisson which contains
equal-length bits, including a gtart bit and one or more stop bits which define the beginning and end of
the character.

Asynchronous modem. A modem that uses asynchronous transmission and, therefore, does not
require timing synchronization with its attached DTE or the remote modem; aso used to describe a
modem which converts asynchronous inputs from the DTE to synchronous signas for modem-to-
modem transmission.

Asynchronousterminal. A termind that uses asynchronous transmission; usudly synonymous with
ASCII termind and dumb termindl.

Asynchronoustransmission. Method of sending datain which the interva between characters may
be of unequa length; since asynchronous characters are used, no additiona synchronizing or timing
information need be sent. Also cdled sart-stop transmission. Contrast with synchronous transmission.
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Asynchronous. A communications channd cgpable of transmitting data but not timing is caled
"asynchronous'. Strictly spesking, the correct terminology is "anisochronous'.

ATDM, asynchronous time-divison multiplexor. A TDM that multiplexes asynchronous sgnds by
Oversampling; aso, infrequently used to mean concentrator.

Attenuation. Deterioraion of Sgnds asthey pass through a transmisson medium; generdly,
attenuation increases (Sgna level decreases) with both frequency and cable length. Measured in terms
of levelsor deciBels. Contrast with gain.

Attitude. The aspect of a satdllite orbital plane with respect to Earth
Attribute Authority (AA). An authority, which assgns privileges by usng dtribute, certificates

Attribute Authority Revocation List (AARL). A revocation list containing alist of referencesto
attribute certificates issued to AAs that are no longer considered vaid by the issuing authority.

Attribute certificate. A datadructure digitdly sgned by an AA, which binds some tribute vaues
with identification about its holder.

Attribute Certificate Revocation List (ACRL). A revocation list containing alist of referencesto
atribute certificates that are no longer considered vaid by the issuing authority.

ATW, Advanced Tactical Workstation. The name of the PC workstation and software which
displays near redl-time ELINT information from US Satellite systems (the broadcast is caled TRAP)

Audio Frequency. A frequency which can be detected as a sound by the human ear. The range of
audio frequencies extends from gpproximately 20 to 20,000 hertz.

Audio Visual. A generic term pertaining to gpplication and utilization technology of dectro, chemicd,
mechanica and optical media to record and/or reproduce audible signds or visua images or
combinations thereof, and the materids that permit their use.

Audit. The process of conducting an independent review and examination of system records and
activitiesin order to test for adequacy of system controls, to ensure compliance with established policy
and operational procedures, and to recommend any indicated changesin controls, policy, or procedures
(CA).

Authenticate. A verb commanding or requesting vaidation of a communication by use of an
appropriate authenticator. See Authenticator.
Authentication 1. Evidence of proper signature or sed that a document is genuine and officid.
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Authentication 2. A security measure designed to protect a communication system againg fraudulent
transmissions.

Authentication 3. Measures designed to provide protection against fraudulent transmission and
imitative communication deception by establishing the vdidity of atransmisson, message, Sation, or
individud. (CA)

Authentication System. A system designed for the purposes of authentication, i.e. to serveasa
secure means of establishing the authenticity of atransmisson or message or of chdlenging the identity
of adation.

Authentication Test Element. Andement employed in an authentication system for deriving an
authenticetor.

Authentication token. Information conveyed during a strong authentication exchange, which can be
used to authenticate its sender.

Authentication, Message. A security measure designed to etablish the authenticity of a message by
means of an authenticator within the transmission derived from certain pre-determined eements of the
message itsdlf.

Authentication, Net. An authentication procedure by which anet control station authenticates itsdlf,
and dl other gationsin the net systematicaly establishing their authenticity.

Authentication, Station. A security measure designed to establish the authenticity of atransmitting or
receiving station, elther by the chalenge and reply or transmission authentication method.

Authentication, Transmisson. A collective term which includes sef authentication, station
authentication, and sometimes message authentication. By this procedure, a station may establish the
authenticity of its own trangmisson.

Authenticator. A letter, numerd or group of letters or numerds (or both), attesting to the authenticity
of amessage or transmission.

Authority. An entity, repongible for the insurance of certificates. Two types are defined in this
Specification; certification authorities which issues public-key certificates and attribute authority witch
issues attribute certificates.

Authority certificate. A certificate issued to an authority (eg ether to a certification authority or to an
attribute authority).
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Auto-answer. A type of modem used on the public telephone network that automatically sends an
answering tonein response to an incoming call.

Auto-dial. A type of modem used on the public telephone network that automatically
originates cdls (dids the desired number).

Automatic Data Processing Network. See Data Processing Network.
Automatic Error Detection and Correction System (EDC). A sysem employing an error-
detecting code and so concelved that any fase Sgnd initiates a repetition if the transmission of the

character isincorrectly received.

Automatic Error Detection. A method of transmisson in which the am isto detect and autométicaly
indicate a mutilation of the sent sgndl.

Automatic Frequency Control (AFC). A circuit or device which maintains areceiver or tranamitter
on adesred frequency.

Automatic Gain Control (AGC). A circuit or device which regulates the gain of areceiver or
amplifier so that the output tends to remain congtant though the incoming sgna may vary in srength.

Automatic Landing Systems. Systems in which the automatic devices land aircraft without pilot
assistance.

Automatic Message Switch. See Switching, Communications system and Switching, Autométic.

Automatic Number Equipment. A type of equipment which automaticaly transmits atransmisson
identification.

Automatic RQ. An automatic error detection-correction technique employed in telegraph systems
whereby the return channel is used to obtain repetition of corrupted received signds until they are
received uncorrupted.

Automatic Search Jammer (Search Lock Jammer). A system comprising a search receiver and a
jamming transmitter which first searches for sgnas having specific characteristics and then autométicaly
jamsthem.

Automatic Tracking. Tracking in which the servo mechaniamfollows asignd or target automaticaly.

Automatic Volume Control (AVC). See Automatic Gain Control (AGC).

2-12
UNCLASSIFIED



UNCLASSIFIED
ACP 167(1)

Availability 1. A measure of equipment, system, or network performance - usualy expressed in
percent; the ratio of operating time to the sum of operating time plus down time. Based on MTBF and
MTTR.

Availability 2. The property of being accessible and usable upon demand by an authorized entity.
(NATO)

Axisof Signal Communications. Theline or route on which lies the starting position and probable
future location of the command post of a unit during atroop movement. The main route dong which
messages are relayed or sent to and from combat unitsin the field.

Azimuth. 1. A direction expressed as a horizontal angle usudly in degrees or mils and measured
clockwise from north. Thus, azimuth will be true azimuth, grid azimuth, or magnetic azimuth depending
on which north is used.

Azimuth. 2. Theangle at the zenith between the observer's cdestid meridian and the vertical circle
through a heavenly body.
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B

Back-up Facility. A resource which provides aternate means of maintaining communications should
the on-line resource fall.

Backbone. (In packet -switched networks) The mgor transmission path for a PDN.

Bagpipes. InElectronic Warfare. A type of dectronic jamming sgna consisting of a series of tones
repeated continuoudly.

Balloon Reflector. In Electronic Warfare. A baloonsupported confusion reflector to produce
fraudulent echoes.

Band splitter. A Multiplexor (commonly an FDM or TDM) designed to divide the composite
bandwidth into severd independent, narrower bandwidth channdls, each suitable for data transmisson
at afraction of the total composite datarate.

Bandwidth. Therange of frequencies available for sgndling; a measure of information-carrying
capacity; the difference, expressed in Hz, between the highest and lowest frequencies in the range.
Utilised subject to specific conditions of signa loss or ditortion; commonly defined a the points where
the response is 3db less than the reference vaue.

Bandwidth, Necessary. For agiven class of emission, the width of the frequency band which isjust
sufficient to ensure the transmission of the information at the rate and with the quality required under
Specific conditions.

Bandwidth, Occupied. The width of afrequency band such that, below the lower and above the
upper frequency limits; the mean powers emitted are each equd to a specified percentage B/2 of the
total mean power of agivenemisson. Unless otherwise specified for the gppropriate class of emission,
the value of B/2 should be taken as 0.5 percent.

Barrage Jamming. Simultaneous dectronic jamming over a broad band of frequencies.

Base CRL. A CRL that isused asthe foundation in the generation of dCRL

Baseband. The band of frequencies occupied by the Signd before it modulates the carrier (or
subcarrier) frequency to form the transmitted line or radio sgnd

Baseband modem. Linedriver or loca datasst.
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Baseband, baseband transmission. Direct transmisson method used for short distances (less than
10 miles); uses a bandwidth whose lowest frequency is zero (dc level) - that is, transmission of raw
(carrier-less) binary data. The transmisson medium carries only one Sgnd & atime.

Basic Grade Messaging. The Basic Grade Service is the dectronic mechanism for exchanging
routine information between persons throughout Defence and its partners, in a manner optimised to
deliver abasic capability in the chegpest way congstent with basic requirements for security.
(CCEB/NATO)

Batch processing. A data processing technique in which input dataiis accumulated and prepared off-
line and processed in batches.

Battery. An apparatus which may comprise agroup of two or more cells used for the conversion of
chemica energy into dectrica energy.

Baud. 1. Unitof sgndling speed. The speed in baud' sis the number of discrete conditions or signa
events per second. If each signa event represents only one bit, the baud rate is the same as bps; if each
sgnd even represents more than one bit (such asin a bidit), the baud rate is smdler than bps.

Baud 2. The unit of modulation rate or the unit of transfer rate of Sgna eements of congtant duration
in adiscretely-timed or digita sgnd; the number of baud'sis equd to the reciprocd of the duration in
seconds of the shortest sgnd dement or of the unit interva in such signd.

Baudot Code. A code (named after Emile Baudot, a pioneer in printing telegraphy) for asynchronous
transmission of datain which 5 bits represent a single character. Use of Letters shift and Figures Shift
enables 64 aphanumeric characters to be represented. Used mainly in teleprinter systems which add
one start bit and 1.5 stop bits. Contrast with ASCII and EBCDIC.

BCC, block check character. A character added to the end of atransmission block for the purpose
of error detection - such asaCRC or LRC.

BCD, binary-coded decimal. A digita system that uses binary codes to represent decimd digits.

Beacon. A light or eectronic source which emits adidtinctive or characteristic sgna used for the
determination of bearings, courses or |location.

Beacon. A discrete RF signd produced and radiated by a Satdllite for Earth Station antenna tracking
purposes, usudly modulated by an identification frequency

Beacon, Fan Marker. A type of radio beacon the emissons of which radiate in avertica fan shaped
pattern. The signa can be keyed for identification purposes.
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Beacon, Homing. See Beacon, Radio.

Beacon, Radar. A radio navigation transponder which transmits in response to a pecific received
sgnd a, pulsed radio sgna with specific characteristics whereby the bearing and/or range of the
transponder from the interrogator may be determined, and which in some cases aso be used to identify
the transponder.

Beacon, Radio Range. See Station, Radio Range (RLR).
Beacon, Radio-Marker. See Station, Aeronautica Marker Beacon (RLA).

Beacon, Radio. A radio trangmitter which emits adidtinctive or characteristic Sgnal used for the
determination of bearings, courses or |location.

Beam (Radio). A radio transmisson concentrated into a sector narrow in ether azimuth or eevation,
or in bath.

Beam Approach Beacon System (BABS). A secondary radar system of radio navigation which
provides to an arcraft, during its gpproach, lateral guidance and distance from the optimum point of
landing.

Beam L obe Switching. A method of determining the direction of atarget by successve comparison
of the sgnds corresponding to two or more beam directions differing dightly from the direction of the
target. The motion of the beam may be either: a. Continuous and periodic or b. Discontinuous.
Beam Rider. A missileguided by aradar or radio beam.

Beam Width. The angle between the directions, on either Sde of the axis, a which the intengty of the
radio frequency field drops to one half the vaue it has on the axis.

Bearing Class*A’. A bearing which adirection finding operator may reasonably consider to be
accurate to within plus or minus two degrees.

Bearing Class‘B’. A bearing which adirection finding operator may reasonably consider to be
accurate to within plus or minus five degrees.

Bearing Class‘C’. A bearing which adirection finding operator may reasonably consider to be
accurate to within plus or minus ten degrees.

Bel. Equa to 10 deciBels.
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Bell 103. AnAT&T, 0-300 bps modem providing asynchronous transmission with originate or answer
cgpability; aso often used to describe any Bell 103-competible modem.

Bell 113. AnAT&T, 0-300 bps modem providing asynchronous transmisson with originate or answver
capability (but not both); also often used to describe any Bell 113- compatible modem.

Bell 201. AnAT&T, 2400 bps modem providing synchronous transmission; Bell 201 B was designed
for leased line gpplications (the origina Bell 201 B was designed for public telephone network
applications); Bell 201 C was designed for public telephone network applications, aso often used to
describe any Bell 201- compatible modem.

Bell 202. AnAT&T, 1800 bps modem providing asynchronous transmission that required 4-wire
arcuit for full-duplex operation; dso an AT& T 1200 bps modem providing asynchronous transmission
over 2-wire, full duplex, leased line or public telephone network applications; often used to describe any
Bdll 202-compatible modem.

Bell 208. AnAT&T, 4800 bps modem providing synchronous transmission; Bell 208 A was designed
for leased line gpplications; Bell 208 B was designed for public telephone network applications, also
often used to describe any Bell 208-compatible modem.

Bell 209. AnAT&T, 9600 bps modem providing synchronous transmission over 4-wire leasd lines
Also often used to describe any Bell 209- compeatible modem.

Bell 212, Bell 212A. AnAT&T, 1200 bps full-duplex modem providing asynchronous trangmisson
or asynchronous transmission for use on the public telephone network; aso often used to describe any
Bdl 212-competible modem.

Bell 43401. Bl Publication which defines requirements for transmission over telco-supplied circuits
that have DC continuity (that are metdlic). See aso locd dataset.

Bi-phase Shift Keying (BPSK). Thisiswiddy used for data transmissonand for digitized speech
using PCM. A congtant period and constant amplitude has its phase shifted by 180 degrees to represent
one binary state or not shifted at al to represent the other binary state. See FSK.

Binary Digit. SeeBit.

Binary. Digtd system with 2 states, 1 and O; contrast with octal, decima and hexadecimal.

Bipolar transmission. Method of sending binary datain which negative and positive Sates dternate;
used in digitd transmission facilities such as DDS and T1. Sometimes known as polar transmission.
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Birdnesting. In Electronic Warfare, a clustering of window strips causing them not to separate and
disperse after being dispensed.

Bit. Contraction of binary digit; smalest unit of information and basic unit in digita deta
communications. A bit can have azero or aone vaue (amark or space in data communications
terminology).

Bit stuffing. See zero insartion.

Bit-oriented. Used to describe communications protocols (such as SDLC) in which control
information may be coded in fields as smdl asa sngle bit in length. Contrast with character-oriented.

Black Box, Black Box Corporation. The leading data communications and computer device mail-
order company; publishes and distributesthe BLACK BOX Catalogue.

Blip. Thedisplay of areceived pulse on acathode ray tube. See Radar Echo.

Blip/Scan Ratio. Theratio of the number of observed echo pulses from atarget to the number of
radar siveeps during the period in which the target is in the antenna beam.

Block. Sameastransmission block.
Blocking. 1. The process of grouping data into transmisson blocks.

Blocking 2. (InLAN technology). Theingbility of aPABX to service connection requests, usudly
because its switching matrix can only handle alimited number of connections smultaneoudy. Blocking
occursif acal request from auser cannot be handled due to an insufficient number of paths through the
switching matrix; blocking thus prevents free sations from communication.

Block-multiplexor channel. (In1BM systems) A multiplexor channe thet interleaves with bytes of
data; dso cdled byte-interleaved channdl. Contrast with sdector channd.

Blooming. 1 (In Electronic Warfare) The dispersd of Chaff after launching.

Blooming 2. The expansion of the echo on aradar display dueto the dispersal of Chaff after
launching

BNC. A bayonet-locking connector for miniature coax; BNC is said to be short for bayonet-Nell-
Concelman (see N connector and C connector). Contrast with TNC.

Boehme Equipment. 1. Transmitting. Used for sending International Morse Code characters by
passing Wheatstone tape through a keying head.

2-18
UNCLASSIFIED



UNCLASSIFIED
ACP 167(1)

Boehme Equipment. 2. Receving. Used for recording Internationa Morse Code characters by ink
g phon equipment on amoving paper tape.

Boltzmann’s Congtant. A physical constant; K=1.38x10?% watt - Sec/°K
Boresight. Animaginary line passing through the optical centre and focus of a antenna sub-system

Boresight Tower. A sgnd radiator mounted on atower providing afixed target & known azimuth
and devation anglesto an Earth gation

Boundary Protection Device 1. Any device placed at the edge of a network designed to perform
one or more Barrier Functions (BF) to control the nature of interconnection between domains, including
what are colloquidly referred to as“Firewdls’, Multi-level Secure (MLS) / Multi Security Level (MSL)
devices, as mar+in-the-loop-sanction Security Release Control Tools (SRCT) and one-way regulators.
(UK)

Boundary Protection Device 2. A controlled and continuoudy managed device that mediates all
information flow and provides security services at the security boundary between a trusted system and
an other system. Examples: firewall, encryption device, guard, proxy server.(NATO)

Boundary Protection Service (BPS). A mandatory cgpability, which isto be established between
networks and at national boundaries to protect messaging systems by accepting or rejecting messages
or attachments in accordance with nationa policy.

bps, bits per second. A measure of speed or datarate. Often combined with metric prefixesasin
kbps for thousands of bits per seconds (k for kilo-), in Mbps for millions of bits per second (M for
mega-) and Ghbps for billions of bits per second.

BREAK. A space (or spacing) condition that exists longer than one character time (typicd length is
110 milliseconds). Often used by areceiving termind to interrupt (breek) the sending device's
transmission, to request disconnection, or to terminate computer output.

BPSK, Bi-Phase Shift Keying

Breakout box. A device that provides access for testing of circuitsin a cable or connector.

Bridge. Theinterconnection between 2 networks using the same communications method, the same

kind of transmission medium, and the same addressing structure; aso the equipment used in such an
interconnection. Bridges function at the data link layer of the OSl modd. Contrast with gateway.
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Broadband. 1. (Ingenerd) Communications channe having a bandwidth greater than a voice-grade
channd and potentialy capable of much higher transmission rates; o caled wideband.

Broadband. 2. (InLAN technology) A system inwhich multiple channds access amedium (usudly
coaxial cable) that has alarge bandwidth (50 Mbps is typicd) using radio-frequency modems.

Broadcast. 1. Transmisson of amessage intended for genera reception rather than for a specific
dation.

Broadcast 2. (InLAN technology) A transmission method used in bus topology networks that sends
al messagesto al stations even though the messages are addressed to specific ations.

Broadcast 3. A method of transmitting messages on predetermined schedules, when, normdly, no
acknowledgement for the message is required.

Broadcast Control Authority. The authority under whose control a specific broadcast is operated.
The BCA directs the implementation of an approved broadcast and provides direction and guidance
concerning its employment, configuration and content. The BCA may control the broadcast completely
or assign certain respongbilities for operation to a subordinate command.

Broadcast Control Station (BCS). The dtation that technically controls the broadcast to ensure that
al associated circuits are properly digned in accordance with previoudy agreed upon configurations or
as directed by the BCA or other competent authority.

Broadcast Radiating Station (BRS). The dtation responsible for radiating a broadcast sgnd
supplied by the BCS.

BSC, Bisync, Binary Synchronous Communications. A byte or character-oriented IBM
communications protocol which has become an indusiry standard. 1t uses a defined set of control
characters and sequences for synchronized transmission of binary-coded data between stations in a data
communications system.

BTAM, Basic Telecommunications Access Method. An IBM software routine; the basic access
method for 3270 data communications control.

Buffer. A temporary storage device used to compensate for a difference in either the rate of
data flow or the time of occurrence of events in transmissions from one device to another.

Bull Horn/Loudhailer. High power directiona loudspesker.

Burn-through Range. That range a which aradar target, until then masked by jamming, becomes
detectable to the radar.
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Bus, buss. 1. (Ingenerd) A data path shared by many devices such as the input/output busin a
computer.

Bus, buss 2. (In LAN technology) A linear network topology; contrast with ring Star.
Byte. A collection of bits operated upon as aunit; most are 8 bitslong; and most character setsuse

one byte per character. The capacity of Storage devicesis frequently given in bytesor in K bytes (K
meaning 1024 bytes). See dso nibble.
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Cabinet. A physica enclosure for rack-mount equipment; standard cabinets have 13%4inches vertical
Spacing between mounting holes and 19 inches - wide horizonta spacing between mounting rails.

Cable-based LAN. A shared-medium LAN that uses a cable for its transmisson medium.

Cable system, cabling system. (InLAN technology) The medium used to interconnect ations:
Often caled the premises network.

CA-certificate. A certificate for one CA issued by another CA.

Call 1. A transmisson made for the purpose of identifying the transmitting station and the station for
which the transmisson is intended.

Call 2. A request for connection or the connection resulting from such arequest. See dso mini-call
and virtud call.

Call accounting, call accountingrecord. (In packet-switched networks) The process of
accumulating data on individua cals or of reporting such data; usudly includes start and end times,
NTN or NUI, and number of data segments and packets transmitted for each individua call.

Called, calling, or called/calling channdl. (InLAN technology and packet- switched networks) A
cdled channd is achannd that can receive but not originate cdls, acalling channd can originate but not
receive cdls, and findly, a cdled/caling channel can both originate and receive cdls.

Call request packet. (In packet-switched networks) The packet sent by the originating DTE
showing requested NTN or NUI, network facilities, and call user data

Call Sgn. Any combination of characters or pronounceable word(s) which identifies a communication
facility(ies), command(s), authority(ies), activity(ies) or unit(s); used primarily for establishing and
mantaining communications.

Call Sign, Basic Group. A cdl sgn assgned to amerchant ship specificaly to form the basis for
obtaining an encrypted calsign.

Call Sign, Coallective. Any cdl sgn which represents two or more facilities, commands, authorities or
units. The collective call sgn for any of these includes the commander thereof and dl subordinate
commanders therein.
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Call Sign, Encrypted. A cal sign which has been encrypted by means of an gppropriate encryption
sysem.

Call Sign, International. A cdl sgn assgned in accordance with the provisons of the International
Tedecommunication Union to identify aradio ation. The nationdity of the radio Sation isidentified by
thefirg or thefirs two characters. When used in visud sgndling, Internationd Call Signs are referred
to as Signd Letters.

Call Sign, Military. A cdl sgn assgned to amilitary ship specificdly to form the basis for obtaining
an encrypted cdl sgn.

Call Sign, Net. A cdl sgnwhich represents dl sations within anet.

Call Sign, Tactical. A cdl sgnwhich identifiesatactica command(s) or tactical communication
fadility(ies).

Call Sign, Visual. A cdl sgn provided primarily for visud sgndling,
Call Sign, Voice. A cdl sgn provided primarily for voice communications.

Called Station. The Station to which a message is routed (in Message Relay) or atransmission is
directed.

Calling Station 1. Generd term. The Sation initiating a transmisson.
Calling Station 2. In Message Relay. The station preparing the message for transmission.

Call user data. (In packet-switched networks) User information transmitted in acall request packet
to the dedtination DTE.

Cambridgering. (InLAN technology) Anempty dot ring LAN. It has not yet achieved agreet ded
of popularity outsdeits country of origin, England - where several near-Cambridge Ring sysems are
being marketed.

Camp-on, camp-on-busy. (InLAN technology) A PABX or cable-based LAN facility that dlows
users to wait on line (in queue) if the requested resource is busy and that connects the usersin queue -
on afirg-come, firg-served basis - when the requested resource becomes available.

Card module. A printed-circuit board that plugs into an equipment chassis.

Carrier 1. A continuous sgna which is modulated with a second, information-carrying Sgnd.
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Carrier 2. Anostillator or wave, usudly periodic, some of the characterigtics of which are intended to
be congrained by modulation to follow the variaions of asignd or of other oscillation.

Carrier, Full. Carrier wave emitted at a power level between 8db and 6db below the peak envelope
power.

C/N. Carier to Noise power ratio

Carrier, Reduced. Carrier wave emitted at a power level between 6db and 32db (preferably
between 16db and 26db) below the peak envelope power.

Carrier, Suppressed. Carrier restricted to a power level more than 32db (preferably more than
40db) below the peak envelope power.

CATV, community antenna televison. (InLAN technology) One of the most common facilities
found on broadband networks, standards exit for alocating channelson a CATV system.

CCIR, Comité Consultatif International des Radiocommunications. An internationd consultative
committee that sets international radiocommunications recommendations. Membership includes PTTS,
scientific and trade associations, and private companies. CCIR is part of the Internationa
Telecommunication Union (a United Nations treaty organization in Geneva). (Note. Thisorganization
has now been incorporated into the ITU Telecommunications Standardization Sector (ITU-T)).

CCITT, Comité Consultatif Internationale de Télégraphique et Téléphonique. Aninternationa
consultative committee that sets international communications recommendeations, which are frequently
adopted as standards, devel ops interface, modem and data network recommendations (see following
table and sdlected entries - such as V.22, V.27 and X.25). Membership includes PTTs, scientific and
trade associations, and private companies. CCITT is part of the International Telecommunication Union
(aUnited Nations treaty organization in Geneva). (Note: This organization has now been incorporated
into the ITU Telecommunications Standardization Sector (ITU-T)).

SUMMARY OF CCITT RECOMMENDATIONS

Vv Series recommendations, covering data transmission over telephone circuits.
V1 Equivaence between binary notation symbols and the sgnificant conditions of a
2 condition code.
V2 Power levelsfor data transmission over telephone lines.
V3 International Alphabet No 5.
V4 Genera dructure of Sgnals of International Alphabet No 5 code for data
transmission over public telephone networks.
2-24

UNCLASSIFIED



V5

V6

V7
V10
Vi
V13
V15
V16
V19
V20
V21
V22
V22his
V23
V24
V25
V25his

V26
V26bis

V 26ter

V2Titer

V28
V29
V31l
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Standardisation of modulation rates and data sgndling rates for

synchronous data transmission in genera switched networks.

Ditto, on leased telephone-type circuits.

Definition of terms concerning data.communication over the telephone network.
Electrica characterigtics for unbalanced double-current interchange circuits for
generd use with integrated circuit equipment in the field of data communications.
Ditto, but for balanced double-current interchange circuits.

Answerback unit Smulator.

Use of acoustic coupling for data transmission.

Recommendation for modems for transmission of medica anaogue data
Modemsfor pardle data transmission using telephone sgnaling

frequencies.

Pardld datatransmisson modems standardised for universal use in the generd
switched network.

300 baud modem standardised for use in the switched telephone

network.

1200 bps full-duplex 2-wire modem standardised for usein the generd
switched tel ephone network.

2400 bps full-duplex 2-wire modem standardised for use in the generd
switched tel ephone network.

600/1200 bps modem standardised for use in the genera switched telephone
network.

Ligt of definitions for interchange circuits between datatermina

equipment and data circuit-terminating equipment (i.e. Modem).

Automatic calling and/or answering equipment on the genera switched
telephone network.

Automatic cdling and/or answering equipment on the genera switched
telephone network using the 100 seriesinterchange circuits.

2400 bps modem for use on 4-wire point-to-point circuits.

2400/1200 modems standardised for use in the general switched

telephone network.

2400 bps duplex modem using the echo cancdllation technique

standardised for use on the generd switched telephone network and on point-
to-point 2-wire leased telephone type circuits.

4800/2400 bps modem standardised for use in the genera switched telephone
network.

Electrica characterigtics for unbaanced double-current interchange circuits.
9600 bps modem for use of leased circuits.

Electrica characterigtics for unbaanced double-current interchange circuits.
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V35
V36
V37
V40
V41
V50
V51
V52
V53
V54
V55
V56
V57

X1

X2

X3

X4
X15
X20
X20bis

X21

X21bis

X22

UNCLASSIFIED
ACP167 (1)

A family of 2-wire duplex modems operating at data Sgndling rates up to 9600
bps for use on the generd switched telephone network and on 2-wire leased
telephone type circuits.

Data transmission a 48 kilobits per second using 60 kHz - 108 kHz group
band circuits.

Modems for synchronous data transmission using 60 kHz - 108 kHz group
band circuits.

Synchronous data transmission at a data Sgndling rate higher than 72 kilobits
per second using 60 kHz - 108 kHz group band circuits.

Error indication with € ectromagnetic equipment.

Code-independent error control system.

Standard limits for transmisson quality of data transmisson.

Organisation of the maintenance of internationa telephone-type

circuits used for data transmission.

Characterigtics of distortion and error rate measuring apparatus for data
transmisson.

Limits for the maintenance of telephone-type circuits used for data transmission.
Loop test devices for modems.

Specification for an impulsive noise measuring instrument for

telephone-type circuits.

Comparative tests for modems for use over telephone-type circuits.
Comprehengive data test set for high data sgnalling rates.

Series recommendations covering data networks.

International user classes of service in public data networks.

International user facilitiesin public data networks.

Packet assembly/disassembly facility (PAD) in a public data network.
Genera dructure of Sgnals of International Alphabet No 5 code for data
transmission over public data networks.

(withdrawn) Definitions of terms concerning public data networks.

Interface between dataterminal equipment and data circuit-

terminating equipment for start/stop transmission services on public data
networks.

V21 compatible interface between data terminad equipment and data circuit-
terminating equipment for start/stop transmission services on public data
networks.

Generd purpose interface between data termina equipment and data circuit-
terminating equipment for synchronous operation on public data networks.
Use on public data networks of data terminal equipment which is designed for
interfacing to synchronous V-series modems.

Multiplex DTE/DCE interface for user classes 3-6.
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X25

X26

X27

X28

X29

X30

X31
X32

X50

X50bis

X511

X60
X61
X70
X71

X75

X80
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Ligt of definitions of interchange circuits between data termind
equipment and data circuit-terminating equipment on public data
networks.
I nterface between data terminal equipment and data circuit-
terminating equipment for terminas operating in the packet mode on public data
networks.
Electrica characterigtics for unbalanced double-current interchange circuits for
generd use with integrated circuit equipment in the fidld of data communications
(identicd to VV10).
Electrica characteristics for balanced double-current interchange circuits for
generd use with integrated circuit equipment in the fidld of data communications
(identica to V11).
DTE/DCE interface for a sart/stop mode data termina equipment ng the
packet assembly/disassembly facility (PAD) ona public data network
Stuated in the same country.
Procedures for exchange of control information and user data between a packet
mode DTE and a packet assembly/disassembly (PAD) facility.
Support of X21 and X21bis based DTES by an ISDN.
Support of Packet Mode Termina Equipment by an ISDN.
I nterface between data termina equipment and data circuit terminating
equipment for terminas operating in the packet mode and ng a packet
switched public data network through a public switched network.
Fundamenta parameters of a multiplexing scheme for the
internationd interface between synchronous data networks.
Fundamenta parameters of a 48kbps user data sgndling rate
trangmisson scheme for the internationa interface between
synchronous data networks.
Fundamentd parameters of a multiplexing scheme for the
internationa interface between synchronous data networks using
10-bit envelope Structure.
Common chamnd sgndling for circuit switched data applications.
Sgndling System no 7 - Data user part.
Termind and trangt control sgndling for start/stop services on
internationd circuits between synchronous data networks.
Decentralised termind and trangit control sgndling system on
internationd circuits between synchronous data networks.
Termind and trangit call control procedures and data transfer
system on internationd circuits between packet switched data
networks.
Interworking of inter-exchange sgndling systems for circuit switched data
services.
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X87
X92
X95
X96
X110

X121
X130

X132

X150
X180

X244
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Principles and procedures for redisation of internationa user facilities and
network utilitiesin public data networks.

Hypothetica reference connections for public synchronous data
networks.

Network parameters in public data networks.

Cdl progress sgndsin public data networks.

Routing principles for internationa public data services through
switched public data networks of the same type.

International numbering plan for public data networks.

Provisona objectives for cal set-up and clear-down timesin public
synchronous data networks (circuit switching).

Provisona objectives for grade of sarvice in internationd data
communications over circuit switched public data networks.

DTE and DCE test loops for public data networks.

Adminidrative arrangements for internationa closed user
groups(CUGsS).

Procedure for the exchange of protocol identification during virtud cdl
establishment on packet switched public data networks.

| saries recommendations for ISDN

1110
1111

1112
1120
1210
1211

1212
1300
1310
1320
132X
1325
1330
1340
1410

1411
1412

1420
1421

Generd dructure of the |- Series Recommendations.
Relationship with other recommendations relevant to ISDNs.
Vocabulary of terms of ISDNs.

ISDN concept.

Principles of teecommunication services supported by an ISDN.
Bearer services supported by an ISDN.

Tde-services supported by an ISDN.

ISDN functiond principles.

Network functiond principles.

ISDN protocol reference mode!.

ISDN functiona architectural mode.

ISDN connection types

ISDN numbering and addressing principles.

ISDN connection types.

Genera aspects and principles relating to recommendations on 1ISDN user-
network interfaces.

ISDN user-network interfaces - reference configurations.
ISDN user-network interfaces - interface structures and access
capabilities.

Basic user-network interface.

Primary rate user-network interface.
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1450

1451
1461
1462
1463
146X
1472
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Specification of the ISDN user-network interface data link layer

protocol.

Generd aspects of the ISDN user-network interface layer 3 functions and
protocols.

Specification of the ISDN user-network interface layer 3 protocol.
Support of X21 and X21bis based DTEs by an ISDN (X30).

Support of packet mode termina equipments by an ISDN (X31).
Support of DTEs with V-series type interfaces by an ISDN.

Support of 56kbps information streams on an ISDN.

Interworking services and protocols.

G700 series recommendations.

G701
G702

G703
G704
G705
Gria
G712
G721
G722
G731
G732
G733
G734
G735
G736
G737
G738
G739

G741

Framework of the series G700,G800 and G900 recommendations.
Vocabulary of pulse code modulation (PCM) and digita

transmission terms.

Generd aspects of interfaces.

Maintenance of digital networks.

Integrated services digital network (ISDN).

Pulse code modulation (PCM) of voice frequencies.

Performance characteristics of PCM channels at audio frequencies.
Hypothetica reference digitd paths.

Interconnection of digital paths using different techniques.

Primary PCM muiltiplex equipment for voice frequencies.
Characterigtics of primary PCM multiplex equipment operating

at 2048kbps.

Characterigtics of primary PCM multiplex equipment operating

at 1544kbps.

Characteristics of 2048kbps frame structure for use with digital
exchanges.

Characterigtics required to terminate 1544kbps digitd paths on adigita
exchange.

Characterigtics of synchronous digital multiplex equipment operating at
1544kbps.

Characterigtics of primary PCM multiplex equipment operating at 2048kbps
and offering synchronous 64kbps digital access options.
Characterigtics of a synchronous digitl multiplex equipment

operating at 2048kbps.

Characterigtics of an externa access equipment operating at 2048kbps and
offering synchronous digita access at 64kbps.

Generd consderations of second order multiplex equipments.
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G742 Second order digita multiplex equipment operating at 8448kbps and using
postive judtification.

G743 Second order digita multiplex equipment operating at 6312kbps and using
postive judtification.

G744 Second order PCM multiplex equipment operating at 8448kbps.

G745 Second order digital multiplex equipment operating at 8448kbps and using
positive/zero/negative judtification.

G746 Characterigtics of 8448kbps frame structure for use with digital
equipment.

G751 Digitd multiplex equipments operating at the third order bit rate of 34,368kbps
and the fourth order bit rate of 139,264kbps and using positive judtification.

G752 Characterigtics of digital multiplex equipments based on a second order bit rate
of 6312kbps and using positive judtification.

G753 Third order digital multiplex equipment operating at 34,368kbps and using
positive/zero/negative judtification.

G714 Fourth order digital multiplex equipment operating at 139,264kbps and using
positive/zero/negative judtification.

G791 Genera congderations on transmultiplexing equipments.

G792 Characterigtics common to dl transmulltiplexing equipment.

G793 Characteristics of 60-channe transmultiplexing equipments.

C connector. A bayonet-locking connector for coax; C is named after Carl Concelman. See aso
BNC and TNC.

CCTV, closed-circuit television. (In LAN technology) One of the many services often found on
broadband networks.

CCU, communications control unit. (In1BM 3270 systems) A communications computer, often a
minicomputer associated with a host mainframe computer. It may perform communications protocol
control, message handling, code conversion, error control, and gpplication functions.

CD, Carrier Detect. AnRS-232 control sgnd (on pin 8) which indicates that the local modem is
recelving asignd from the remote modem. Also caled Received Line Signd Detector (RLSD) and
Data Carrier Detect (DCD).

CDMA. Code Divison Multiple Access. Smultaneous reception by a Satdllite transponder of multiple
sgnds overlgpping in frequency and time, eech uniquely identified by a discrete modulation code,
making the whole bandwidth available to each user dl of the time. Each access uses direct sequence
spread spectrum modulation and a different pseudo-random spreading and de- spreading sequence or
code. Used with digitd sgnaling only
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CDRU, Clock Distribution Receiver Unit.
CDTU, Clock Distribution Transmitter Unit.

Cdlular. A technique used in mobile radio telephony to use the same radio spectrum many timesin
one network. Low power radio transmitters are used to cover alimited areaor “cdl” such that the
frequenciesin use can be re-used in other parts of the network.

CEMCON, Centralized Emcon.

CEN/CENELEC. CEN(Comité Europeene de Normalisation Electrotechnique) are two officid
European standards organisations responsible for sandardisation in the field of information technology.
CEN and CENELEC are effectively the European subsets of the members of 1SO and the International
Electrotechnica Commission (IEC) respectively.

Central office. The building where common carriers terminate customer circuits and where the
switching equipment that interconnects those circuitsis located. Sometimes adso known as the central
exchange - or just Smply as exchange.

Centronics. Printer manufacturer that set the defacto interconnection standards for paralle printers,
using a 36-pin, byte-wide connector.

CEPT. Conférence Europeene des Admingrations des Postes et des Télé communications (CEPT).
The European Conference of Posts and Telecommunication Adminigirations. CEPT is an association of
European PTT’s (Postd Telephone and Telegraph Administrations) and network operators from 43
countries.

Certificate Policy. A named st of rules that indicates the applicability of a certificate to a particular
community and/or class of gpplication with common security requirements. For example, a particular
certificate policy might indicate gpplicability of atype of certificate to the authentication of eectronic
data interchange transaction for the trading of good within a given price range.

Certificate Revocation List (CRL). A sgned lig indicating aset of certificates thet are no longer
consdered vaid by the certificate issuer. In addition to the generic term CRL, some specific CRL types
are defined in CRLs that cover particular scope.

Certificate User. An entity that needs to know, which certainty, the public key of ancother entity.

Certificate serial number. Aninteger vaue, unique within the issuing authority, which is
unambiguoudy associated with a certificate issued by that CA.
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Certificate-using system:  Animplementation of those functions defined that are used by a certificate-
User.

Certificate validation. The process of enduring that a certificate was vaid & agiven time, induding
possible the congtruction and processing of a certification path, and ensuring thet al certificates in that
path were valid (i.e. were not expired or revoked) at that given time.

Certification. Theforma technicd evauation of security festures and other safeguards of an CIS
Automated Information System (AlS). Certification supports the accreditation process and establishes
the extent to which a particular AIS design and implementation meet a set of specified security
requirements.

Certification Authority (CA). An authority trusted by one or more usersto create and assign public-
key certificates. Optionaly the certification authority may creste the users keys.

Certification Authority Revocation List (CARL). A revocation list containing alist of public-key
certificates issued to certification authorities that are no longer considered vaid by the certificate issuer.

Certification path. An ordered sequence of certificates of objectsin the DIT which, together with the
public key of the initial object in the path, can be processed to obtain that of the find object in the path.
Chaff. Strips of frequency-cut metd foil, wire or metallised glass fibre used to reflect dectromagnetic
energy, usudly dispensed by shells or rockets as aradar countermeasure.

Challenge. Any process carried out by one unit or person with the objective of ascertaining the
friendly or enemy character or the identity of another. The answer to achdlengeisaReply.

Challengeand Reply. 1. Inauthentication, a procedure by means of a prearranged system whereby
one tranamitter requests authentication of another transmitter (the Challenge) and the latter by a proper
reply establishes its authentication (the Reply).

Challenge and Reply. 2. In establishing identity, the chalenge and the reply is a prearranged method
whereby one gation identifies itsalf and requests the identity of another (the Chalenge) and the latter
identifiesitsdf (the Reply).

Channd. 1. (CCITT standard) A meansof 1-way transmisson. Compare with circuit.
Channd. 2. (Taiff and common usage) Asused in tariffs apath for dectrica tranamisson between

2 or more points without common carrier-provided termina equipment such asaloca comection to
DTE. Also cdled circuit, line, datalink path, or facility.
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Channd. 3. (indl IBM hogt sysems) A high-speed data link connecting the CPU and its peripherd
devices. See also block-multiplexor channd, multiplexor channel, and selector channd.

Channel Availability and Receipt Broadcast - CARB. A fadility utilised by the RN, which
provides demand access availability to ship-borne terminas working through the CDMA pathways,
together with arece pted broadcast facility

Channd (Frequency). Part of the frequency spectrum intended to be used for the transmission of
sgnas and which may be defined by two specified limits, or by its centre frequency and the associated
bandwidth, or by an equivalent indication. Note 1. A frequency channd may be time-shared in order to
alow communication in both directions by smplex operation. Note 2. The use of the term channd to
mean circuit is depreciated.

Channd (Transmission). A transmisson path suitable for a specific mode.

Note 1. Severd channds may share acommon path; for example, each channd is dlocated a particular
frequency band or aparticular ime dot. Note 2. In some countries the term * communications channdl’
or its abbreviation ‘channd’ is dso used to mean ‘ telecommunications circuit’ i.e., to encompass the two
directions of transmisson. Thisusageis depreciated. Note 3. A transmisson channd may be qudified
by the nature of the transmitted signd, or by its bandwidth, or by itsrare bit rate. Examples:
Teephone channd, data channel, 10 MHz channd, 34Mbit/s channel

Channel Designation (M essage Relay). One or more |etters used to identify a station in
conjunction with a channd number.

Channd Identifier (CID). Threeletters which identify a pecific channd between two dtetions
Channel interface. Seechannd and interface.

Channel Letter (Message Relay). A letter assgned to identify a channd when two or more
channels are maintained between two gtetions.

Channd loopback. A diagnogtic test that forms the loop at the multiplexors channd interface (refer to
loopback).

Channd Number. 1. Engineering term. A number dlotted to identify a particular channd of acircuit
or system.

Channd Number. 2. Message Relay. A combination of letters and figures identifying a gation, a
channd and atransmission.
Channel Restoration. Therepair or reconnection of an exigting channel.
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Channe Sequence Number (CSN). Three numerica characters which serve to sequentialy number
each transmission over a particular channdl and which starts at 001 daily and is not to exceed 999.

Character. Letter, number, punctuation, or other symbol contained in amessage. See aso contral
character.

Character-oriented. Used to describe communiceations protocols (such as BSC) in which control
information is coded in character-length fidds. Contrast with bit-oriented.

Character set. A collection of characters, such as ASCII or EBCDIC used to represent datain a
system. Usudly includes specia symbols and control functions. Often synonymous with code.

Characterigtics, Military. Those characteristics of equipment upon which its ability to perform
desired military functions depend. Military characterigtics include physical and operationd
characteristics but not technica detalls.

Cifax. 1. The cryptography of facamile sgndsor

Cifax. 2. Encrypted facamilesgnds.

CIM, Consoleinterface Module.

Cipher Device. See Cipher Equipment.

Cipher Equipment. Equipment which converts plain text to cipher and vice versa; generaly, the term
cipher device is used to describe manually-operated equipment and the term "cipher maching” isused to
describe equipment requiring an externa source of power.

Cipher Machine. See Cipher Equipment.

Cipher System. Any cryptosystem which, by means of akey, converts, unit by unit, plain or encoded
text or sgndsinto uninteligible form and vice versa

Cipher, Combat. See Code, Combat.
Cipher, Off-Line. See Off-Line Cipher.

Cipher, On-Line. The use of crypto equipment that is directly connected to asignd line, making
encryption and transmission (or reception and decryption, or both together) a single continuous process.
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Ciphony. 1. The cryptography of telephone communications or
Ciphony. 2. Enciphered speech sgnds.

Circuit 1. (Indatacommunications) A means of 2-way communications between 2 points, conssting
of tranamit and receive channds.

Circuit 2. (Iné€ectronic design) One or more components that act together to perform one or more
functions.

Circuit 3. Communicationsterm. An eectronic path between two or more points capable of
providing a number of channels.

Circuit 4. Engineering term. A number of conductors connected together for the purpose of carrying
an dectrica current.

Circuit, Approved. A circuit which has been authorized by aresponsble authority for the transmisson
in plain language of information of a pecific security dassfication.

Circuit, Commander’sVital. A circuit required in order to maintain the absolute minimum of
communication for aCommander in order that he can carry out his operational misson under dl
circumstances. Such acircuit must be as secure as possible and with an aternative routing capable of
immediate activation without further ordersin the event of a breakdown likely to exceed four hours.

Circuit, Conference. A dircuit permitting S multaneous communications between two or more setions
for conference purposes. All stations can originate and receive messages.

Circuit Discipline. The component of transmission security which includes the proper use of
communications equi pment, the adherence to the prescribed frequencies and operating procedure,
remedia action, net control, monitoring and training.

Circuit, Permanent. A circuit which is permanently provided and used in peacetime and which
normally continues to be used in wartime.

Circuit Restoration. The process by which acommunications circuit supplier provides a circuit path
between two user stations after disruption or loss of the existing circuit peth, in accordance with pre-
planned procedures and priorities.

Circuit-switching. A technique in which physica circuits (as opposed to virtud circuits) are
transferred (switched) to complete connections. Contrast with packet-switched networks.
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Circuit, Temporary. A circuit which isrequired for alimited period to meet a specid requirement.

Circuit (Telecommunication). A telecommunication facility to tranamit sgnas between message
source and message link by eectric, eectromagnetic, acoustic or visua means.

Circuit, Dedicated. A circuit provided for the sole use of certain pecified usersto serve apre-
assigned purpose.

Circuit, Engineering. Anauxiliary circuit or channd (radio or wire) for use by operating and/or
maintenance personne for communications incident to the establishment, operation, maintenance and
control of communication facilities. (An Engineering/Maintenance circuit includes the functions of an
"Order Wire").

Circuit, Internal. A drcuit the whole length of which lies within the boundaries of one nation.
Circuit, International. A drcuit the routing or terminas of which lie within more than one nation.

Circuit, Safety. A circuit which for operational reasons has been guarded againg failure by the
provison of an immediate restoration capability.

Circuit, Trunk. A circuit directly connecting two distant exchanges.
CIRVIS. Communications Indructions for Reporting Vitd Intdligence Sightings.
C/KT or C/No. Carrier to Noise power dengty ratio

Classified information. Information related to the nationd interest, the compromise of which would
reasonably be expected to cause injury to the nationd interest.

Clear Text. SeePan Language (Plain Text).
Clock. 1. Thetiming Sgnd used in synchronous transmission.
Clock. 2. The source of such timing Sgnals.

Closed architecture. An architecture that is competible only with hardware and software from a
snglevendor. Contrast with open architecture.

Close-Up (Flag Signalling). A flag hoigt issaid to be "dose-up* when itstop is touching the block at
the top of the hoist.
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Cluster. A collection of terminas or other devicesin asingle location.

Cluster control unit. (InIBM 3270 systems) A device that controls the input/output operations of a
group (clugter) of display stations. Also caled termind control unit.

Clutter. Collective term for unwanted echoes on aradar display.

Code Division Multiple Access- CDMA. Simultaneous reception by a Satellite transponder of
multiple sgnas overlgoping in frequency and time, each uniquely identified by a discrete modulation
code

Coalition. Audrdia, Canada, New Zedand, United Kingdom, United States, and other nations as
gpplicable, collaborating as peersin a coalition operation.

Coax, coaxial cable. A transmisson medium noted for its wide bandwidth and for itslow
susceptibility to interference; Sgnds are transmitted ingde a fully enclosed environment - an outer
conductor; the conductors are commonly separated by a solid insulating materid.

Coaxial converter. (In1BM 3270 systems) A protocol converter designed to be used between 3270
control units and attached asynchronous devices, uses coaxid cable to connect to the control unit.

Coaxial Line. A transmisson line congsting of two coaxid cylindrica conductors.

Code. 1. A st of unambiguous rules specifying the manner in which datamay be represented in a
discrete form, such as ASCII or EBCDIC.

Code. 2. Intdecommunicetions, a set of rules and conventions according to which the signas
representing data can be formed, transmitted, received and processed.

Code. 3. A st of items, such as abbreviations, representing the members of another set.

Code. 4. A system of unambiguous rules defining how information can be represented by characters,
symbols or sgnd dements.

Code Book. A book (or publication) used as a code, arranged in systematic form, containing a
vocabulary made up of arbitrary meanings (letters, syllables, words, phrases or sentences), each
accompanied by one or more groups of symbols as equivaents for the plain text of messages.

Codec, coding and decoding equipment. (In LAN technology) PABX equipment or circuits that
digitally code and decode voice Sgndls.
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Code Group. A group of letters or numbers, or acombination of both, assigned (in a code system) to
represent aplain text eement.

Codelevel. The number of bits used to represent character.

CodeWord 1. A word which has been assgned a classification and a classified meaning to safeguard
intentions and information regarding a classfied plan or operation.

CodeWord 2. A cryptonym used to identify sengtive intelligence data.

Code, Brevity. A code which provides no security but which has asits sole purpose the shortening of
messages rather than the concealment of their content.

Code, Combat. A code or cipher, the purposes of which are smplicity and speed in addition to as
much security asis possible without prgjudicing unduly such smplicity and speed.

Code, International Morse. A codein which letters and numbers are represented by specific
groupings of dots and/or dashes. The International Morse Code is used especidly in radio telegraph
and visud communication.

Code, International Signal. A code adopted by many nations for internationa communicetion. The
code uses combinations of |etters to stand for words, phrases and sentences. The letters are transmitted
by the hoisting of international a phabetic flags or International Morse Code.

Code, Panel or Surface. A prearranged code designed for visua communications between ground
units and friendly aircraft.

Code, Prearranged Message. A code adapted for the use of organisations which require specid or
technical vocabulary and composed amost exclusively of groups representing complete or nearly
complete messages.

Code, Privacy. A code employed to protect the contents of a message from casua reading by
unauthorized individuds (eg the press or communications staff) but which does not afford (and is not
intended to afford) any security against organised cryptanayss.

Code, Pyrotechnics. A prearranged code in which meanings are assigned to the various colours and
arrangements of pyrotechnics.

CodressMessage. A type of message in which the entire address is contained only in the encrypted
text.
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Codress Procedure. A procedure in which the entire address (including the true date-time group, if
required, the originator and action addressee and information addresses(s) if any) is contained only in
the encrypted text.

Collison 1. (InLAN technology) Theresult of 2 stations attempting to use a shared transgmission
medium Smultaneoudy.

Collison 2. (Inahdf-duplex sysem) The result of both endstrying to transmit at the sametime,

Combined CIS. Combined CIS are those that process, store, distribute or communicate information
shared among two or more nations.

Combined Information Infrastructure (Cl1). The shared or interconnected system of
telecommunications networks, computers, databases and eectronic systems serving the Combined Joint
Task Forces (CJTF) information needs. It comprises components of the member nation’s National
Information Infrastructure (NI1), and includes the people who manage and serve the infrastructure, and
the information itsdf. (AU)

Combined Restricted Frequency List (CRFL). An approved list of frequencies used to provide
different levels of protection to those frequencies, which if disrupted by harmful, friendly interference,
would have a detrimenta impact on the operation. Within a single nation/multiple component context,
thisisreferred to as a Joint Restricted Frequency List (JRFL).

Combined Spectrum Management Cell (CSMC). The office containing the saff supporting the
Combined Task Force (CTF), with delegated respongbility for spectrum management.

Command. An order tranamitted to a Satellite to initiate an operation. Commands may be encrypted
for secure transmisson

Command, Control, Communication and Information Systems. A sdf-explanatory term used to
define awider scope of respongihilities than communications or sgnas which embraces the flow of
information in support of command and control.

Command Port. The console used to control and monitor a network or system; aso, the interface to
which the console is connected .

Commer cial-off-the-Shelf (COTYS). Pertaining to acommercidly marketed product which is readily
available for procurement and normaly used without modification.

Note 1: A COTS product is often provided in large quantities and at relatively low cost to meet the
demands of awide range of user needs
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Note 2: Normdly, for COTS software, source code is not provided and maintenance is provided by the
manufacturer under licence. (CA).

Common carrier. A private date communications utility company or a government organisation thet
furnishes communications services to the genera public and that is usudly regulated by locd, Sete or
federd agencies. Often, PTTs provide these services outsde the USA; telcosinside.

Common Use(r). Inreferenceto acircuit or channd, indicates service for any number of users.

Commonality. A qudity which appliesto materiel or systems possessing like and interchangeable
characterigtics enabling each to be utilised or operated and maintained by personnel trained on the
others without additiona speciaised training and/or having interchangesble repair parts and/or
components; and applying to items interchangeably equivaent without adjustment.

Communication. Thetransfer of intelligence or knowledge according to agreed conventions.

Communication and Information Systems (CIS). Assembly of equipment, methods and
procedures (and if necessary personnel), organised so as to accomplish specific information conveyance
and processing functions.

Communication Guard, Radio. A communication system designated to listen for and record
transmission and to handle traffic on a designated frequency for a certain unit or units.

Communications protocol. The means used to control the orderly exchange of information between
gations on adatalink or on adata communications network or system. Also cdled line discipline - or
protocol, for short.

Communication Security (COMSEC). The protection resulting from al measures designed to deny
to unauthorized persons information of value which might be derived from the possession and study of
telecommunications, or to midead unauthorized personsin thelr interpretation of the results of such a
study. Communications Security includes:

a Trangmisson Security.
b. Crypto Security.
C. Physical Security of Communications and Security Materids and information

Communication, Interior/Internal. Repid communication facilities, dectrica, acoustical or
mechanica, interconnecting the various operationd spaces of anava vessd, aircraft or other activity.

Communication, Joint. Common use of communication facilities by two or more services of the same
nation.
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Communication, Line/Wire. The use for communication purposes of a physica path, such aswire or
waveguide, between termindls,

Communication, Radio. The use of radio for communication purposes. It istechnicaly described as
telecommunication using radio waves not guided between the sender and receiver by physicd paths
such aswire or waveguides,

Communication, Sound. See Sound Signdling.

Communication, Visual. The use for communications purposes of optical Sgns such asflags, lights
etc.

Communications, Agency of. A facility which embraces personnel and equipment necessary to
provide communications by any means or combination thereof.

Communications, Air-Ground. A method or means of conveying information between aircraft in flight
and ground gtations.

Communications Countermeasures. All eectronic countermeasures taken against communications.

Communications Deception. The ddiberate introduction of deceptive emissonsinto friendly or
enemy radio communications channels with the intention of mideading the enemy.

Communications Electronics (C-E). The specidised field concerned with the use of eectronic
devices and systems for the acquisition or acceptance, processing, storage, display, analyss, protection
and trandfer of information. Note: It gopliesto and includes the wide range of responsihilities and
actions relating to the electronic devices and systems that are used in the transfer of ideas and
perceptions, to those ectronic sensors and sensory systems that are used in the acquisition of
information devoid of semantic influences, and to those dectronic devices and systems that are intended
to dlow friendly forces to operate in a hostile environment and to deny to hogtile forces the effective use
of eectromagnetic resources.

Communications Intelligence (COMINT). Technicd materid and intelligence information derived
from dectromagnetic communications and communications systems (eg morse, voice, teleprinter,
facamile) by other than the intended recipients.

Communications Jamming (COMJAM). That portion of ectronic jamming directed againgt
communications aircuits,
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Communications Network. An organisation, geographicaly disseminated, of communications
gations interconnected to communicate information, and comprising of the stations communication
equipment and the physical means that link them up.

Communications Security (COM SEC) Monitoring. The protection resulting from the application
of crypto security, transmission security and emission security measures to telecommunications and from
the application of physica security measures to COMSEC information. These measures are taken to
deny unauthorised persons information of value which might be derived from the possesson and study
of such telecommunications, or to ensure the authenticity of such telecommunications.

Communications, Signal. The means of conveying information of any kind from one person or place
to another except by direct unasssted conversation or correspondence.

Communications/Signal Centre (COMMCEN). An agency charged with the responsbility for
receipt, transmission and ddlivery of messages. 1t normally includes a message centre, transmitting and
receiving facilities (Transmitting, Receiving and Relay Stations are not necessarily located in the
Communications Centre but facilities for the remote control thereof must terminate therein).

Communications, Teletypewriter. The use of teletypewriter for communications purposes. RATT
designates teletypewriter communications over aradio link (sse RATT). TTY designates teletypewriter
communications over other than aradio link.

Compaction. See compression.

Compandor. A single device that combines the functions of a compressor and expandor.

Compatibility. Capability of two or more items or components of equipment or materiad to exist or
function in the same system or environment without mutual interference. See d o Interchangesability.

Component. A software process or a combination of software process and its hardware platform
which performs a service in the preparation, transmission, or trandation of messages.

Composite. Theline sde sgnd of a concentrator or multiplexor that includes dl the multiplexed data.

Composite loopback. A diagnogtic test that formsthe loop at the line Side (output) or amultiplexor;
(refer to loopback).

Compression. Two typesare avalable: Data compression, which reduces the number of bits
required to represent data (accomplished in many ways, including using specid coding to represent
strings of repeated characters or using fewer bits to represent the more frequently used characters); and
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ana ogue compression, which reduces the bandwidth needed to tranamit an andogue signd. Also called
compaction.

Compressor. A devicethat performs andlogue compression. See aso Compandor.

Compromise. A violation of the security system such that an unauthorized disclosure, modification, or
destruction of sendtive or cdlassified information may have occurred or that a denid of service condition
has been induced. (NATO)

Compromise, Cryptographic. Recovery of cryptographic information or plain text of messages by
unauthorised persons through cryptanaytic methods.

Compromise equalizer. Anequdizer st for best overal operation for agiven range of line
conditions; often fixed, but may be manudly adjustable.

Compromise, Physical. The avallability of materia or the disclosure of information to unauthorised
persons through loss, theft, capture, recovery by savage, defection of individuas, unauthorised viewing,
photography, or by any other physicd means.

COMPUSEC. The application of hardware, firmware, and software security features to a computer
system in order to protect againgt, or prevent, the unauthorized disclosure, manipulation, modification or
deletion of information, or denid of service. (NATO)

Concentration. Collection of data at an intermediate point from severa low and medium speed lines
for transmission across one high speed line.

Concentrator. A device used to divide adata channd into two or more channels of average lower
speed, dynamically dlocating space according to the demand in order to maximize data throughput at al
times. Also cdled anintdligent TDM, ATDM, or satigtical multiplexor.

Conditioning. The"tuning" or addition of equipment to improve the transmisson characteristics or
quality of aleased voice-grade line so that it meets pecifications for data transmission.

Coneof Silence. Aninverted cone-shaped space directly over the aerid towers of some forms of
radio beacons in which signas are unheard or greetly reduced in volume. See dso "Beacon Z Marker".

Confidentiality. The property that information is not made available or disclosed to unauthorized
individuds, entities, or processes. (NATO)

Confusion Reflector. A reflector of electromagnetic radiation’s used to cregte echoes for confuson
purposes. Radar confusion reflectors include such devices as Chaff, Rope and Corner Reflectors.

2-43
UNCLASSIFIED



UNCLASSIFIED
ACP167 (1)

Connection 1. An established data. communications path.
Connection 2. The process of establishing that path.

Connection 3. A point of attachment for that path.

Connector. Andectrica device for making one or more connections.

Connect time 1. A messure of sysem usage: Theinterval during which the user was on-line for a
session.

Connect time 2. Theinterva during which arequest for aconnection is being completed.

Connectionless service. In aconnectionless service, no circuit is set up between sender and
recipient. Every unit of data that is exchanged istotdly sdf contained and containswithin it al of the
necessary control information (eg addresses of destination and sender) to ensure correct delivery.

Connection-oriented service. Inaconnection-oriented service, adedicated circuit (red or virtud) is
Set up between two points and maintained for aslong as the connection is required. A connection
oriented service has three phases; establishment, data transfer, release.

Console 1. A long-rangeradio aid to navigation, the emissons of which, by means of their audio
frequency modulation characterigtics, enable bearings to be determined.

Console 2. The device used by the operator, system manager, or maintenance technician to monitor or
control computer, system, or network performance.

Contact Point. In air operations, the postion at which aflight leader makes radio contact with an air
control agency.

Contact Report. A report of visud, radio, sonar or radio contact with the enemy. Thefirst report,
giving the information immediately available when the contact is first made, is known asthe Initid
Contact Report. Subsequent reports containing additiona information are referred to as Amplifying
Reports.

Containment. Containment is the act of stopping the intrusion and preventing or limiting the damage
caused by an intruson. Damage refers to any violation of security policy and includes any unauthorized
disclosure, removal, destruction, modification or interruption of information, CIS or assets. The nature
of the containment activity will depend upon the type of threet, the potentia access to information and
resources, and the sengitivity or criticdity of the CIS. (AU)
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Contended access. (InLAN technology) A shared access method that dlows sations to use the
medium on afirg-come, fird-served bass. Contrast with explicit access.

Contention. The facility provided by the did network or adata PABX which dlows multiple terminas
to compete on afirst-come, first served basis for a smaler number of computer ports.

Continuous Carrier. A sgnd wherein transmission of the carrier is continuous, not pulsed on and off.
A continuous carrier sgna may be amplitude, phase or frequency modulated.

Continuoudly variable. Cgpable of having one of an infinite number of vaues, differing from each
other by an arbitrary small amount; usually used to describe andogue signds or analogue transmisson.

Continuous Wave (CW). A continuous sgnd, not pulsed on and off. A CW sgnd may be amplitude,
phase or frequency modulated.

Control character. A nonprinting character used to start, sop, or modify afunction; CRisan
exampleto a control character.

Control sgnal. A modem interface sgnd used to announce, Start, stop, or modify afunction; for
example, CD isan RS-232 control signa that announces the presence of acarier.

Control Tower. A facility provided for the control of aircraft and vehicles, operating on and around a
landing area.

Control unit. InanIBM host system, equipment coordinating the operation of an input/output device
and the CPU. See clugter control unit, CCU and TCU.

Coordination Area. The areaassociated with an earth station outside of which aterrestria station
sharing the same frequency band neither causes nor is subject to interfering emissons greeter than a
permissblelevd.

Coordination Contour. The line enclosing the coordination area.
Coordination distance. Digtance on a given azimuth from an earth sation beyond which aterrestrid
dation sharing the same frequency band neither causes nor is subject to interfering emissions greater

than apermissble levd.

Copy (Radio Communication). To maintain a continuous receiver watch keeping a complete log.
See Cover (Radio Communication) and Guard (Radio Communication).
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Corner Reflector. A device, normaly conssting of two metdlic surfaces or screen perpendicular to
one another, designed to act as aradar target or marker.

Correlate 1. To associate radar data with target position in active or passive tracking.

Correlate 2. To coherently compare jamming sgnds from two receiversto obtain atime delay and
thus aline of target postion.

Corrélation Techniques. In Electronic Warfare. The comparison of two or more signa's emanating
from asingle source (but separated by transmission path or time) for the purpose of differentiating
between red targets and clutter or jamming.

Counterpoise. A conductor or group of conductors placed above the earth, used in association with
an aerid system, insulated from the earth and replacing an earth system.

Couriergram. A message which would normaly be sent by eectrica means (but which cannot be so
sent because circuits are not available) and which will be carried over dl or part of its route by an
authorised conveying agency which need not be part of the communications system.

Cover (Radio Communication). The act of maintaining a continuous recever watch with transmitter
cdibrated and available, but not necessarily available for immediate use. See Copy (Radio
Communication) and Guard (Radio Communication).

Coverage Diagram. A diagram showing the areasin the horizontd or vertica plane within which a
radio tranamitting ingtdlation is effective to a given sandard.

CPI, Computer-PABX Interface. (InLAN technology) A voice/data PABX standard (supported
by DEC) for using T1 transmission that involves 56 kbps channdls, representing a move toward an open
architecture. Compare with DMI.

CPU, central processing unit. Actudly the heart of a computer, but often used as a synonym for
computer.

CR, carriagereturn. AnASCII or EBCDIC control character used to position the print mechanism
a the left margin on a printer - or the cursor a the left margin on adisplay termind.

CRC, cyclicredundancy check. An error detection scheme in which the block check character is
the remainder after dividing dl the seridized bitsin atransmisson block by a predetermined binary
number - or polynomia based on the transmitted data.
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CRL digribution point. A directory entry or other distribution source for CRLSs; a CRL digtributed
through a CRL didtribution point may contain revocation entries for only a subset of the full set of
certificates issued by on CA or may contain revocation entries for multiple CAs.

Cross-bar switch. (In PABX technology) In older PABXs, a switch having multiple vertica paths,
multiple horizonta paths, and eectromagneticaly operated mechanica means for connecting any vertica
path with any horizonta path. Modern PABXs often use an dectronic version of the cross-bar switch.
Cross Modulation. The modulation of the carrier of the desired signd by an undesired sgndl.

Crosstalk. The unwanted transfer of asigna from one circuit, caled the disturbing circuit, to another,
cdled the disturbed circuit.

Crossover Range (Point). See Burn-through Range.

CRT, cathode-ray tube. A tdevisonlike picture tube used in terminds, CRT is commonly used asa
synonym for CRT termindl.

Cryptocentre. An establishment maintained for the encryption and decryption of messages.
Cryptogram. An encrypted communication in visble writing.

Cryptographic System, High Grade. A system designed to provide lagting security, i.e. inherently
ressting solution for a comparatively long period (or indefinitdly).

Cryptographic System. Low Grade. A system designed to provide temporary security.

Cryptography. Theart or science which tregts the various means and methods for rendering plain text
unintelligible and reconverting cipher text into intdligible form or the gpplication thereof by means other
than cryptanalyss.

Cryptonet. An organisation of stations capable of direct communications on a common cryptochannel.

Crypto Operating Instructions.  Ingtructions prescribing the methods to be employed in the
operation of a cryptosystem. Thisincludes a description of the cryptosystem, as well as the method of

application of specific keys.

Cryptosecurity. That component of communication security which results from the provison of
technicaly sound cryptosystems and their proper use.
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CRYPTOSEC. The application of security measures, including the gpplication of physical security
messures to the cryptographic equipment and associated key materid, in order to protect againgt the
exploitation of information during transmission. (NATO)

Cryptosystem. The associated term of cryptomateria which are used as a unit and which provide a
sngle means of encryption and decryption.

Crysgtal (XTAL) 1. A diceof minerd (such as quartz or tourmdine) which exhibits piezo-electric
characterigtics. It has the property of responding markedly to a given frequency when cut to agiven
thickness.

Crystal (XTAL) 2. A detector usng the asymmetrical conducting properties of certain crysta-crystd
or crystal-metal contacts.

Crystal Control. Control of the frequency or an oscillator by means of a piezo-€dectric crystd.

CSC. Communications Systemn Control. The part of an Earth station containing the communications
equipment controls, monitoring and Supervisory consoles, and traffic patching and channelling

equipment

CSMA, carrier sense multipleaccess. (InLAN technology) A contended access method in which
dations listen before transmission, send a packet, and then free the line for other stations. With CSMA,
athough gations do not transmit until the medium is clear, collisons il occur; two dternative versons
(CSMA/CA and CSMA/CD) attempt to reduce both the number of collisons and the severity of their

impact.

CSMA/CA, CSMA with collision detection. (In LAN technology) CSMA that dso ligens while
transmitting to detect collisons. See also Ethernet and |EEE 802.3.

CSS, Command Support System. Replacement for PFSS.

CSU, channd service unit. A digitd DCE unit for DDSlines, interfaceswith DSU on customer’s
premises.

CTS, Clear-To-Send. An RS-232 modem interface control signd (sent from the modem to the DTE
on pin 5) which indicates that the attached DTE may begin transmitting; issued in response to the DTES
RTS. Cdled Ready-For-Sendingin CCITT V24.

CT2. Thenew digita standard for cordless telephones being deployed in the UK. CT2 isbeing
offered as apublic service aswdl asfor usein the home.
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CUG, closed user group. (In public datanetworks) A selected collection of termind usersthat do
not accept cals from sources not in their group; aso, often restricted from sending messages outside the

group.
CUTG. Common User Teegraph. (UK)

Current loop 1. (Sngle-current Sgndling, used in USA) Method of interconnecting Teletype
terminas and tranamitting sgnals that represent a mark by current on the line and a space by the
absence of current.

Current loop 2. (Double-current gnaling, used everywhere else) A mark isrepresented by current
in on direction and a space by current in the other direction.

Cursor 1. A movable underline, rectangular-shaped block of light, or an aternating block of reversed
video on the screen of adisplay device, usudly indicating where the next character will be entered.

Cursor 2. Part of an indicating instrument or diplay that may be moved to establish areferenceline.
Most common useison RHI displays for height-finding purposes.

Cycle. One complete positive and once complete negative adternation of a current or high voltage.
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D bit, delivery confirmation bit (In an X25 packet-switched network) Used to request end-to-end
acknowledgment.

DAA, Data Access Arrangement. DCE furnished or approved by acommon carrier that permits
privately-owned DCE or DTE to be attached to the common carriers network; al modems now built
for the public telephone network have integra DAAS.

DASS. Digitd Access Sgndling System (DASS) is a Sgndling standard designed for use between
PABXs and public exchangesin the UK.

Data. Representation of facts, concepts, or ingtructionsin aformalised manner suitable for
communications, interpretation, or processing by humans by automatic means. Any representations such
as characters or analog quantities to which meaning is, or might be, assigned. (AU)

Data base. A large, ordered collection of information.

Data collection.  Procedure in which data from various sources is accumulated a one location (in a
file or queue) before being processed.

Data communications. The processes, equipment, and/or facilities used to transport signas from one
data processing device at one location to another data processing device at another location.

Data confidentiality, This service can be used to provide for protection of data from unauthorized
disclosure. The authentication framework supports the data confidentidity service. It can be used to
protect againgt data interception.

Dataintegrity 1. A measure of data communications performance, indicating a scarcity (or, idedly,
the absence) of undetected errors.

Data integrity 2. Protection againgt the unauthorized modification of data, whether by change,
deletion or insertion.

Data integrity 3. The property that datais being handled as intended and has not been exposed to
accidenta or intentional modification or destruction. (INFOSEC)

Datalink layer. Second layer in OSI model; takes data from the network layer and passesit on to
the physicd layer; responsible for transmission and reception of packets, datagram service, local
addressing, and error detection (but not error correction).
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DataLink 1. Themeans of connecting one location to ancther for the purpose of transmitting and
recelving data.

DataLink 2. Theassembly of parts of two data termina equipments that are controlled by alink
protocol, and the interconnecting deta circuit.

DataLink 3. Teecommunication facility joining two deta ations.

Data Network. An arangement of data circuits and switching facilities for establishing connections
between datatermina equipments. Synonymous with data transmission network.

Data PABX, data-only PABX. A PABX used solely for data; a device whose main purposeisto
furnish connectivity - to set up and break connections on demand - between computers, terminds, and
peripheras.

Data Processing Equipment, Automatic (ADPE). Data processors, associated input-output
devices, and auxiliary equipment using dectronic circuitry to perform arithmetica and logica operations
automatically by means of interndly-stored programme instructions.

Data Processing Network. An organisation, geographicaly disseminated, of data processing systems
interconnected to exchange data, and comprising the components of the interconnected data systems
and their interface with the supporting data or communication network. Note: A data processing
network can use the services of one or several communication networks, severa data processng
networks can use the services of one common communication network. A data processing network is
cdled ‘locd’ if it links severd computers together in the same ste. Synonymous with computer network,
automatic data processing network. Contrast with data (transmission) network.

Data Processing System. Functiond unit for data processing and storage. Note: Data processing
comprises the execution of mathematica, converting, transferring and storing operations.

Data Processing, Automatic (ADP) 1. Strictly spesking, the handling of data by means of the
information technique.

Data Processing, Automatic (ADP) 2. Generaly speaking (besides the definition above), dl
operations concerning collection/input, storage and output of data. Note: Handling comprises merging,
sorting, computing assembling and compiling of data.

Datarate, data signalling rate. A measure of how quickly datais transmitted, expressed in bps.
Also commonly, but often incorrectly expressed in baud. Synonymous with speed.

Data set. A synonym for modem (coined by AT&T).
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Data Signalling Rate. In data communication, the data transmission capecity of asingle channd or of
asgt of paralel channds. The data Signalling rate is expressed in bits per second.

Data stream. The collection of characters and data bits transmitted through a channd.
Data Transmission Network. See Data Network.

Data Transmission. The movement of datain red time by ectronic means without human
intervention.

Data-over-voice. An FDM technique which combines data and voice on the same line by assgning a
portion of the unused bandwidth to the data; usualy implemented on the twisted pair cables used for in-
house telephone system wiring.

Datagram. (In packet-switched networks) An abbreviated, connectionless, single-packet message
from one station to another; rardly, if ever, implemented on current PDNs; see minicall.

Dataset. Seelocal dataset.

Date-time Group (DTG). A group of six digitswith azone time suffix and the standardised
abbreviation for the month. Thefirst pair of digits represent the day, the second pair the hour and the
third pair the minutes. The last two digits of the year may be added after the month.

Example: 0905597 JUL 56.

dB, deciBel. Comparative (logarithmic) measure of Sgna power (strength or level): +10dB (or +1
Bd) represents again of 10:1; -3dB represents a 50% loss of power. Contrast with dBm.

dBm. Absolute measure of sgnd power where 0dBm is equa to one milliwatt. Contrast with dB.
DCD, Data Carrier Detect. See CD.

DCE, data communications equipment, or data circuit-terminating equipment. Incommon
usage, synonymous with modem; the equipment that provides the functions required to establish,
maintain, and terminate a connection as well as the sgnd converson required for communications

between the DTE and the telephone line or date circuit.

DCN, Defence Communications Network. UK Military (Tri Service) strategic communications
organisation covering al areas of Defence interest.

DDCMP, Digital Data Communications M essage Protocol. A communications protocol used in
DEC computer-to-computer communications,
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DDD, direct distancedialling. A teephone service in North Americawhich enables usersto call
their subscribers outside their locd areawithout operator assistance. In the United Kingdom and some
other countries, this service is known as STD, (Subscriber Trunk Didling).

DDS, Dataphone Digital Service. A communications service offered in the form of leased lines by
AT&T that trangmits datain digita rather than andogue form, diminating the need for modems.

Dead Space. Theareaor zone which iswithin the range of aradio trangmitter, but in which asgnd is
not received.

DEC, Digital Equipment Corporation. A leading manufacturer of minicomputers and related
hardware and software.

Deception Jammer. A specidised type of jammer used to induce fase indications in the system or
systems being jammed.

Deception Repeater. A devicetha receivesasgnd, amplifies, ddays or otherwise manipulates and
retranamits the signa for the purpose of deception.

Deception, Meaconing. See Meaconing.
Decimal. A digitd sysem that has 10 states, O through 9.

DECnet. Trademark for DEC's communications network architecture that permits interconnection of
DEC computers usng DDCMP.

Decode 1. To convert an encoded message into its equivaent plain language text (this does not
include solution by cryptoanayss).

Decode 2. That section of acode book in which the code groups are in aphabetica, numerica or
other systematic order.

Decoy. In Electronic Warfare, a device used to Smulate a genuine target.

Decrypt. To convert cipher text into plain text by reversd of the encryption process (this does not
include solution by cryptoanalysis). The term "decrypt" covers the meaning of "decipher” and "decode”.

Dedicated Circuit. See Circuit, Dedicated.

Dedicated line. Sameasleased line.
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Dedicated Security Mode of Operation. A security mode of operation in which dl individuas with
access to the data processing system or network are cleared to the highest classification leve of
information stored, processed, or transmitted within the data processing, and with a common need-to-
know for al of the information stored, processed, or transmitted within the data processing system or
network. (NATO)

Defensive | nformation Operations (DI O). Processes, synergised with wider activities and plans,
designed to ensure effective decision-making by protecting friendly information, information processes
and CIS from deliberate attack, and from accidental and naturally occurring events. The DIO process
integrates and coordinates policies and procedures, operations, personnel and technology to protect
information and to defend CIS. DIO are conducted through IA, physica security, operations security,
counter deception, counter psychological operations, counter intelligence, eectronic protection and
gpecia information operations. (AU)

Delegation. Conveyance of privilege from one entity that holds such privilege, to another entity.

Delegation path. An ordered sequence of certificates which, together with authentication of a
privilege asserter’ s identity can be processed to verify the authenticity of a privilege asserter’ s privilege.

Delta-CRL (dCRL). A partid revocationlist that only contains entries for certificates that have had
their vocation status changed since the issuance of the referenced base CRL.

Denial of Service. The prevention of authorized accessto resources, or the delaying of time-critica
operations. (NATO)

Demodulation. The process of retrieving datafrom acarrier; the reverse of modulation.

Demultiplexing. The process of breaking a composite signa into its component channels, the reverse
of multiplexing.

Detect Attack. Ability to detect and identify thrests, attacks or other degrading conditions. Detection
may initiate both restoration and response processes and must include accurate threat assessments,
indications and warnings (I&W) of potentid attacks, an ability to disseminate warnings of adverse
conditions, and timely current intelligence support in the event of an actud atack. This support will
involve the ongoing monitoring of appropriate networks and systems to detect disruptions, intrusons
and attacks. (AU)

Detection. Detection isthe component that looks for anomaous activity that might indicate intrusions,
which are unauthorized personnd or, in the case of CIS, unauthorized programs such as maicious code
(eg masguerade atempts, viruses, Trojan horses, etc.) attacking the system. Intrusions are a sexies of
activities that attempt to compromise the confidentidity, integrity or availability of aresource. Detection
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can be performed through a variety of means, including surveillance activities, the use of intruson
detection systems and review of audit logs. (AU)

Disruption. Denid of service or corruption of information resulting from a single event, cause, or
source; whether direct or indirect, accidental or intentional, rare or common. (AU)

Destination group. Same as rotary.

Deviation Ratio. Inafrequency modulation system, theratio of the maximum frequency deviation to
the maximum modulating frequency of the system under specified conditions.

Diagnostics. Programs or procedures used to test a piece of equipment, acommunicationslink or
network, or any Smilar sysem.

Dial network. Synonymous with public telephone network.
Dial-up line, dial-in ling, dial line. A circuit or connection on the public telephone network.

Dibit. A group of 2 bits. In 4-phase phase modulation such as DPSK, each possible vaue of adibit is
encoded as a unique carrier phase shift; the 4 possible values of adibit are 00, 01, 10 and 11.

Differential modulation. A type of modulation in which the absolute state of the carrier for the
current signal element is dependent on the State after the previous Sgnd dement. See DPSK.

Digital loopback. A diagnogtic test that forms the loop at the modem’s DTE interface; (see
loopback.)

Digital Signal. A sgnd tha represents information by varying a quantity, such as amplitude or
frequency, in two or more discrete steps. In the case of two discrete steps, the digital Signd iscalled a
binary sgnd.

Digital Signature. A non-forgesble transformation of data that alows proof of source, non-
repudiation, and verification of data integrity.

Digital. Discretely variable as opposed to continuoudy variable. Data characters are coded in
discrete, separate pulses or sgnd levels. Contrast with analogue.

DINA Jammer. A type of barrage jammer using the principle of DIrect Noise Amplification. See dso
Noise Jamming.

DIP, dual in-line pins. Term used to describe the pin arrangement on an integrated circuit (IC) or a
multiple (electric) switch.

2-55
UNCLASSIFIED



UNCLASSIFIED
ACP 167(1)

Dip, At The (Flag Signalling). A flag hoist issaid to be "at the dip" (dipped) when hoisted two-thirds
of the way up to the block at the top of the hoi<t.

Diplexer. A deviceto enable smultaneous RF sgnd transmisson and reception using acommon
antenna feed

Dipole. An antema conssting of two elements, each approximately one quarter-waveength in length
and fed with radio frequency energy of opposing polarity at adjacent ends of the eements.

Direct Mode. The operation of the severd transmitters of a navigation system as a system without
consderation to the value of individua transmitters as beacons. See Indirect Mode.

Directory. The dectronic database of authoritative information required for the correct operation of
the service. Itisto include address detalls, information management tags and capability descriptions for
each user. (UK)

Direct Wave. A wavethat travels directly between the transmitter and recelver antenna without
reflections from any object.

Direction Finding (DF). The process of determining the bearing of an eectromagnetic emisson.
Disc. Seedisk.

Discreteaccess. (InLAN technology) An access method used in start LANs Each tation hasa
separate (discrete) connection through which it makes use of the LAN's switching capability. Contrast

with shared access.

Discretely variable. Capable of one of alimited number of vaues, usudly to describe digitd sgnds
or digitd datatransmisson. Contrast with continuoudy variable.

disk. An dectromagnetic Sorage medium for digital data.

Display converter. (In1BM 3270 systems) A coaxia converter that dlows asynchronous display
termindsto emulate IBM 3278 Display Stations.

Display Scope/Display. A cathode-ray tube used to display avariety of information or data as
folows:

A-Scope/Display Horizontal or vertica sweep depicting range only.
B-Scope/Display Horizontal sweep depicting azimuth, vertical sweep
depicting range.
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C-Scope/Display Horizontal sweep depicting azimuth, vertica sweep
depicting devation.
D-Scope/Display Basic C-Scope/Digplay, but broken into horizontal stripsin
which trace (or pip) position roughly depicts range.
E-Scope/Display Horizonta sweep depicting range, vertica sweep depicting
devation.

EO-PPI-Scope/Display A double gun cathode-ray tube that presents anormal PP
display from which acircular centre section has been
blanked out. In the centre section, adot moving in azimuth
with the rotating sweep line indicates present elevation by
its distance from the scope/display centre.

F-Scope/Display Horizonta displacement of spot (fated sgndl) depicting
azimuth error angle or relative bearing, vertical sweep
depicting devation.

G-Scope/Display Basic C-Scope/Display, with wings on the target trace

which grow as range decreases.

H- Scope/Display Horizontal sweep depicting azimuth, vertica sweep
depicting range, and sgnd traceis bright line whose dopeis
proportiond to line of evation angle.

I-Scope/Display Radia sweep synchronized with antenna conica scan.
Trace appears as variable diameter circle whose radius
indicates range and whose circumference brightens most at
axia angle or maximum response. When ‘on target’, entire
circumference is brightened.

J-Scope/Display Circular siveep depicting range only with radia deflection of
video sgnd. Basic A-Scope/Display.

K-Scope/Display Double target trace representing lobe signd strengths and
hence error by relative amplitudes of trace. Basic A-
Scope/Display with horizontal displacement of dternate
scans for lobe switching.

L-Scope/Display Same as K- Scope/Display with video response on dternate
sweeps placed back-to-back, forming an envelope.
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M- Scope/Display Vertica deflection of horizontal range sweep. Basic A-
Scope/display with moveable range ‘step’ or ‘notch’ for
rematching an accurate range reading.

N-Scope/Display Combination of K- and M-Scope/Displays.

PPI-Scope/Display Revolving radid sweep depicting azimuth and

(Pan Pogtion Indicator) range.

R-Scope/Display Expanson of smdl portion of range sweep of A-
Scope/Digplay.

RHI-Scope/Display - Expangon of one dimension of polar display with

(Range Height Indicator) horizontal sweep depicting range and expanded vertical
sweep depicting height.

Display station, display terminal. A device conssting of akeyboard and video or CRT display. (In
the IBM 3270 Information Display System, a 3278 is an example of adisplay station; an ASCIlI CRT
termind is an example of adisplay termind).

Display. A visud presentation of data

Distance M easuring Equipment (DME). A radionavigation aid in the aeronautica radionavigation
service that determines the distance of radiated e ectromagnetic energy caused by abnormal change of
the refractive index with dtitude. See Anomalous Propagation (AP).

Digtortion 1. The unwanted changesin sgnd or signd shgpe that occurs during transmission between
2 points.

Distortion 2. Theamount by which the output wave form differs from the input wave form. Note:
Digtortion may exist in amplitude, frequency or phase modulation.

Distributed architecture. (In LAN technology) A LAN that uses a shared communications medium;
used on bus or ring LANS; uses shared access methods.

Distributed computing. The name of the trend to move computing resources such as minicomputers,
or persona computers closer to individua workstations. See aso distributed processing.

Distributed processing. An arrangement that allows separate computers to share work on the same
gpplication program. Often erroneoudy used to mean distributed computing.
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Distribution block, digtribution frame. Centralized connection equipment where telephone or data
termina wiring is terminated and cross- connections are made.

Diversity System. A sysem of communication in which asingle received Sgnd is derived from a
combination of, or sdections from, plurity of transmisson channds or paths.

DLC, datalink control. A communications protocol that sets up, controls, checks, and terminates
information transfer between sations on adatalink. Seeadso HDLC and SDLC.

DMI, Digital Multiplexed Interface. (InLAN technology) A voice/data PABX standard
(supported by AT&T) for using T1 transmission that involves 64 kbps channdls, representing amove
toward an open architecture viaISDN. Compare with CPI.

DNIC, Data Network Identification Code. (In a packet-switched network) A 4-digit PDN
identifier.

DoD, DOD, Department of Defense. Part of USA government executive branch that handles
military matters, including data communications; responsible for some LAN-associated protocols and
standards, such as TCP/IP, as well as selected FIPS.

Doppler Effect. The phenomenon evidenced by the change in the observed frequency of awave
caused by atime rate of change in the effective length of the path of travel between the source and the
point of observation.

Doppler Radar. Any form of radar which detects radid motion of a distant object relative to aradar
gpparatus by means of the * Doppler Effect’.

DOS, disk operating system. A program or set of programs that instruct a disk-based computing
system to schedul e/supervise work, manage computer resources, and operate/control periphera
devices.

Double Frequency Shift Keying (DFSK). A multiplex syslem in which two telegraph Sgnds are
combined and trangmitted smultaneoudy by amethod of frequency shifting between four radio
frequencies.

Double Hop. There-transmisson of acommunications link received from one satellite to another
using an independent ground termina

Double Sideband Transmission. That method of communication in which the frequencies produced
by the process of modulation are symmetrically spaced both above and below the carrier frequency and
aredl transmitted.
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Downlineloading. The process of sending configuration parameters, operating software, or related
data from a central source to individua stations.

Down Link. A transmisson link carrying information from a satellite or spacecraft to earth. Typicaly
down links carry telemetry, dataand voice

Downtime. Period when dl or part of a system or network is not available to end users due to failure
or mantenance. See availability

DPNSS. Digitd Private Network Sgndling System (DNPSS) is a UK ggnalling standard for use
between PABXs in a private network.

DPSK, differential phase shift keying. The modulation technique used in Bell 201 modems; see
aso dibit.

Drafter. The person who actualy composes a message for release by the originator or releasing
officer.

DRDF. Digita Resolution Direction Finding. A precison pogtion fixing sysem.

Driver 1. A software module that controls an input/output port or externd device.

Driver 2. Short for linedriver.

Drop. Individua connections (sometimes called nodes) on a multipoint (aso caled multidrop) circuit.
DSCS. Defense Satelite Communications System. US Military (Army and Air Force) world-wide
drategic and tactica Satdllite Communications system, part of the DCS and currently used by the
UKMSCS

DSR, Data Set Ready. An RS-232 modem interface control signa (sent from the modem to the
DTE on pin 6) which indicates that the modem is connected to the telephone circuit. Usudly a
prerequisite to the DTE issuing RTS.

DSU, data service unit. DCE which replaces amodem in connections to DDS; a baseband device,
often included in the cost of the DDS circuits.

DTE, data terminal equipment. The equipment serving as the data source, the data sink, or both.
Refers to both terminals and computer ports.
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DTMF, dual-tone multiple-frequency. Term used to describe the audio sgndling frequencieson
Touchtone pushbutton tel ephones.

DTR, Data Terminal Ready. An RS-232 modem interface control signd (sent from the DTE to the
modem on pin 20) which indicates that the DTE is ready for data transmission and which requests that
the modem be connected to the telephone circuit.

Ducting. Trapping and refraction of radiated e ectromagnetic energy caused by abnorma change of
the refractive index with dtitude. See Anomalous Propagetion (AP).

Dumb terminal. A termused to describe a Teletype or Teletype-compatible termind. The dumb
termind is an asynchronous termina that may operate a speeds as high as 9600 bps or higher. The
dumb termind isan ASCII termind thet, athough it may be “intdligent” in many of the functions it
provides, uses no communications protocol.

Dummy Message. A message sent for some purpose other than its content, which may consst of
dummy groups or may have a meaningless text.

Duplex. Desgnating or pertaining to amode of operation or the equipment concerned, by which
information can be transmitted in both directions smultaneoudy between two points.
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E

E3. Electromagnetic Environmental Effects. Theimpact of the e ectromagnetic environment upon
the operational capability of military forces, equipment, syssems and platforms. It encompasses dll
electromagnetic disciplines, including eectromagnetic compatibility, ectromagnetic interference,
electromagnetic vulnerability, eectromagnetic pulse, hazards of eectromagnetic radiation to personnel,
ordnance and volatile materids, and natura phenomena effects of lightning and Satic.

Earth Cover. The portion of the earth’s surface viewed by a satdllite from Geosynchronous, see dso
Orbits

Earth-Return Circuit. A drcuit which has a conductor (or anumber of conductorsin parald)
between two points, and which is completed through earth at these two points.

EBCDIC, Extended Binary Coded Decimal Interchange Code. An 8-hit character code used
primaily in IBM equipment. The code provides for 256 different bit patterns.

Eb/No. Ratio of Energy Received per information Bit and Noise Power Spectra Dendity
ECC, Error Correcting Code.

ECCMO, Electronic Counter Counter Measures Officer.

EchoArea. See Scattering Cross-Section (of atarget).

Echo suppressor. A device used by telcos or PTTsthat blocks the receive side of the line during the
time that the tranamit Sdeisin use.

Echo. Thereturn of transmitted data

Echoplex. A method of checking dataintegrity by returning characters to the sending station for
veification of dataintegrity.

ECM, Electronic Counter M easures.
ECMA, European Computer Manufacturers Association. A western European trade organisation
that issues its own standards and belongs to 1SO. Membership include western European computer

suppliers and manufacturers.

ECP, Engineering Control Postion, also Engineering Change Proposal.
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EDD, Electronic Data Display.

EEPROM, eectrically erasable programmable read-only memory. An EPROM that can be
cleared with dectricd sgnds rather than the traditiond ultraviolet light.

EHF - Extremey High Frequency. A range of frequencies extending from 30GHz to 300GHz

EIRP - Effective | sotropic Radiated Power. The effective power supplied by a satdlite
transponder or aground station transmitter to its associated antenna multiplied by the gain of the
Antenna

Electromagnetic Compatibility (EMC) 1. The condition which prevails when tdecommunications
(communications- e ectronics) equipment is collectively performing itsindividually desgned functionsin a
common eectromagnetic environment without causing or suffering unacceptable degradation due to
electromagnetic interference to or from other equipments/systems in the same environment.

Electromagnetic Compatibility (EMC) 2. The ability of an equipment or system to function
satisfactorily in its eectromagnetic environment without introducing intolerable e ectromagnetic
disurbances to anything in that environment. (NATO)

Electromagnetic Emisson Control (EMCON). See Emission Control (EMCON).

Electromagnetic Interference (EMI). Any dectromagnetic disturbance which interrupts, obsiructs,
or otherwise degrades or limits the effective performance of eectronics/dectrica equipments. It can be
indeed intentionally, as in some forms of dectronic warfare, or unintentiondly as aresult of spurious
emission responses, intermodul ation products and the like.

Electromagnetic Signature. The eectromagnetic energy radiated by personnd, equipment or
vehidesthat may provide ameans of recognition and identification.

Electromagnetic Spectrum. The range of frequencies of eectromagnetic radiation from zero to infinity.

Electromagnetic Surveillance. Electromagnetic search applied to some geographica area. The
survellanceis caled exploratory when gpplied to an unknown or little-known environment. It iscaled
verification survelllance when it ams to ensure that no new eement has modified a given and known
environmen.

Electronic. A generic term to describe that branch of eectrical science and technology which treats
the behaviour of free eectrons in vacuous or gaseous space and in semi-conductors and the circuitry
associated therewith
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Electronic Camouflage. The use of dectronic means, or exploitation of eectronic characteristics, to
reduce, submerge or eliminate the radio echoing properties of atarget.

Electromagnetic Compatibility (EMC). The ability of systems, equipment, and devices that utilise
the electromagnetic spectrum to operate in their intended operationa environments without suffering
unacceptable degradation or causing unintentiona degradation because of €ectromagnetic radiation or
response.

Electronic Countermeasures (ECM). That divison of Electronic Warfare involving actions taken to
prevent or reduce an enemy’ s effective use of the dectromagnetic spectrum, through the use of
electromagnetic energy. There are three sub-divisons of ECM:  Electronic Jamming, Electronic
Deception and Electronic Neutralization.

Electronic Countermeasures Target List. A compilation of enemy eectromagneticaly-dependent
survelllance, wegpons control and communications devices which should be temporarily nullified by
ECM actionsin support of acommander’ s battle plans.

Electronic Deception. The deliberate radiation, re-radiation, dteration, absorption or reflection of
electromagnetic energy in a manner intended to confuse, distract or seduce an enemy or his dectronic
sysems.

Electronic Emission Security (EES). Those measures taken to protect al transmissions from
interception, direction finding and eectronic andyss.

Electronic Intelligence (ELINT). Technicd materid and intelligence information derived from
€l ectromagnetic non-communications transmission (eg radar, navigationd ads, jamming transmissons)
by other than intended recipients.

Electronic Jamming. The deliberate radiation, re-radiation or reflection of €lectromagnetic energy,
with the object of impairing the effectiveness of eectronic devices, equipment or systems being used by

an enay.

Electronic mail. Messages sent between subscribers electronically viaa public or private data
communications system.

Electronic Neutralization. The ddiberate use of eectromagnetic energy to either temporarily or
permanently damage enemy devices which rely exclusvely on the eectromagnetic spectrum.

Electronic Protective Measures (EPM). That divison of Electronic Warfare involving actions taken
to ensure friendly effective use of the dectromagnetic spectrum despite the enemy’ s use of
electromagnetic energy. There are two sub-divisonsof EPM: 1. Active EPM. Detectable measures,
such as dtering tranamitter parameters as necessary, to ensure friendly effective use of the
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electromagnetic spectrum. 2. Passve EPM. Undetectable measures, such as operating procedures
and technica features of equipment, which are meant to ensure friendly effective use of the
electromagnetic spectrum.

Electronic Search. Aninvedigation of the eectromagnetic spectrum (or portions thereof), in order to
determine the existence, sources and pertinent characterigtics of eectromagnetic radiation’s.

Electronic Security (ELSEC). The protection resulting from al measures designed to deny to
unauthorized persons information of value which might be derived from their interception and study of
non-communications e ectromagnetic radiation’s, eg RADAR.

Electronic Warfare (EW). Military action to exploit the e ectromagnetic spectrum which
encompasses the interception and identification of eectromagnetic emissons, the employment of
electromagnetic energy to reduce or prevent hostile use of the eectromagnetic spectrum and actionsto
ensure its effective use by friendly forces.

Electronic Warfare Expendables. Electronic Warfare devices such as chaff, flares, non-recoverable
unmanned vehicles and decoys, and unattended jammers.

Electronic Warfare Support Measures. That divison of Electronic Warfare involving

actions taken to search for, intercept and identify electromagnetic emissions and locate their sources for
the purpose of immediate threat recognition. It provides a source of information required for immediate
decisonsinvolving ECM, EPM and other tecticd actions.

EME, Electromagnetic Environment. Was EW Environment.

Emisson Control (EMCON). The sdlective and controlled use of eectromagnetic, acoustic or other
emitters to optimise command and control cgpabilities whilst minimizing, for operations security
(OPSEC) reasons, detection by enemy sensors; to minimize mutud interference amongst friendly
systems and/or to execute amilitary deception plan.

Emisson Control Policy (EP). The policy which states what € ectromagnetic and acoustic emissions
may be used.

Emission Security (EMSEC). The component of COMSEC that results from al measures taken to
deny unauthorized persons information that might be derived from interception and analys's of
compromising emanations from crypto equipment, information processing equipment and
telecommunications systems.

Emission, Out-of Band. Emisson on afrequency or frequenciesimmediatey outside the necessary
bandwidth which results from the modulation process, but excluding spurious emissons.
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Emission, Spurious. Emission on afrequency or frequencies which are outsde the necessary
bandwidth and the level of which may be reduced without affecting the corresponding transmission of
information. Spurious emissons include harmonic emissons, parasitic emissions, intermodulation
products and frequency conversion products, but exclude out-of-band emissons.

Empty dot ring. (In LAN technology) A ring LAN in which afree packet circulates past (or, more
precisaly, through) every station; a bit in the packet’ s header indicates whether it contains any messages
(if it contains messages, it dso contains source and destination addresses).

Emulation. Computer representation of a rea-time stuaion which is congrained to respond in a
predicted manner.

Encode. To convert data by the use of a code or a coded character set in such a manner that
reconverson to the origind formispossble. Note: Theterm is sometimes loosaly used when
complete reconverson is not possible.

Encrypt. To convert aplain text message into disguised form by means of a cryptosystem. The term
"encrypt" covers the meanings of “encipher” and "encode’.

End entity. A certificate subject that uses its private key for purposes other than signing certificates or
and entity thet isareying party.

End-entity Attribute Certificate Revocation List (EARL). A revocation lig containing aligt of
attribute certificates issued to holders, that are not also AAs, that are no longer considered vaid by the
certificate issuer.

End-entity Public-K ey Certificate Revocation List (EPRL). A revocation lis containing alist of
public-key certificates issued to subjects, that are not aso CAs, that are no longer considered valid by
the certificate issuer.

End of Transmisson (EOT)(1). A standardised uninterrupted sequence of character and machine
functions used to terminate a transmission and disconnect the circuit and transmitting equipment.

End of Transmisson (EOT)(2). A prosgn used in manua sysemsto sgnify the completion of a
trangmisson.

Ending. The part of amessage containing al components following the text.

ENQ, enquiry. A control character (control E in ASCII) used as arequest to obtain identification or
satus.
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ENQ/ACK protocol. A Hewlett-Packard communications protocol: The HP3000 computer follows
each transmission block with ENQ to determine if the destination termind is ready to receive more data;
the destination terminal indicates its readiness by responding with ACK.

Environmental variables. Those aspects of policy required for an authorization decision, that are not
contained within gtatic structures, but are available through some local meansto a privilege verifier (eg
time of day or current account balance). EOCM, Electr o-optic counter measur es.

EOMF, End of Message Functions. SeeIndicator, End of Message.

EOW. Engineering Order Wire. An exclugve circuit for use by operations or maintenance personnel.
See dso Circuit, Engineering.

Ephemeris. A tableindicating the daily postions of selected cdestid bodies, together with other
astronomica data

EPROM, erasable programmable read-only memory. A nonvolatile ssmi conductor PROM that
can have its current contents cleared (usudly through exposure to ultraviolet light - but see EEPROM)
and then accept new contents for storage.

Equalization. The process of compensating for line distortions.

Equalizer. A device used by modemsto compensate for distortions caused by telephone line
conditions.

Equipment, Terminal. Communications equipment in place a each end of acircuit to permit the
gations involved to accomplish the misson for which the circuit was established.

Error control. An arrangement that combines error detection and error correction.

Error Controller. A devicethat provides error control, usudly ingtaled in pairs between the modem
and DTE at each end of adatalink.

Error correction. An arangement that restores data integrity in received data, either by manipulating
the received data or by requesting retransmission from the source (see ARQ).

Error detection. An arangement that senses flaws in received deta by examining parity bits, verifying
block check characters, or using other techniques

Error Detection. Error control making use of an appropriate code by which the presence of
mutilation can be discovered at reception.
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Error rate. A messure of dataintegrity, given asthe fraction of bits which are flawed. Often
expressed as a negative power of 10 - asin 106 (arate of one error in every one million hits).

Essential facilities. (In packet-switched networks) Standard network facilities which are on dl
networks. Contrast with additiond facilities.

Ethernet. (InLAN technology) A defacto standard, developed first by Xerox and then sponsored by
Xerox, Intel, and DEC. An Ethernet LAN uses coaxid cables and CSMA/CD. Ethernet is Smilar to an
|EEE 802.3 LAN (they can share the same cable and communicate with each other).

ETSI. The European Telecommunications Standards Ingtitute (ETS!) is an autonomous body with
CEPT and was formed to undertake the standards writing activities of CEPT. The membership of ETS
isopen and there are currently 135 member organisations including nationa administrations, public
network operators, manufacturers, users and research bodies.

ETX, end of text. A control character used to indicate the conclusion of amessage; it immediatdy
precedes the block check character (BCC) in transmission blocks.

Evasion. In Electronic Warfare, tactics that are designed to take advantage of the limitations of radar
to prevent or postpone radar detection, or to avoid revedling the true position of an attacking force.

EWCP. EW Control Panel. Aim to improve the survivability of a platform by more accurate and
timely deployment of Softkill countermeasures and by generdly improving the EW contribution to
AWW.

Exchange, Automatic. An exchange a which communication between subscribersis effected without
the intervention of an operator, by means of switches set in motion by the operation of adid on the
originating subscriber’ s ingrument.

Exchange, Central Battery or Common Battery (CB). A manud exchange that provides, from a
battery stuated at the exchange, the current needed for operating supervisory signas and subscribers
cdling sgnds and dso the current required to enable the subscriber to spesk over hisline. Also known
as Common Battery Exchange.

Exchange, Magneto Switchboard. See Switchboard, Magneto.
Exchange, Manual (Telephone). A telephone exchange providing only manud telephone operation.
Exchange, Private Branch (PBX). A switchboard, or automatic apparatus, indtalled a a

headquarters or establishment to provide facilities for making outside calls and for intercommunication
for al subscribers at the headquarters or establishment.
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Exchange, Telecommunication. See Switching Entity.

Exchange, Trunk. An exchange (manud or autometic), the principa function of which isto control
the switching of trunk traffic.

Exchange. A room or building equipped o that the telephone lines terminating there may be
interconnected as required. The equipment may include a switchboard or automatic switching
apparatus.

Exchange. A unit established by acommon carrier for the adminigtration of communications services
in aspecified geographical areasuch asacity. It conssts of one or more centra offices together with
the equipment used in providing the communications services. Frequently used as a synonym for centra
office.

Executive Method. The method by which the transmitting Sation directs the addressees of a
message to execute (take action on) its purport at a given moment.

Executive Signal. The transmission which indicates the instant at which messages are to be executed.

Exercise, Communications. Any transmission or reception of information directed specificaly to
evauate the efficiency of communications facilities, procedures and training.

Expandor. A device that reverses the effect of anaogue compresson. See dso Compandor.

Expendable Jammer. An dectronic jamming trangmitter, normaly designed for one-time and
unattended operation, to be placed in the vicinity of the enemy’sradio or radar recelving antenna
through clandestine, airdropped or other means.

Explicit access. (In LAN technology) A shared access method that alows stations to use the
tranamisson medium individualy for a specific time period; every ation is guaranteed aturn, but every
dation must also wait for itsturn. Contrast with contended access.
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Facility Switching. A communicaionsfadlity which effects the onward transmission of informetion,
through interconnection of circuits, loops, channels or trunks.

Facility 1. (Ingenerd) A feature or cgpability offered by as system, item of hardware or software.
Facility 2. (Intelco environments) Line and equipment used to furnish a completed circuit.
Facility 3. (In packet-switched networks) See nationd facilities and network facilities.

Facsmile. A communications technology originaly developed for the communication of graphic
images, now widdy used in business as a message communications medium.

Fading. A varidion in strength of received Sgnds due to variation with time in the conditions of
propagetion.

Fan Beam. A type of radar beam pattern with large vertical and narrow horizontal coverage, used
normaly with search radar’s.

Fast select. (In packet-switched networks) A caling method which alows the user to expedite the
transmission of alimited amount of information (usudly 128 bytes): The information is sent dong with
the cal request packet; therefore, the information arrives fagter than in other cal methods (which send
the information in the packets that follow the cal request packet).

FCS, frame check sequence. Usudly a 16-bit field used for error detection in bit-oriented
communications protocols.

FDDI. A high speed LAN standard being developed by an ANSI committee. Employs token passing
on dua 100 Mbps fibre optic rings.

FDM, frequency divison multiplexing, frequency divison multiplexor. 1. A multiplexing
technique that partitions the compaosite bandwidth into channels, assgning a specific range of frequencies
to each channel.

FDM, frequency divison multiplexing, frequency divison multiplexor. 2. A devicethat
performs this frequency partitioning.

Feedback. Thereturn of energy from one point in a system to an earlier point.

FEP, front-end processor. See communications control unit.
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FF, form feed. An ASCIl or EBCDIC printer control character used to skip to the top of the next
page (or form).

Fibre optic cable, fibre optics. A transmission medium composed of smal strands of glass each of
which provides a path for light rays which acts as a carrier.

Fiddity. The degree of accuracy with which a system (or portion of asystem), reproducesin its
output the essentia characteridtics of the sgna which isimpressed on itsinput.

Field. A group of bits that describes a specified characterigtic; displayed on areserved area of aCRT
or located in a specific part of arecord.

FIGS, figuresshift 1. A physca shiftinatermind usng Baudot Code that engbles the printing of
numbers and symbols.

FIGS, figuresshift 2. The character that causes the shift.

File server protocol. (InLAN technology) A communications protocol that alows application
programs to sharefiles.

File. A callection of related data records.

Filing Time/TimeHanded In. The date and time a message is recelved from an originator by the
communication centre for tranamission. Thefiling time for refile messages is the date and time the
message is received by a communications centre for refile. See Julian Fling Time.

Filter. Anarrangement of electronic components designed to pass signalsin one or severa frequency
bands and to attenuate signalsin other frequency bands.

Final Modulation (Carrier Wave of Radio Link Transmitter). Find modulation of acarier wave
is modulation gpplied to the transmitted carrier. A transmitter may be modulated either directly by

multiplex telephony or by sgnals for premodulation. There are two types of find modulation; Amplitude
Modulation (from al or nothing in the case of pulses) and Frequency Modul&tion (or phase modulation).

FireControl Radar. A radar for the continuous tracking of a selected target to provide accurate
positiond datafor the purpose of directing wegpons.

Fire Support Coordination Centre. A dnglelocation in which are centradized communications
facilities and personnd incident to the coordination of al forms of fire support.

2-71
UNCLASSIFIED



UNCLASSIFIED
ACP167 (1)

Firewall. A specific type of Boundary Protection Device (BPD), being a software application or aCIS
system that acts as a security barrier between two network segments and mediates access between
those two networks according to an approved set of rules (CA).

Firmware. A computer program or software stored permanently in PROM or ROM or semi-
permanently in EPROM or EEPROM.

Flags, Alphabet. Hags used on an internationa basis in visual communications to represent the letters
of the alphabet.

Flags, Numeral. Hagsused in visud communications to represent numeras 0 through 9.

Flank Communications. See Laterdl Communications.

Flares. In Electronic Warfare, an infra-red decoy device used to deceive infra-red homing weapors.
Flash. See Precedence Designations.

Flow control. The procedure for controlling the transfer of messages or characters between 2 points
in adata network - such as between a protocol converter and a printer - to prevent loss of datawhen
the receiving device' s buffer begins to reach its capacity

FM, frequency modulation. One of 3 basic ways (see dso AM and phase modulation) to add
information to asine wave sgnd: The frequency of the Sne wave, or carrier, is modified in accordance
with the information to be tranamitted.

4-wirecircuit, 4-wireline. A circuit usng 2 pairs of conductors, one pair for the transmit channd and
the other pair for the receive channdl.

Formal Military Message. A formd military messageislegdly binding in Civil and Military Law and
is subject to formal release and commitment. In addition, other nationd laws, treaties, MOUs and
bilateral agreements may apply when personnd are operating in other countries or messages cross
internationa boundaries. Forma military messages using Precedence, require guaranteed delivery and
are handled within the HGM domain. (UK)

Footprint. Theareaof the earth’s surface which is covered by a satellite' santenna. The szeand
shape of this areais determined by the dtitude of the satellite and the width and shape of the satdllite's
beam. Thefootprint is dso known as the Cone of Earth View.

Forward Error Correction (FEC). A system alowing detection and correction of an error without
reference to the trangmitting stetion.
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Forward Scatter. Thereflected radiation of electromagnetic energy away from the emitting source.

FOSP. Heet Ocean Survelllance Product. The generic term for the communications that carry the
information that makes up the RMP. Software runs on outfit PDT.

Four-Frequency Duplex Telegraphy. Frequency shift telegraphy used in radioteegraphy in which
each of the four possible combinations of sgna eements to two telegraph channdlsis represented by a
separate frequency.

Fox message. A diagnodtic test message that uses dl the letters (and that sometimesincludes
numeras): “THE QUICK BROWN FOX JUMPED OVER A LAZY DOG SBACK 1234567890".
(In French, “VOYEZ LE BRICK GEANT QUE JEXAMINE PRES DU WHARF’). Oftenrun
continuoudy during system testing and fault isolation.

Frame 1. Same astransmission block.
Frame 2. The sequence of bits and bytesin atransmisson block.
Frame 3. The overhead bits and bytes which surround the information bitsin a transmisson block.

Framing. Process of inserting control bits to identify channels; used in TDM signds such asthe
formatted verson of T1.

Free-Space Path Loss. The Loss between 2 isotropic radiatorsin free space, expressed as a power
ratio.

Note: Free-space path lossis not due to dissipation, but rather due to the fact that the power pulse
density decreases with the square of the separation distance. It isusualy expressed in dB’sand isgiven
by theformula20 Log (4p D/l ). Where D isthe separation of the 2 antennasand | is the wavelength

Frequencies, Distress. Frequencies dlotted by international agreement to distress calls.

Frequency. The number of recurrences of a periodic phenomenon in aunit of time. In specifying the
eectrica frequency, the unit of timeis the second, for example, the frequency is 15,000 hertz (Hz).
Radio frequencies are normally expressed in kilohertz (kHz) at and below 30,000 kilohertz, and in
megahertz (MHz) above this frequency.

Frequency Agility 1. (Radio). The ability of aradio set to change frequency according to an
agorithm programmed into al component radios on the net.
Frequency Agility 2. The ability of aradar to change frequency within its operating band on a pulse-
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to-pulse basis.

Frequency Allotment Plan. A plan which shows the frequencies to be used in particular areas or by
particular countries without specifying the stations to which the frequencies are to be assigned.

Frequency, Alternative. A frequency or agroup of frequencies which may be assigned for useon
any channel (or on aparticular channdl), a a certain time or for a certain purpose to replace or
supplement the frequencies normaly used on that channd.

Frequency, Assigned. The centre of the frequency band assigned to a ation.
Frequency Assgnment Plan. A plan which shows the frequencies to be used by specified Setions.

Freguency, Authorized. A portion of the radio spectrum the width of which isthe necessary
bandwidth of an emission plus twice the prescribed frequency tolerance.

Frequency Band, Assigned. The frequency band within which the emission of a gation is authorized;
the width of the band equals the necessary bandwidth plus twice the absolute vaue of the frequency
tolerance. Where space stations are concerned, the assigned frequency band includes twice the
maximum Doppler shift that may occur in relation to any point on the Earth's surface.

Frequency, Characteristic. A frequency which can easly be identified and measured in agiven
emisson. A carier frequency may, for example, be designated as the characterigtic frequency.

Frequency, Combat Scene of Action. A smplex channd for tacticad communicationsin combeat
operationsin which two or more elements of the same or different arms are employed in circumstances
precluding the prior agreement of a communication plan.

Frequency Deviation (of a frequency-modulated wave). The maximum vaue of the frequency shift
corresponding to the maximum modulation amplitude.

Frequency Diversity. Diverdty obtained by the use of two or more radio frequencies conveying the
sameintdligence.

Frequency Divison Multiplex Access (FDMA). A method of severa independent users using the
same bandwidth a the same time. The frequency bandwidth is divided into segments or bands. These
need not necessarily be of equal value. Each band is an access used for digital and analogue
communications and data nets.

Freguency Divison Multiplex. See Multiplex, Frequency Divison.
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Frequency Evasion. An eectronic counter-countermeasure which conssts of changing frequency to
avoid jamming.

Freguency Exchange Keying (FEK). Teegraphy by amplitude modulation of two toneswhich are
separated by a predetermined vaue. There is no phase continuity between the tones. These tones can
be used to modulate aradio frequency carrier. (See Sub-carrier Frequency Shift).

Frequency Hopping. A method of changing frequency in arandom fashion as an anti-jam measure
within a given frequency band. Thisis achieved by usng carefully synchronized equipment in both the
receiver and the transmitters. Hopping rates vary in speed, but are referred to as: a. Slow (tens of hops
per second) or b. Fast (thousands of hops per second.

Frequency Hopping Spread Spectrum (FHSS). A modulation technique used for ECCM and/or for
multiple access. Sdlection of the particular frequency to be transmitted is normally achieved in a pseudo-
random manner from a sat of frequencies covering awide bandwidth. The receiver frequency hopsin
the same manner as the tranamitter in order to retrieve the desired information

Frequency Management (Operational/Tactical) 1. The function of planning, coordinating, and
managing use of individua frequencies through tactica operationd, engineering, and adminidrative
procedures.

Frequency Management (Operational/Tactical) 2. Frequency management and engineering - the
function whereby requirements for use of the radio frequency spectrum are presented, reviewed and
satisfied, initialy and on a continuing bas's, and whereby control of the use of the spectrum is exercised.
(AComP-01).

Frequency, Maximum Usable High (MUF). The highest frequency that can be used at a particular
time for propagation between two specified points by ionospheric reflection.

Freguency Modulation. See Modulation

Frequency Nomenclature, Bands. The radio spectrum is subdivided into nine frequency bands
which are designated by progressive whole numbersin accordance with the following table:

Band Adjectiva Frequency Range Metric Subdivison
Number | Designation (Lower limit exdlusive, upper limit
indusive)
4 VLF 3 t0 30 kHz Myriametric Waves
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5 LF 30 to 300 kHz Kilometric Waves
6 MF 300 to 3000 kHz Hectometric Waves
7 HF 3t0 30 MHz Decametric Waves
8 VHF 30 to 300 MHz Metric Waves
9 UHF 300 to 3000 MHz Decimetric Waves
10 SHF 31030 GHz Centimetric Waves
1 EHF 30 to 300 GHz Millimetric Waves
12 300 to 3000 GHz (or 3 TH2) Decimillimetric Waves

Frequency Nomenclature, Electronic Warfare Frequency Band Letter Designators. The

following broadband |etter designators may be used as amatter of convenience to designate frequency
bands in the Electronic Warfare and Intelligence environments. However, they are NOT to be used in

officid correspondence, publications or ingtructions pertaining to frequency planning.

Letter Band Frequency in MHz Channd Width (MHz)
A 0-250 25

B 250-500 25

C 500-1000 50

D 1000-2000 100
E 2000-3000 100
F 3000-4000 100
G 4000-6000 200
H 6000-8000 200

I 8000-10000 200
J 10000-20000 1000
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K 20000-40000 2000
L 40000-60000 2000
M 60000- 100000 4000

Note: 1. Each band isdivided into 10 numbered channds with width as shown
eg A5=100 - 125 MHz
H7 =7200 - 7400 MHz

Note: 2. The exact frequency may be identified by defining the band, the channel (base or lowest
frequency) and adding the MHz required
eg  D4plus15=1315MHz

Frequency, Optimum Traffic. The most effective frequency a a pecified time for ionospheric
propagetion of radio waves between two specified points (commonly taken as 85% of the monthly
median vaue of MUF for the specified time and path.

Frequency, Primary. A frequency assigned for norma use on aparticular circuit.

Frequency, Reference. A frequency having afixed and specified position with respect to the
assigned frequency. The displacement of this frequency with respect to the assigned frequency has the
same absolute value and sign that the displacement of the characteristic frequency has with respect to
the centre of the frequency band occupied by the emission.

Freguency Scanning 1. Conducting an ectronic search over afrequency band by means of an
autometically-tuned receiver, the tuning rate being fixed or variable, and mechanica (low speed) or

electronic (high speed).

Frequency Scanning 2. A technique used to enable a radar to transmit on a clear frequency be
searching afrequency band then tuning the system to a clear portion of that band.

Freguency, Scene of Air-Sea Rescue. A smplex channd for intercommunication between arcraft
and surface vessas (including submarines) engaged in and a the scene of an air-sea rescue operation.

Freguency, Secondary. A frequency assigned for use on aparticular radio circuit when primary
frequency becomes unusable for any reason.

Frequency Series. A group of saverd harmonicaly-related radio frequencies.
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Frequency Shift Keying. (FSK). An FM technique in which one frequency representsamark and a
second frequency represents a space.

Frequency Shift Telegraphy. Teegraphy by frequency modulation in which each sgnificant condition
is represented under steady- date conditions by asinusoida sgnd of specified frequency.

Freguency Stability. The ability of an oscillator to maintain its operation a a congtant frequency.

Frequency Tolerance. The maximum permissible departure by the centre frequency of the frequency
band occupied by an emission from the assgned frequency or, by the characteritic frequency of an
emission from the reference frequency. The frequency tolerance is expressed in parts per 10° or in
hertz.

Full CRL. A completerevocation list that contains entries for al certificates that have been revoked
for the given scope.

Full-duplex transmission. Simultaneous 2-way independent transmission in both directions.
Compare with hdf-duplex transmisson. Also used to describe terminalsin the Echoplex mode.

Fullerphone. Aningrument which employs avery low direct current in the line, but convertsthis
direct current into an intermittent current of audible frequency at the receiver and thus enables hand-
speed morse telegraphy over good or bad lines with the least chance of remote reception.

Function Key. A term associated with specific keys on ateetypewriter (eg. CR, LF, FIGS, LTRS
etc.), which when operated, cause the teletypewriter to perform mechanica functionsin order that a
message may be received in proper form. A term aso associated with specific keys on a computer
keyboard which, when pressed, cause the computer to perform predefined operations.
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Garbage. Aninformation term used to refer to corrupted data.
Garble Table. Any table, chart or other aid which may be used to correct agarble.

Garble. Anerror in transmission, reception or encryption which renders the message or aportion
thereof incorrect or undecryptable.

Gateway 1. Theinterconnection between 2 networks with different communications protocols. Two
examples are PADs and protocol converters. Gateways operate a the 4™ through 7" layers of the OS|
mode. Contrast with bridge.

Gateway 2. Aninterface between two different service provison systems or sub-systems, such asa
gateway conforming to ACP 145 standards. Gateway's often adapt a message format to make it
consstent with the receiving system. In the case of HGM, a gateway between these systemsis
expected to preserve the ‘High Grade' capability.

Guardband. A narrow frequency band between 2 channels to provide a safety margin against mutua
interference

Gee. A VHF system of radio navigation by which interrelated pulses transmitted from ground stetions
arerecaved inacraft. The pogtion of the craft can be determined by observing the interva between
pulses from pairs of sations and plotting them on amap or navigationd chart over-printed with the Gee-
lattice.

Geostationary Satellite. A specid case of Geosynchronous satdlite with an orbita inclination of
zero

Geosynchronous Satellite. A satellite with a mean Sidered period of rotation about the primary
body equal to the Sidereal period of rotation of the primary body

about its own axis. Remainsin afixed postion above the primary body at 35,786km or 22,366 nautica
miles

GFI, Group Format Identifier. (InX25 packet-switched networks) The first 4-bitsin a packet
header; contains the Q bit, D bit and modulus vaue.

Grass. Onaradar display, deflection from the time-base of arange amplitude display due to random
electricd noise.
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Ground Clutter. An areaof heavy returns extending for afew milesin al directions from aradar Ste,
caused by radar reflections from the earth’ s surface. The pattern on a PPl scopeis rlatively circular
and congtant.

Ground Controlled Approach (GCA) System. A system of radionavigation comprisng a
surveillance radar dement (SRE) and a precision approach radar (PAR and SPAR) eement for the
operation of aground controlled approach.

Ground Controlled Interception (GCI). In aviation, the technique of directing an aircraft towards
another from a ground radar, both being observed on the same display. The information is tranamitted
to the aircraft by radio.

Ground Returns. Wanted echoes received from the ground by an airborne radar.

Ground Segment. Comprises of the communications sub-system’ swhich controls the
communications traffic through the satdlite. See aso Space Segment

Ground Wave 1. A radio wave which travels between a tranamitting and a receiving aerid Stuated
above the earth which includes the direct wave, the ground-reflected wave and the surface wave; the
ground-reflected wave and the surface wave are affected by the properties of the ground; the direct
wave and the ground reflected wave may be refracted in the troposphere.

Ground Wave 2. Inradar, (8) Thedirect transference of radio-frequency energy from aradar
tranamitter to its associated receiver. (b) Thetermisaso used to describe the effect on the display of
this transference of energy from the associated tranamitter.

Ground/Earth. The term applied to any conductor common to a number of circuits and which serves
to maintain a congtant potentia, or to provide abond of very small impedance between the points of
connection toit. In many cases, the Earth itsdf is used as the conductor.

Group, Address. See Address Group.
Group, Check. See Check Group.

GSM. Group Specid Mobile (GSM) is a pan European standard for cellular mobile telephone
networks.

GSTN, general switched telephone network. Same as public telephone network.

Guard (Radio Communication). To maintain a continuous receiver watch with tranamitter ready for
immediate use. A completelog isto bekept. See Copy (Radio Communication) and Cover (Radio
Communication).
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Guard, Radio Communication. See Communication Guard, Radio.
Guard band. The unused bandwidth separating channelsto prevent crosstalk in an FDM system.
Guarded Freguency. In Electronic Warfare, an enemy frequency used as a source of intelligence.

Gull. In Electronic Warfare, afloating radar reflector used to smulate a surface target at seafor
deceptive purposes.
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H

Half-Duplex Operation. Communication between two pointsin asingle direction only. A haf duplex
fadlity isexactly hdf of afull-duplex facility, and is not the same as a smplex fadility.

Handset. Part of telephone containing mouthpiece and receiver.

Handshake, handshaking. A preliminary procedure, usudly part of a communications protocol, to
establish a connection.

Hardware. Equipment (as opposed to a computer program or a method of use), such as mechanicd,
electrical, magnetic or dectronic devices. Compare with firmware and software.

Harmonic. Anintegrd multiple of afundamenta frequency.

Hash function. A (mathematica) function which maps vaues from alarge (possibly very large)
domain into asmdler range. A “good” hash function is such that the results of applying the function to a
(large) st of vauesin the domain will be evenly didtributed (and apparently at random) over range.

HDLC, high-level datalink control. Theinternational standard communications protocol (Smilar to
SDLC). Defined by 1SO 3309.

HDX, half-duplex transmission. Transmission in ether direction but not in both directions
smultaneoudy. Compare with full-duplex transmission.

Head-end unit. (In LAN technology) An item of hardware on asingle or dua cable broadband
network using split frequency bands to provide multiple services.

Header. The control information added to the beginning of a message - ether atransmisson block or
a packet.

Heavisde Layer. One of the layers of the lonosphere.
Heliograph. A mirror device for sgndling by means of the sun’srays.
hertzian Waves. Electromagnetic waves having frequencies below those of infra-red waves.

Hexadecimal. A digita sysem tha has 16 dates, 0 through 9 followed by A throughf. Any 8-bit
byte can be represented by 2 hexadecima digits.
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Hierarchical switching. (InLAN technology). Similar to star switching; the switching isdonein
stages.

High Grade Messaging. A HGM Savice is the mechanism for exchanging critica information and
officid correspondence throughout Defence Organisations and with its partners, in a manner optimised
to meet stringent requirements for assurance of ddivery, survivability, reliability, ease of use, security,
integrity, non-repudiation and archiving commensurate with a generd purpose service. (CCEB/NATO)

HIT, HF High interest Track Broadcast. All source non red-time broadcast compiled by the HIT
Broadcast Active Unit using JOTSL termind from RMP, data links, command systems and signd traffic.

Holder. An entity to whom some privilege has been delegated ether directly from the Source of
Authority or indirectly through and ancther Attribute Authority.

Home-on-Jam. An adaptation of active or semi-active radar guidance systems to give them ahoming
guidance system capability when their norma radar guidance capability is disrupted by jamming.

Homing Station (Homer). A radio aid to navigation incorporeting DF facilities.

Homing. 1. The technique whereby a mobile station directs itsdlf, or is directed, towards a source of
primary or reflected energy, or to a specified point.

Homing. 2. In autométic telephony, the operation of a sdector or smilar devicein returning to a
predetermined normal condition following the release of the connection.

Host computer. The centra computer (or one of a collection of computers) in a data communications
system which provides the primary data processing functions such as computation, data base access, or
gpecid programs or programming languages, often shortened to "hogt”.

HPO, high-performance option. Same as D1 conditioning.

Hub. (InLAN technology) The centre or a star topology network or cabling system.

Hunt group. Same as rotary

Hydrazine. A colourlessliquid used as a propelant for the initid positioning and subsequent atitude
and/or orbital control manoeuvres of a space vehicle

Hz, hertz. A measure of frequency or bandwidth equal to one cycle per second. Named after
experimenter Heinrich Hertz.
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I-Band. The range of frequencies extending from 8.0GHz to 10GHz
IC, integrated circuit. A multi-function semi-conductor device; seetable following LS.

I dentification, Friend or Foe. Persond Identifier (IFF-Pl) - The discrete IFF code assigned to a
particular aircraft, ship or other vehicle for identification by dectronic means.

Identification. Theindication by an act or means of your own friendly character, or individudity. See
aso ldentification, Friend or Foe (IFF).

Idlecharacter. Seenull character and SY N.

IEEE 802.2 (InLAN technology) A datalink layer standard used with IEEE 802.3, IEEE 802.4 and
|EEE 802.5.

|IEEE 802.3. (InLAN technology) A physicd layer standard that uses the CSMA/CD access method
on abustopology LAN. Similar to Ethernet.

IEEE 802.4 (InLAN technology) A physicd layer standard that uses the token-passing access
method on a bus topology LAN. Nearly identica to MAP.

IEEE 8025 (InLAN technology) A physicd layer sandard that uses the token-passing access
method on aring topology LAN.

|IEEE Project 802. (InLAN technology) An |IEEE team that developed the IEEE 802 of LAN
standards.

| EEE, Ingtitute of Electrical and Electronic Engineers. An internationd professona society that
issues its own standards and is amember of ANSI and 1SO; created |EEE Project 802.

Imagery. Collectively, the representations of objects reproduced eectronicaly or by optica meanson
film, electronic display devices, or other media

Imitation. Theintroduction into enemy systems of radiation’ simiteting the enemy’s own emissons.

I mitative Communications Deception. The transmisson of messages in the enemy'sradio channdls
by our operators with the intention of deceiving the enemy.
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Immediate. See Precedence Desgnations.

Incident. Ininformation operations, an assessed event of attempted entry, unauthorised entry, or an
information attack on an automated CIS. It includes unauthorised probing and browsing; disruption or
denid of service; dtered or destroyed input, processing, storage, or output of information; or changes to
CIS hardware, firmware, or software characteristics with or without the users knowledge, instruction,
or intent. (DOD)

I ndependent Sideband Transmission (Twin Sideband) 1. A method of operation in which eech
Sideband corresponds to one or more modulating Signals independent of the modulating sgnag(s) for
the other sdeband. NOTE: In practice, the carrier is either partially or wholly suppressed.

I ndependent Sideband Transmission (Twin Sideband) 2. A method op operation in which the two
Sdebands correspond to two independent modulating signals.

Indicator, Callective Routing. A group of letters which identifies dl communication gations of a
Service message relay network, al communications of a Service relay network in a specific
geographica area, or dl minor relay and tributary stations of amgjor relay station.

Indicator, End of Message (EOM) NNNN. Anindicator used to terminate atransmisson in
message relay systems.

Indicator, Routing (RI). A group of letters assigned to identify a station within amessage relay
network to facilitate routing of traffic. It indicates the status of the station and may indicate its
geographical area. Routing indicators are composed in accordance with the Routing Indicator Plan
described in the ACP 121 series.

Indicator, Start-of-M essage (SOM) ZCZC. Anindicator employed to activate automatic message
switching equipment. It is required on messages passing into or through autometic systems to indicate
the start of the message.

Indirect CRL (iCRL). A revocation list thet at least contains revocation information and certificates
issued by authorities other than that which issued this CRL.

Indirect Mode. Indirect mode is the operation or use of individud transmitters of a navigationd
system as radio beacons rather than as part of the system. See direct mode.

Information Assurance (I1A). The gpplication of security measures to protect information processed,
stored or transmitted in communication, information and eectronic systems by ensuring their availability,
integrity, authentication, confidentiaity and nontrepudiation. Thisincludes providing for restoretion of
CIS by incorporating protection, detection and reaction capabilities. (CCEB)
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Information bit. A data bit, as opposed to an overhead hit.

Information Environment. The aggregate of individuas, organisations or systems that collect,
process or disseminate information. It also includes the information itsdf. (AU)

Information Operations 1. Actions taken to defend and enhance on€' s own information and CIS
and to affect adversary information and CIS. (AU)

Information Operations 2. Continuous military operations within the military information
environment that enable, enhance, and protect the commander's decision-action cycle and misson
executive to achieve an information advantage across the full range of military operations. They include
interacting within the Globa Information Environment and exploiting or attacking an adversary's
information and decison system. (CA)

Information Processing System. See Data Processing System.

Information Security, INFOSEC). A generic term covering the following aspects of security: (a)
Personnd security. (b) Physica security. (€) Radiation security. (d) Transmission security. (€)
Crypto security. (f) Computer security.

Information System. Assembly of equipment, methods of procedures and, if necessary, personne
organized so as to accomplish specific information processing requirements.

Infra-Red. Invisud communications. Transmission of sgnds by light outsde the visud spectrum.
This method necessitates the use of specia equipment and affords greater security than normd visud
means.

Instrument Landing System (ILS). A system of radio navigation, intended to assst aircraft in
landing, which provideslaterd and vertica guidance, including indications of distance from the optimum
point of landing.

Integrated Communications Systems.  Communications systems which are designed and indaled to
provide part or dl of the communications requirements of two or more member Nations.

Integrity 1. Inmessaging, the assurance that a message or other data has not been atered or
destroyed in an unauthorized manner while in the messaging system.

Integrity 2. Theaccuracy and completeness of information and assats and the authenticity of
transactions. See aso data integrity and system integrity.

Intel. A semiconductor (chip) manufacturer, one of the sponsors of Ethernet.

2-86
UNCLASSIFIED



UNCLASSIFIED
ACP 167(1)
Intelligence, intelligent. A term for equipment (or a system or network) which has a built-in
processing power (often furnished by a microprocessor) that alowsit to perform sophisticated tasksin
accordance with itsfirmware.

Intelligent port selector. Same as data PABX.
Intelligent TDM. Same as concentrator.

Intercept Method. A method in which one transmitting station sends to as second gtetion, the latter
obtaining necessary repetitions to ensure correct reception, and repeating back, if so directed by the
first station, or if so prescribed. The messages thus transmitted are addressed to other stations who are
required to copy the transmission, but are not permitted to receipt for messages thus received, or to use
their transmitters for any other purpose directly in connection with these transmissions.

I ntercept Posts. Term currently used to denote the activities of intercepting, and recording in the field
of communicationsintelligence. Also used to designate the units, stations (centres), and organisations
responsible for (conducting) such activities.

I nter cept Receiver. A recelver designed to detect and provide visual and/or aurd indication of
electromagnetic emissons occurring within the particular portion of the e ectromagnetic spectrum to
which it is tuned.

Interception. Theact of searching for and listening to and/or recording communications and/or
electronic tranamissons for the purpose of obtaining intelligence.

Interchange circuit. Inany interface, acircuit with an associated pin assgnment on the interface
connector that is assgned adata, timing, or control function.

Inter changeability. A condition which exists when two or more items possess such functional and
physical characteristics asto be equivaent in performance and durability and are capable of being
exchanged one for the other without dteration of the items themsalves or of adjoining items, except for
adjustment and without selection for fit and performance. See dso Compatibility.

Interface 1. A shared boundary between two functiona units defined by common physica
interconnection characteristics, sgnd characteristics and functiond characterigtics of the interchange
circuits.

Interface 2. Theequipment which provides this shared boundary.
Interference, Accepted. Interference at a higher leve than that defined as permissible interference

and which has been agreed upon between two or more administrations without prejudice or other
adminigtrations.
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I nterference, Harmful. Interference which endangers the functioning of aradio navigation service or
of other safety services or serioudy degrades, obstructs or repeatedly interrupts aradio communication
service operating in accordance with the current ITU Radio Regulations.

Interference, Permissible. Observed or predicted interference which complies with quantitative
interference and sharing criteria contained in these Regulations or in CCIR Recommendations or in
gpecid agreements as provided for in the current ITU Radio Regulations.

Interference. The effect of unwanted energy due to one or acombination of emissons, radiation’s, or
induction’s upon receipt in aradio communication system, manifested by any performance degradetion,
misinterpretation, or 10ss of information which could be extracted in the abosence of such unwanted
energy.

International Civil Aviation Organisation (ICAO). Aninternationa organisation established to
provide standardised flight rules and regulations on a worldwide basis.

I nternational Teecommunication Union (ITU). The telecommunications agency of the United
Nations, established to provide standardised communications procedures and practices, including
frequency dlocation and radio regulations, on aworldwide basis. 1TU-T was created on 1 Mar 1993,
replacing the former Internationa Telegraph and Teephone Consultative Committee (CCITT) whose
origins go back to 1865. The public and the private sectors cooperate within ITU-T for the
development of standards that benefit telecommunication users worldwide. See aso CCIR and
CCITT.

Internet Protocol (IP). Standard that alows dissmilar hosts to connect to each other through the
[ nternet.

Internetwork router. (InLAN technology) A device used for communications between sub-
networks; only messages for the corrected sub-network are transmitted by thisdevice. Internet routers
function at the network layer of the OSI moddl.

Interoperability. The ability of systems, units or forces to provide services to and accept services
from other systems, units or forces and to use the services so exchanged to enable them to operate
effectively together.

Inter phone/lntercom. A telephone apparatus by means of which personnd can talk to each other
within an arcraft, tark, ship or activity.

Interrogator. A pulsetranamitter used exclusvely for exciting a trangoonder.
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lon Motor. A propulsion system applicable to satdlites in which charged particles are accel erated
eectricdly, providing thrust

lonosphere. The part of the earth's outer amosphere where free eectrons arising from ionization are
normally present in quantities sufficient to modify the propagation characteristics of radio waves
traverang it. Note: For purposes of reference the ionosphere is divided into three regions, designated
by letters D, E and F whose boundaries are approximately spherica and concentric with the surface of
the earth.

lonospheric Prediction 1. A forecadt, often in chart form, of ionospheric conditions relevant to
communication service.

lonospheric Prediction 2. The forecasting of ionospheric conditions and the preparation of radio
propagation data derived there from.

IRON - Inter-Range Orbit Number. Allocated to each object launched by the US space and
missle agencies

| SDN, integrated servicesdigital network. A CCITT standard, currently under development, that
will cover awide range of data communications issues but primarily the tota integration of voice and
data. Already having mgor effects on exchange and multiplexor design.

| SO, International Standards Organisation. An internaiona and voluntary standards organisation,
closdly digned with CCITT; its OSl model iswiddy quoted, and its OSl communications protocols are
widely accepted. Membership includes standards organisations from participating nations (ANS! isthe
USA representative).

| sochrone Determination. Radiolocation in which a postion line is determined by the differencein
the tranamit times of sgnals dong two paths.

Isochrone. A line (on amap or chart) joining points associated with a congtant time differencein
reception of radio Sgnals.

I sochronous. A form of datatransmission in which individua characters are only separated by a
whole number of bit-length intervals. Contrast with asynchronous transmission in which the characters
may be separated by random length intervals.

| SU, integrated service unit. A single device that combines the functions of both a CSU and a DSU.

IT, Information Technology. A catch-dl term used to describe the techniques used for the
automeation of information handling and retrieva, including computing, telecommunications and office
sysems.
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ITI, interactiveterminal interface. (In packet-switched networks) A PAD that supports network
access by asynchronous terminals.
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J

Jabber, jabbering. (InLAN technology) Continuoudy sending random data (garbage); normaly
used to describe the action of a station (whose circuitry or logic has failed) that locks up the network
with its incessant transmission.

Jammer Area Coverage. The ground or seaarea over which an eectronic jammer is capable of
producing ajamming signd of effective strength.

Jammer Steerage. Any action taken to ensure the dignment of jamming transmissions accuratdy and
promptly onto sdlected enemy sgnds.

Jammer. A tranamitter designed specificaly to prevent or reduce the enemy’s effective use of the
€lectromagnetic spectrum.

Jamming-to-Signal. (J/S) Ratio. Theratio, a adesignated point in gpace or in the circuits of an
electronic system, of jamming power to asgnd power.

Jamming. The ddiberate radiation of own, re-radiation or reflection of enemy's dectromagnetic
energy with the object to prevent or reduce the use of €ectromagnetic devices or systems by the enemy.

Jitter. Short term variations of the Sgnificant ingtants of adigital sgna from their ided postionsin
time.

Joint Operations Centre (JOC). A jointly manned facility of ajoint force commander's heedquarters
established for planning, monitoring and guiding the execution of the commander's decisions.

JOTS, Joint Operational Tactical System. Designed to support Maritime Command, Control and
intelligence requirements. Can read and display any OTH Gold formatted messages and Link 14 data.

JTIDS, Joint Tactical Information Distribution System. An advanced radio system which
provides information distribution position location and identification capabilities in an integrated form for
gpplication to military tactical operations.

Julian Filing Time (JFT). A 7 figure number comprisng of the Julian dete and the time (2) that the
subject message was accepted for transmission by the Commcen.
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Junction Stages. A junction stage represents a characteristic point in the eectrical layout of asystem,
accessible from the point of view of interconnection to asimilar point in another system: Examples: ()
Stage of voice frequency channels. (b) Intermediate frequency stage.
(c) Stage of groups of channds (primary group or secondary group, etc.). (d) Radio frequency stage.

Jugtifiable Digit Time Slot. A digit time dot that may contain ether an information concerning the
datus of the judtifiable digit time dots.

Justification. A process of changing the rate of adigitd Sgnd in a controlled manner so thet it can
accord with arate different from its own inherent rate, usudly without loss of information.

Justifying Digit. A digit inserted in adigit time dot when that time dot does not contain an informeation
digit.
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K

kbps. 103 hits per second (bps).

Key agreement. A method for negotiating akey vaue on-line without transferring the key, eveninan
encrypted form.

KSR, keyboard send/receive. A combination teleprinter transmitter and receiver with transmisson
capability from the keyboard only. Compare with ASR and RO.
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L
L-Band. The range of frequencies extending from 0.39GHz to 1.55GHz
LAD (Local AreaData) Channel. Same as Bdll 43401 circuit.
LAN, local area network. A datacommunications network confined to a limited geographic area
(up to 6 miles or about 10 kilometers) with moderate to high data rates (100 kbpsto 100 Mbps). The
area served may congst of asingle building, a cluster of building, or acampus-type arrangement. Itis
owned by its user, includes some type or switching technology, and does not use common carrier
circuits - dthough it may have gateways or bridges to other public or private networks.

Landline. A generd term gpplied to metallic conductors used for conveyance of intelligence.

Language Media Format (LMF). Congds of two apha characters which define the input media
and the preferred output media.

LAP, LineAccessProcedure. (In packet-switched networks) Superseded by LAPB.

LAPB, LineAccessProcedure, Balanced. (InX25 packet-switched networks) A link
initidization procedure which establishes and maintains communications between the DTE and DCE;
LAPB involvesthe T1 timer and N2 count parameters. All PDNs now support LAPB.

LATA, Local Accessand Transport Area. One of 161 USA geographica subdivisions used to
define loca (as opposed to long distance) telephone service.

Lateral Communications. Communications between adjacent (on left and/or right)
commands/units/formations, normally of equivaent level of command.

Layer 1. Oneof thedivisonsof the OS modd.
Layer 2. Oneof thedivisons of SNA and other communications protocols.

Leased line. A tedephone line reserved for the exclusive use of aleasing customer without inter-
exchange switching arrangements. A leased line may be point-to-point or multipoint.

LED, light-emitting diode. Semiconductor device, much more reliable than an incandescent lamp,
used for atus digplay purposes in eectronic equipment.

Level 1. Magnitude, asin sgnd leve or power leve.
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Level 2. Used asasynonym for layer.

LF, linefeed. An ASCII or EBCDIC control character used to move to the next line on a printer or
digolay termindl.

Light Warning Set (LWS). A mabile lightweght radar early warning gpparatus used in air reporting.
Limited disancemode. Seelinedriver.

Limited Probability of Exploitation (LPE). All those measures and techniques, both operationa
and technicd, that may be used to redtrict the unauthorized exploitation of acoustic and e ectromagnetic
radiation’s.

Limited probability of Intercept (LPI). All those measures and techniques, both operationa and
technicd, that may be used to redtrict the unauthorized intercept of own acoustic and electromagnetic
radiation’s.

Limited Range of intercept (LRI). All those measures and techniques, both operationa and
technica, that may be used to redtrict the range a which unauthorized intercept may be made of own
acousdtic and electromagnetic radiation’s

Limiter. Any device which sets (or tends to set) some boundary vaue or value upon asignd. In
particular, aLimiter may be adevice which, for varying inputs below a certain indantaneous vaue gives
aproportional output, but, for inputs whose instantaneous amplitude is higher than a predetermined
value, gives a constant peaks outpuit.

Limiting (Hard). Hard Limiting isalimiting action with negligible variation in output in the range
where the output islimited. Normad TWTsare hard limiting when driven into saturation

Linediscipline. Archaic term for communications protocol.

Linedriver. A dgnd converter which conditions the digitd signd tranamitted by an RS-232 interface
to ensure reliable transmission beyond the 50-foot RS-232 limit and often up to severd miles; itisa
baseband transmission device. Also seeloca dataset.

Lineof Sight (LOS). Incommunications, adirect propagation path that does not go below the radio
horizon.

Lineturnaround. Thereversd of transmisson direction on a haf-duplex circuit.

Linearity. The property of atransmisson medium or of an item of equipment that dlowsit to carry
sgnds without introducing ditortion.
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Link. A tdecommunication facility with specified characteristics between two points.
Note: (1) Thetype of transmisson path or capacity is normaly indicated.
(2) Synonymous with Transmission peth.

Link. Communications circuit or trangmisson path connecting 2 points.

Link Budget. The power budget of a given communication channel which engbles the received sgna
of qudity to be evaluated controlled by AMPS

Listening Watch (Radio Communication). A continuous receiver watch established for the
reception of traffic addressed to, or of interest to, the unit monitoring the watch, with complete log
optiona. See Guard (Radio Communication).

LNA - Low Noise Amplifier. Anamplifier whose primary characteridtic is the ability to output ahigh
sgnd-to-noise ratio, thus low noise temperature contribution to a receiver

Loaded line, loading coils. A tdephone line equipped with cails (caled loading coils) which
minimize voice-frequency amplitude distortion by restoring the response at the higher frequencies with
the voice bandwidth. Not generdly suitable for line driver or loca dataset applications.

L obe Switching. See Beam Lobe Switching.

L ocal analogue loopback. An anaogue loopback test that forms the loop at the line Sde (andogue
output) of the loca modem.

Local attachment. (In1BM environments) The connection of a peripheral device or control unit
directly to ahost channd.

L ocal channel loopback. A channd loopback test that forms the loop at the output (composite Sde)
of the local multiplexor.

Local dataset. A sgnd converter which conditions the digital Sgnd transmitted by a RS-232 interface
to ensure rdliable transmission over a dc continuous metalic circuit without interfering with adjacent
parsin the same telephone cable. Normally conformswith Bell 43401. Also erroneoudly cdled
baseband modem, limited distance modem, local modem, or short-haul modem; dso seeline driver.

L ocal digital loopback. A digita loopback test that formsthe loop at the DTE sde (digitd input) of
the loca modem.

L ocal exchange, local central office. The exchange or centra office in which the subscriber’ slines
terminate.
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Local line, local loop. A channel connecting the subscriber’ s equipment to the line terminating
equipment in the centrd office, usudly ametalic circuit (either 2-wire or 4-wire).

Local Loop. A dircuit connecting an end instrument to a switching facility or distribution point.

L ocalizer Beacon. Inaviation. A directiond radio beacon, associated with the insrument landing
system, which provides an aircraft, during gpproach and landing, with an indication of itslatera position
relative to the runway in use. Note: When abeacon having asmilar function is used as part of the
standard beam approach system (SBA) it is called an Approach Beacon.

Log, Operator’s. A chronologica record of events relating to the operation of a particular circuit.

Log, Station. A chronologica record of gation eventsi.e. entries relating to message handling,
equipment difficulties, personnd etc.

L ogarithmic Receiver. A specid type of recaiver having alarge dynamic range of automatic gain
control which gives congderable protection againg receiver saturation by strong jamming or interference
ggnds. Useful againgt weether, clutter, chaff and spot jamming.

Logical channel number. (In packet-switched networks) A number assgned when avirtud cdl is
placed; up to 4095 independent logical channes may exist on asingle link.

Logical channd, logical connection. Seevirtud circuit.

Logical group, logical group number. (In packet-switched networks) Logica channels are divided
into one of 16 logica groups.

Long Lines. Long linesinclude al forms of physica conductors used for communication purposes
such as open wire systems, underground and overhead cables, and submarine cables, but do not include
local circuits. They also may contain radio relay systems when they are integrated with the wire system.

Look-Through. A technique whereby the jamming emisson isinterrupted irregularly for extremdy
short periodsin order to dlow monitoring of the victim signd during jamming operations.

L oop disconnect. A dgndling system used between a subscriber and the local exchange which
transmits the digits of the required telephone number from the calling subscriber to the loca exchange by
making and breaking the loca loop. Now being superseded by MF.

L oopback, loopback test. Type of diagnogtic test in which the tranamitted Sgnd is returned to the
sending device, after passing through al of or aportion of a data communications link or network; this
dlows atechnician (or abuilt-in diagnogtic circuit) to compare the returned sgna with the transmitted
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sggnd. This comparison provides the basis for eva uating the operationa status of the equipment and the
trangmisson paths through which the sgnd travelled.

LOS- Line-of-sight. Alternative term for point-to-point transmission and reception between two
antennae not masked by the earth’s surface

Loud Hailer. Seebull Horr/Loud Haller.

LRC, longitudinal redundancy check. An error detection method in which the BCC conggis of bits
caculated on the basis of odd or even parity for dl the charactersin the transmission block. Thefirgt bit
of the LRC is set to produce an odd (or even) number of first bits that set set to 1 the second through
eighth bits are set amilarly. Also caled horizonta parity check.

LS, large-scaleintegration. A term used to describe a multi- function semiconductor device, such
as amicroprocessor, with a high density (up to 1,000 circuits) of eectronic circuitry contained on a
sngleslicon chip. Seefollowing table for comparison of circuit dengty ranges.

Smal (SS) 210 10 circuits

Medium (MS) 10 to 100 circuits

Large (L) 100 to 1,000 circuits
Vay large (VLS) 1,000 to 10,000 circuits
Ultralarge (ULS) Over 10,000 circuits

Approximate Integration Ranges

LTRS, lettersshift 1. A physca shiftinatermind usng Baudot Code that enables the printing of
aphabetic characters.

LTRS, letters shift 2. The character that causes the shift.
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Mainframe, mainframe computer. A large-scae computer (such asthose made by IBM, Univec,
Control data, Burroughs and others) normaly supplied complete with peripherds and software by a
single large vendor, often with aclosed architecture. Also caled host or CPU. Contrast with
minicomputer.

MAN. A Metropolitan Area Network is a geographically extended high speed LAN designed to
interconnect users within a city or metropolitan area.

Management information System. An information system designed to ad in the performance of
management functions. Note. Thisterm covers operaiond and administrative management systems,
office automation systems and scientific systems.

Manchester encoding. A binary sgndling mechanism that combines data and clock pulses.

Manipulation. The dteration of friendly dectromagnetic emission characterigtics, patterns or
procedures to covey mideading telltale indicators that may be used by hogtile forces.

Manipulative Communication Deception. Regulated insartion of mideading materid into our own
communications channels for the purpose of presenting a fdse traffic picture to the enemy.

Map, Line Route/Route Diagram. A map or overlay for Sgnd communication operations that
shows the actud routes and types of congtruction of wire circuitsin the fid.

M AP, manufacturing automation protocol. (In LAN technology) A tokenpassing bus designed
for factory environments by General Motors, standard |EEE 802.4 is nearly identica to MAP.

Mark (Marking Signal). The signd corresponding to the inactive condition in a teleprinter.
Normdly MARK isthe sgnaling condition which produces a STOP sgnd (ITA No 2).

Mark 1. (Insangle-current telegraph communications) Represents the closed, current-flowing
condiition.

Mark 2. (Indatacommunications) Representsabinary 1; the steedy-state, non-traffic state for
asynchronous transmission.

Mark 3. Theidle condition; contrast with space.

Maskings. The use of additiond tranamittersto hide a particular eectromagnetic radiation as to
location of source and/or purpose of the radiation.
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Master station 1. (In multipoint circuits) The unit which controls/polls the nodes.

Master station 2. (Inpoint-to-point circuits) The unit which controls the dave station.

Master station 3. (InLAN technology) The unit on ataken-passng ring that alows recovery from
error conditions, such aslogt, busy or duplicate tokens, amonitor station.

Mbps. Millions of bits per second (bps).

Meaconing. A system of recelving beacon signals and rebroadcasting them on the same frequency to
confuse navigation. The Meaconing stations cause inaccurate bearings to be obtained by aircraft or
ground gtetions.

Medium. Any materid substance that can be used for the propagation of sgnasin the form of
electrons, modulated radio, light or acoustic waves from one point to another such as optica fibre,
cable, wire, air or free space.

Medium Grade Messaging. A MGM Savice isthe mechanism for exchanging important information
between individuas throughout Defence and its partners, in amanner optimised to meet assurance of
delivery and security. It is differentiated from HGM by its emphasis on the originator accepting
responghility for ensuring delivery having been achieved. (CCEB/NATO)

M essage. All of theinformation thet is sent from an originator to a recipient, including header
informetion, content, any attachments and the envelope information. (UK)

M essage Attachments. Data corresponding to an accepted pre-defined format (file extensgon), which
is carried within amessage. (UK)

M essage Authentication. See Authentication, Message.

Message Centre. An agency charged with the responsibility for acceptance, preparation for
transmission, receipt and delivery of messages.

M essage Envelope. The part of the message carrying the necessary data for the system to route the
message efficiently and securdly. This data could include; an address, precedence and security labels.
(UK)

M essage Header. The part of amessage that contains the protective marking, precedence, the
criticdity and the subject of the message. In addition, it includes the addressees to whom the message is
to be sent. (UK)

Message Heading. The part of amessage containing al components preceding the text.
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Message identification. A combination of letters and figures used to identify a message between
communication centres. It will normally consst of the following components in sequence taken from
format line3: A. Therouting indicator. B. The sation serid number. C. The Julian Fling Time.  eg.
RPDLE 0123 2571215

M essage Switching. A message communications technique in which a complete message is stored
and then forwarded to one or more destinations when the destination(s) are free to receive traffic.

Frequently used in conjunction with telex to automate large telex ingtdlations.

Message Text Handling. Manua or automated administrative actions carried out on a message text
such as identification, distribution, storage and retrieva.

Message Text Processing. Manud or automated exploitation of information in a message text
comprising actions such as correlaion, deduction and associated decison making.

M essage, Book. A book message is one which is destined for two or more addressees and is of
such nature that the originator considers that no addressees need to be informed on any other
addressees. Each addressee must be indicated as action or information.

M essage, Drill. Message intended for training communications personnel.

M essage, Drop. See Drop Message.

M essage, Exercise. Message sent during and relating to training exercises, command post exercises,
tactical exercise and manoeuvres.

M essage, General. Messages which have awide standard distribution are termed Generd
Messages. They are assigned an identifying title and usualy a sequentid serid number.

Message, Misrouted. A message bearing an incorrect routing ingruction.

M essage, Missent. A message which bears the correct routing ingtruction but has been transmitted
to astation other than that indicated.

Message, Multiple Address. A multiple address message is one which is destined for two or more
addressees each of whom isinformed of al addressees. Each addressee must be indicated as action or
informetion.

M essage, Procedure. See Procedure Message.
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Message, Q. A dassfied message rdating to navigationd dangers, navigationd aids, mined areas and
searched or swept channels.
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Message, Service. A brief, concise message between operating or supervisory personnel at
communication/signa centres or relay sations pertaining to any phase of traffic handling, satus of
communication fadilities, circuit conditions or other maiters affecting communication operation.

Message, Single Address. A single address message is one destined for only one addressee.

Message. 1. A complete transmission; used as asynonym for packet, but a message is often made
up of several packets.

Message. 2. Any thought or ideaexpressed briefly in plain or secret language, prepared in aform
suitable for transmisson by any means of communication.

Message. 3. The document containing the information to be transmitted and any reproduction thereof
made in the course of transmission or delivery to the addressee. Also known assignd.

Messaging Grades. See Very High Grade Messaging, High Grade Messaging, Medium Grade
Messaging, Basic Grade Messaging and Public Grade Messaging.

M essaging System. Any system used for the eectronic exchange of ether organizationa or
individua messages.

Metric prefixes. A seriesof terms and their associated abbreviations used in the metric system to
indicate multiples or portions of quantities which can be expressed as positive or negative power of 10.

MF. SeeMultiple frequency sgndling.

MHS, Message Handling System. A genera term for the Application Layer standards being
defined by X.400.

Microcomputer. 1. A desktop (or knee-top) computer; as persona computer. 2. A
MIiCroprocessor system.

Microprocessor. A computer-on-a-chip.

Microwave. A sub-cdassfication of the electromagnetic spectrum. Generaly covers the wavelength
region from VHF to EHF (3 Metersto .3 cm).
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MIDS, Multifunctional Information Distribution System. An advanced information distribution
system, using JTIDS waveform, that provides navigation, communication and identification cgpabilitiesin
an integrated form for gpplication in ar, land, and maritime tactical operations.

Minicall. (In packet-switched networks) The process of sending a datagram.

Minicomputer. A smdl-scae or medium-scale computer (such as those made by DEC, Data
Genera, Hewlett-Packard and others) usually operated with interactive dumb terminas and often having
an open architecture. Also cdled mini for short. Contrast with mainframe computer and micro-
computer.

Minimize. A condition wherein norma message and telephone traffic is dragticaly reduced in order
that messages comected with an actud or smulated emergency shdl not be delayed.

Minimum Discernible Signal (MDS). The lower limit of ussful Sgna input to aradar receiver, as
determined by the Sgnd-to-noise at the output. See Radar Sengtivity.

Minimum Jamming Range, (Cross-over Point). See Burn Through Range.

Minimum Shift Keying (MSK). A derivative of QPSK developed for VLF submarine broadcast;
used to increase the information rate in a given frequency band. See QPSK.
MIPS, millions of instructions per second. One measure of processing power.

M obile Communications Equipment. Communications equipment which isingdled in or ona
vehicle and can be operated while the vehicle isin motion. Some member Nations apply thisterm to
smilarly ingdled equipment which can only be operated while the vehicle(s) iSare Sationary.

Mobile Service. A savice of radio communication between mobile and land stations, or between
mobile gations.

Modem, (modulator - demodulator). A devicethat converts serid digital datafrom atransmitting
termind to asignd suitable for transmisson over ateephone channd and then reconverts the sgnd to
serid digital datafor the receiving terminal. Also called a Data Set (USA).
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Modulation. The processin which the amplitude, frequency or phase of acarrier wave is varied with
time in accordance with the wave form of superimposed intelligence.

Type O.f . Supplementary
Modullatl.on Typeof Transmission Char acteristics Symbols
or Emission

Amplitude Without Modulation NON
Teegraph without the use of a AlA
modulating audio frequency tone (or/off
keying. CW)

Teegraphy by the on-off keying of a DSB full carier A2A

modulating audio frequency tone or (MCW)

tones.

Tone shift telegraphy SSB R2A

Teephony DB full carrier A3E
SSB reduced carrier | R3E
ISB B8E
SSB full carrier H8E
SSB suppressed J3E
carrier

Facamile DSB sngle channd A3C

Tdegraph — multichannd voice SSB reduced carrier | R8B

frequency telegraphy

Cases not covered by the above: a Two independent Sde | BOW

combination of telegrgphy and bands

telephony

Type O.f . Supplementar
Modullat{on Type of Transmission Chr:r)acteristici Symbols
or Emisson

Frequency Teegraph without the use of a F1A
modulating audio frequency (FSK)

Tdegraphy by the keying of a F2A
modulating audio frequency tone or

tones

Tdephony F3E
Facamile F3C

Phase Tdephony G3E
Cases not covered by the above FXX

Pulse Pulsed carrier without information PON
modulation (e RADAR'S)
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| Cases not covered | PXX |
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Modem eiminator, modem emulator. A device used to connect alocd termind and a computer
port in lieu of the pair of modems that they would expect to connect to: Allows DTE-to-DTE dataand
control sgna connections otherwise not easily achieved by standard cables or connectors. Modified
cables (crossover cables) or connectors (adapters) can aso perform this function.

Modified Clear. A message which contains combinations of clear text or cipher codes.

Modulation Factor. Of an amplitude modulated wave, the ratio of the difference between the
maximum and minimum amplitudes of the wave to the sum of these amplitudes. Note. The modulaion
factor isusually expressed as a percentage

Modulation index (in frequency shift modulation). In two-state frequency shift keying, theratio of
the frequency shift in hertz to the modulation rate in baud's.

Module 1. (Hardware) Short for card module.

Module 2. (Software) A program unit or subdivison that performs one or more functions.

Modulo. A term used to express the maximum number of states for a counter; thisterm is used to
describe severa packet-switched network parameters, such as packet number (usually set to modulo 8 -

counted from 0 to 7). When the maximum count is exceeded, the counter is reset to O.

Monitor station. (InLAN technology) On ring networks, the unit responsible for removing damaged
packets and for making sure that the ring isintact.

Monitoring 1. Theact of lisening, carrying out surveillance on, and/or recording the emissons of
one' sown or alied forces for the purpose of maintaining and improving procedura standards and
security, or for reference, as gpplicable. See dso communication security (COMSEC).

Monitoring 2. Theact of ligening, carrying out surveillance on, and/or recording of enemy emissons
for intelligence purposes.

Morse Code. A two-condition telegraph code in which characters are represented by groups of dots
and dashes, these groups being separated by spaces.

Moving Target Indicator (MTI). A radar presentation which shows only targetswhich arein
motion. Signalsfrom dtationary targets are subtracted out of the return sgnd by the output of a suitable
memory circuit.

MPL, multi-schedule privateline. AT&T staiff for avoice-grade leased line.
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MSl, medium-scale integration. A term used to describe a multi-function semiconductor device
with a medium density (up to 100 circuits)or eectronic circuitry contained on asingle silicon chip. (See
table following LS for comparison of circuit dendity ranges).

MTA, Message Transfer Agent. The system responsible for relaying, storage and delivery of
messages in MHS.

MTBF, mean-time-between-failures. A figure of merit for ectronic equipment or systems that
indicates the average duration of periods of fault-free operation. Used in conjunction with MTTR to
derive availability figures.

MTTR, mean-time-to-repair. A figure of merit for eectronic equipment or systems that indicates the
average time required to fix the equipment or system. Used in conjunction with MTBF to derive
avalability figures.

Multicast bit. (In LAN technology) A hit in the Ethernet addressing structure used to indicate a
broadcast message (a message to be sent to al stations).

Multichannel Radio Equipment. A radio equipment designed to provide severa channels of
communicaions Smultaneoudy.

Multifrequency Radio Equipment. A radio equipment capable of operating on any one of a number
of preset carrier frequencies.

Multinational Security Accreditation Board (M SAB). A body authorised jointly by the Nationa
Accreditation Authorities to act on behdf of the codition for endorsing the nationdly accredited
components of combined CIS and gpproving connections of nationa affiliated systems to them.

Multiple frequency signalling (MF). A signdling system used between a subscriber and the local
exchange which tranamits the digits of the required telephone number from the calling subscriber to the
local exchange by sending a dud tone for each digit of the number.

Multiplex, Frequency Divison. Multiplexing in which a separate frequency band is allocated each
tributary channel in the common channd. Abbreviated FDM.

Multiplex. Dedgnating or pertaining to an ingdlation in which a common transmisson channd is
divided into severd separate tributary channels each capable of tranamitting sgnals independently in the
same direction.

Multiplexing, Multiplexors 1. Divison of acomposite Sgna among severd channdls,
concentrators, FDMs and TDMs are different kinds of multiplexors.
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Multiplexing, Multiplexors 2. A devicethat alows the smultaneous use of anumber of channelson
asngledrcuit.

Multipoint Circuit. A circuit which connects terminas & more than two points. Sometimes referred
to asaMULTIDRORP circuit.

Multipoint line, multipoint connection. A sngle communicationsline or arcuit interconnecting
severd dations supporting terminasin severd different locations. Use of thistype of line usudly
requires some kind of polling mechanism, with each termina having a unique address. Also called
multidrop line.

Multipur pose Jammer (MPJ). An dectronic equipment capable of (1) jamming multiple frequencies
throughout a very broad band of frequencies smultaneoudy, or (2) combining two or more jamming
roles, eg barrage plus deception.

Mutual Screening. In Electronic Warfare. The protection of a unit not having ajamming capability
by a unit which does have ajamming capability.

MUX. Informetion for multiplexor.
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N
N connector. A threaded connector for coax; N is named after Paul Nelll. See also BNC and TNC.
N2 count. (In X25 packet-switched networks) Counter for alowable number of retransmisson’s.

Nanotechnology. The technology that relates to the manufacture of microscopic objects, or
developments on the nanometre scale.

NAK, negative acknowledgment 1. (In BSC communications protocol) A control character used
to indicate that the previous transmission block was in error and the receiver is ready to accept
retransmission of the erroneous transmission block; contrast with ACK.

NAK, negative acknowledgment 2. (In multipoint sysems) The not-ready reply to a poll.

National Affiliated System (NAS). System(s) under anation’s control connected to a shared CIS,
but not included init, that process, store or tranamit shared information.

National facilities. (In packet-switched networks) Nonstandard facilities selected for agiven
(nationd) network - which may or may not be found on other networks.

National Information Infrastructure (NI1). Comprises the nationwide telecommunications
networks, computers, databases and e ectronic systems. The NIl includes the Internet, the public
switched networks, public and private networks, cable and wirdess, and satellite telecommunications.
(AUS)

Need-to-Know 1. A criterion used in security procedures that requires the custodians of classfied
information to establish, prior to disclosure, that the intended recipient must have accessto the
informetion to perform hisher officid duties). (AUS)

Need-to-Know 2. A legitimate requirement of a prospective recipient of datato know, to access, or
to possess any sendtive information represented by these data.

Net (Communications). Anorganization of stations cgpable of direct communications on acommon
channd or frequency.

Net Authentication. See Authentication, Net.

Net Call Sign. SeeCal Sign, Net.
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Net Control Station. A dation designated to control traffic and enforce circuit discipline within a
given net.

Net, Directed. A net inwhich no gation other than the net control stations may communicate with any
other station, except for transmission of urgent messages, without first obtaining the permission of the net
control station.

Net, Free. A netinwhich any sation may communicate with any other Sation in the same net without
firgt obtaining permission from the net control station to do so.

Network 1. A number of inter-related circuits.

Network 2. A circuit, or part of acircuit, containing a number of branches, which is consdered asa
unit.

Network 3. A combingtion of eements.
Network 4. An interconnection of computer systems, terminas or data communications facilities.

Network facilities. (In a packet-switched network) Standard facilities are divided into essentia
facilities (found on al networks) and additiond facilities (sdected for a given network but which may or
may not be selected for other networks).

Network layer. Thethird layer inthe OSI modd; responsible for addressing and routing between
subnetworks.

Network Security. The protection of networks and their services from unauthorized modifications,
destruction, or disclosure, providing an assurance that the network performsits critical functions
correctly and there are no harmful side-effects (CA).

Network, Teletypewriter. A network of interconnected teletypewriter stations serving a Command,
Service or Nation.

Neutral current loop. Sameassngle-current version of current loop; in double-current version, the
no-current condition isillegd and indicates a sysem failure.

Nibble. Thefirst or lagt half of an 8-bit byte.

Nickname. Two short separate words which may be formaly or informaly assigned by an
appropriate authority to an event, project, activity, placename, topographical feature, or item of
equipment for convenience of reference but not for the security of information.
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Night Effect. An effect mainly caused by variations in the Sate of polarization of reflected waves,
which sometimes result in errorsin DF bearings. The effect in most frequent at nightfall.
NILE, Nato Approved Link 11.

Nil Return/No Change Report. Terminology used, particularly in respect of status reports, to
indicate that there has been no ateration.

nm Nanometre (10°m). A metric messure of length used for measuring the wavelengths of visble
light, gamma rays and ultraviolet radiation.

Node. 1. (Ingenerd) A point of interconnection to a network.

Node. 2. (In multipoint networks) A unit that is polled.

Node. 3. (InLAN technology) A unit on aring; often used as a synonym for ation.

Node. 4. (In packet-switched networks) One of the switches forming the network’ s backbone.

Noise. Random dectrica signds, generated by circuit components or by natura disturbances, that
corrupt the data by introducing errors.

Noise Jamming. Electronic jamming in which the carrier wave is modulated by noise, or in which
noise at the desired output frequencies is amplified and radiated without a carrier.

Noise Level. Thenoise power density spectrum in the frequency range of interest.
Noise Modulation. The process of using random noise to modulate a carrier frequency.

Noise Power Density. The noise power per unit bandwidth. The product of Boltzmann’s congtant
and system noise temperature.

Noise Temperature, Equivalent Satellite Link. The noise temperature referred to the output of the
receiving antenna of the earth station corresponding to the radio frequency noise power which produces
the total observed noise at the output of the satdllite link excluding noise due to interference coming from
satellite links using other satdllites and from terrestrid systems.

Non-Orthogonal. An antenna support structure drive method whereby the two axis of rotation are
not at right angles, i.e. any changesin eevation bearing results in compensatory movement in the azimuth
and elevdion axis
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Non-persistent. (InLAN technology) A term used to describea CSMA LAN in which the gtations
involved in a collison do noat try to retranamit immediately - even if the network is quiet. Compare with
persstent and p-persistent.

Non-repudiation. The ahility to prove the identity of the sender and receiver of an eectronic
transmission, as well asto verify the transmission and receipt of the message, so that the parties cannot
clam not to have sent or recelved the transmission. Digital Sgnatures are the current nonrepudiation
technique of choice for the CCEB.

Nonvolatile. A term used to describe a data storage device (memory) that retains its contents when
power islost.

NOT, Node Organisation Table.

NOTAM (Noticeto Airmen). A notice, containing information concerning the establishment,
condition or change in any aeronautica facility, service, procedures or hazard. The timely knowledge of
which is essentid to personnd concerned with flight operations.

NRZI, non-return to zeroinverted. (In SDLC) A binary encoding technique in which achangein
state represents abinary 0 and no change in sate represents abinary 1. Also known as invert-on-zero
coding.

NTN, network terminal number. Number identifying the logical location of a DTE connected to a
network; the NTN may contain a sub-address used by the DTE rather than by the network to identify
equipment or circuits attached to it. The NTN can be up to 10 digitslong.

NUI, network user identification. (In X25 packet-switched networks) A combination of the
network user’s address and the corresponding password; replaces the NTN in newer networks.

Null character. A character (with dl bits set to mark) used to alow time for a printer’s mechanica
actions, such asreturn of carriage and for feeding, so that the printer will be ready to print the next data
character. Same asidle character.

Null modem. Same as modem dimingtor.

Number Tab (Message Relay). A sequentia channel number perforated on tape.

Number, Open (Message Relay). A channd serid for which atransmission bearing a corresponding
number has not been received.
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Number, Originator's Reference. The number assigned to a message by an originator to provide a
means of reference.

Number, Station Serial. A message reference number assigned within a Communication/Signa
Centre. 1t will normdly consst only of a number alotted in sequence. However, in those indances
where station serid numbers are dlotted at more than one position, as prescribed by in-gtation
procedure, asingle letter designator follows each number eg 107A, 119B.
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o

1-persistent. (InLAN technology) See persistent.

Object method. An action that can be invoked on aresource (eg afile sysem may have read, write
and execute object methods).

Octal. A digitd sysem with 8 gates, O through 7.
Octet. (In packet-switched networks) A grouping of 8 bits, smilar but not identical to byte.

Off hook. (Intelephone environment) Activated; by extension, amodem automaticaly answering a
cdl on the did network issaid to go "off hook™.

Off-Line Cipher. A method of operation in which the processes of encryption and transmission (or
reception and decryption) are performed in separate steps rather than automaticaly and smultaneoudly.

Off-Line Operation (Cryptographic). Encryption and decryption performed as a sef- contained
operation distinct from the transmission of the encrypted text, as by hand or by equipment not
eectricaly connected to asingle line.

Office automation. A term used to describe the process of making wide use of the latest data
processing and data communications technology - eectronic mail, work processing, file and peripherd
sharing and dectronic publishing - in the office environment, usudly involving the inddlation of LAN.

Orbit. The path described by the centre of mass of a satellite or other
object in pace, relative to a specific frame of reference, eg the centre of the Earth

Organisational Message. A message sent on behaf of an organisation, in the name of that
organisation, that establishes alegd commitment under military law. It has been released in accordance
with the policies of the originating nation (eg military orders). Individuas may send organisationd
messages to other individuas on behaf of their respective organisations. (UK)

Omnirange. A radio aid to ar navigation which creates an infinite number of pathsin space throughout
360 degrees of azimuth.

On hook. (Intelephone environment) Deectivated; by extenson, amodem not in useissaid to be"on
hook". Contrast with off hook.
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On-line computer. A computer used for on-line processng.

On-line processing. A method of processing datain which detaiin input directly from its point of
origin and output directly to its point of use.

On-Line. A method of transmission by which sgnds from telecommunications equipment are passed
direct to a channd/circuit to operate automaticaly, compatible equipment at one or more distant Sations
(The term must be qualified by the addition of a sdf-explanatory word or words eg TOP SECRET on-
line cipher operation, ontline cipher, ortline data processing €tc.,).

One-way fuction. A (mathematicd) function f which is easy to compute, but witch for agenerd vaue
y inthe range, it is computationdly difficult to fined a vaue x in the domain such that f(x)=y. There may
be afew vaduesy for which finding x is not computationdly difficult.

One-Way Operation. One-way operation refers to communications between two pointsin one
direction only. Note. Thisis preferred to the term Half- Duplex Operation, which has various

interpretations.

Open architecture. An architecture that is compatible with hardware and software from any of many
vendors. Contrast with closed architecture.

Operations Security (OPSEC). A process of identifying critical information and subsequently
andyzing friendly actions attendant to military operations and other activities to:

a Identify those actions that can be observed by adversary intelligence systems.

b. Determine indicators hodtile intelligence systems might obtain that could be interpreted
or pieced together to derive critical information in time to be useful to adversaries.

C. Select and execute measures that eiminate or reduce to an acceptable leve the
vulnerahilities of friendly actions to adversary exploitation. (DOD)

Operating Signal. A three-letter group used as necessary in connection with operations or
communications to convey orders, ingtructions, requests, reports and information to facilitate
communications,

Optical fibre. One of the glass strands - each of which is an independent circuit - in afibre optic
cable.

Order Wire. See Circuit, Enginesring.
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Originator. The command by whose authority amessage is sent. The originator is responsible for the
functions of the drafter and rleasing officer.

Oscillator. A device which produces an ectrica sgnd of relatively congtant frequency and
amplitude.

Oscilloscope.  Aningrument for showing, visudly, graphica representations of the waveforms
encountered in electrical circuits.

OSl modd, Open Systems Interconnection modd. A 7-layer hierarchica reference structure
developed by the SO for defining, specifying and relating communications protocols; not a standard nor
aprotocol; short for Internationa Standard Reference Model of Open Systems Inter-connection.

Overhead bit. A non-data bit used in addressing, control, error detection, error control, or
synchronization. Contrast with information bit.

Oversampling. A TDM technique where each hit from each channd is sampled more than once.

Overspeed. Condition in which the transmitting device runs dightly faster than the data presented for
transmission; overspeeds of 0.1% for modems and 0.5% for data PABXs are typical.
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P

P-persistent. (InLAN technology) A term used to describe a CSMA LAN in which the Sations
involved in acalligon try to retranamit dmost immediately - with a probability p. Compare with non
persistent and persistent.

PABX, private automatic branch exchange. A user-owned, automatic telephone exchange;
specific types of PABXsinclude data PABXs and voice/data PABXSs.

Packet header. (In packet-switched networks) Thefirst 3 octets of an X25 packet.

Packet typeidentifier. (In X25 packet-switched networks) Thethird octet in the packet header that
identifies the packet’ s function and, if gpplicable, its sequence number.

Packet-switched network. A data communications network that transmits packets. Packets from
different sources are interleaved and sent to their destination over virtua circuits. The term includes
PDNs and cable-based LANS.

Packet. A group of hits- including information bits and overhead bits - transmitted as a complete
package on a packet-switched network. Usudly smdler than atransmisson block. Often cdled a

message.
PAD, packet assembler/disassembler. (Inan X25 packet-switched network) A device used to

interface non- X 25 devices to an X25 network; it may be synchronous or asynchronous, single or
multiple channd.

Panel 1. Invisud sgndling systems. Specidly shaped and/or coloured cloth or other material
displayed in accordance with a prearranged code to convey messages. Also see Code.

Pandl 2. A sub-divison of the jack fidd of a switchboard section.

Panel 3. A plate or dab upon which gpparatus, controls and/or measuring ;insruments are mounted.
Panel 4. A group of gpparatus assembled and wired on amounting plate.

Panoramic Indicator. Auxiliary equipment, used with areceiver, which presents avisud indication of

al sgnds contained within the frequency coverage of the associated receiver. See also Adapter,
Panoramic.
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Panoramic Receiver. A recever of very wide frequency coverage with integra or auxiliary
panoramic indicator.

Parabolic Antenna. An antenna provided with areflector having the characteridtic that radio
frequency waves emitted from afocd point will be reflected into space dong parale paths thus cresting
anarrow beam.

Parallel transmission. A technique that sends each bit Smultaneoudy over a separate ling; normaly
used to send data a byte (8 bits over 8 lines) a atime to a high-speed printer or other locally attached
peripheral. Contrast with serid transmission.

Parity bit. Thebit whichissetto 1 or 0 in acharacter to ensure that the total number of 1 bitsin the
datafield iseven or odd. Or may be fixed at 1 (mark parity), fixed at O (Space parity), or ignored (no

parity).

Parity, parity check. Addition of overhead bitsto ensure that the total number of 1sin agrouping of
bitsis either dways even for parity or ways odd for odd parity. This permits detection of single errors.
It may be applied to characters, transmission blocks or any convenient bit grouping.

Passive Detection. In Electronic Warfare. The process of detecting an electromagnetic emitter by
using the energy emitted.

Pathfinders. In Communications-Electronics. A radar device used for navigating or homing to an
object when vishility precludes accurate visua navigation.

PAX, Physical Address Extension.

PBX, private branch exchange. A manud, user-owned telephone exchange. Sometimesused ina
generd sense to include both PBXs and PABXs.

PCM, plug-compatible machine. Term used to describe a device which can be directly substituted
for an origind manufacturer’ s device, the PCM device is usudly an improvement over the origind
device - less expensve, more fully featured, or both.

PCM, pulse code modulation. A modulation technique used to convert andogue voice Sgnasinto
digita form. Used for voice multiplexing on T1 circuits and megastream services.

PDN, packet data network. Often used to mean packet-switched network (but see entry below).

PDN, public data network. A network established and operated by a PTT, common carrier, or
private operating company for the specific purpose of providing data communications services to the
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public. May be a packet-switched network or a digital network such as DDS or BT’ s Public Data
Network - PDN.

Pennants, Numeral. Pennants used in visua communications to represent the numbers O through 9.
Perigee. Theleast digtant point from the centre of the earth to an orbit around it.

Permanent Echo. Any dense and fixed radar return caused by reflection of energy from the earth's
surface. Digtinguished from "Ground Clutter” by being from definable locations rather than large aress.

Permutation Table. A table designed for the systematic construction of code groups. It may aso be
used to correct garblesin groups of code text.

Persistent. (InLAN technology) A term used to describea CSMA LAN in which the Sations
involved in acalligon try to retranamit dmost immediately; p-persistent where p=1 (hence, aso caled
1-persistent). See non-persstent.

Personal computer. A microcomputer with an end user-oriented application program (used by data
processing professionas and non-professonas dike) for an assortment of functions.

Personnd Security. The application of security measures, in order to ensure that dl personne who
have access to information have the required need-to-know and have the appropriate security
clearance. (NATO)

Personal Sign. Signs composed of one or more letters (normaly initiads) used when endorsing station
records and messages to indicate individua responghbility of operating and supervisor personnel.

Phase modulation. One of 3 basic ways (see dso AM and FM) to add information to a sne wave
sgnd; The phase of the She wave, or carrier, is modified in accordance with the information to be
trangmitted. With only discrete changes in phase, this technique is known as phase shift keying (PSK).

Phase Modulation. See Modulation.

Phase Shift Keying. Angle modulation in which each sgnificant condition in amodulaing discrete
sgnd is represented by a specified phase of a periodic snusoida oscillation. Abbreviated PSK.

Phased Array. Anaray of dipolesin which the phase of the signd feeding each dipoleisvaried in
such away that antenna beams can be formed and scanned very rapidly in azimuth and devation
without requiring physical movement of the antenna. See Antenna Array.
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Physical layer. Thelowes (first) layer inthe OS modd; respongble for the physica sgndling,
including the connectors, timing, voltages and other related matters.
Physical Security. That component of security which results from al physica measures necessary to
safeguard classified equipment, materiad and documents from access thereto or observation thereof by
unauthorized persons.
Pm, Picometre (10™m). A metric measure of length used for measuring atomic scale distances.

Pilot (Message Relay). Ingructions gopearing in message format line 1 rdlive to the tranamission
or handling of the message.

Plain Language (Plain Text). Text or language which conveys an intdligible meaning in the language
in which it is written with no hidden meaning; the intdligible text underlying encrypted text.

Plain Language Address (PLA). See Signal Message Address (SMA).
Plain Operation. The use of acircuit/channd without on-line cipher equipment.
Plain Text. SeePan Language (Plain Text).

Plaindress. A type of message in which the originator and addressee designations are indicated
externdly of the text.

Point-to-point connection. Seelink.
Point-to-Point. A circuit which connects terminas & two (and only two) points.
Polar transmission. See bipolar transmisson.

Polarization Diversity. Theuse or avalability of various polarization’s such as horizontd, verticd,
cross, circular or dliptical ether smultaneoudy or Sngly.

Polarization. The direction of the eectrica fiedld component of radiated energy.

Polarized Wave, L eft-Hand (Anti-clockwise). Andlipticaly or circularly-polarized wave, in which
the eectric field vector, observed in any fixed plane, norma to the direction of propagation, when
looking in the direction of the propagation, rotates with time in aleft-hand or anti-clockwise direction.

Polarized Wave, Right-Hand (Clockwise). Andlipticaly or drcularly-polarized wave, in which the
electric field vector, observed in any fixed plane, normal to the direction of propagation, whilst looking in
the direction of propagation, rotates with time in the right-hand or clockwise direction.
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Policy mapping  Recognising that, when a CA in one domain certifiesa CA in another domain, a
particular certificate policy in the second domain may be considered by the authority of the first domain
to be equivaent (but not necessarily identical in al respects) to a particular certificate policy in thefirg
domain.

Poll, palling. A means of controlling terminals on amultipoint line. The computer, acting as the master
dation, sends amessage to each termind in turn saying, “Termina A: Have you anything to send?” If
nat, “Termind B: Have you anything to send?’ and so on. Each such messageis caled apoll.

Port concentrator, port concentration. A devicethat alows severa terminalsto shareasingle
computer port; aconcentrator link in which the port concentrator smplifies the software demultiplexing
used in lieu of the demultiplexing normaly performed by the computer- Site concentrator.

Port selector. Seedata PABX.

Port. A computer interface cgpable of ataching to a modem for communicating with aremote
termind.

Position Line Determination. See Radio Podgtion Line Determination.

Positive Control. Inair traffic control within NATO, a method of regulation of al identified air traffic
within adesignated air space, conducted with dectronic means by an air traffic control agency having
the authority and responghility therein.

POTS, plain old telephone service. A reference to the basic service provided by the public
telephone network without any added facilities such as conditioning.

Power (of Radio Transmitter). When not otherwise specified the definition of Pesk Power of a
radio transmitter shal be used.

Power Balancing. The adjustment of individua transmitter EIRP levels to achieve optimum reception
at al addressee earth and distant stations. Controlled by AMPS.

Power, Carrier. Of aradio transmitter, the average power supplied to the aerid transmission line or
specified artificid load by atransmitter during one radio frequency cycle under conditions of no
modulation. For each class of emisson the condition of no modulation should be specified.

Power, Effective Radiated (ERP) (in a given direction). The product of the power supplied to the
antennaand its gain reative to a haf-wave dipole in a given direction.
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Power, Effective Monopole Radiated (EMRP) (in a given direction). The product of the power
supplied to the antennaand its gain relative to a short vertica antennain a given direction.

Power, Equivalent Isotropically Radiated (EIRP). The product of the power supplied to the
antenna and the antenna gain and given direction to an isotropic antenna (absolute or isotropic gain).

Power, Mean (of aradio transmitter). The average power supplied to the antenna transmission line
by atrangmitter during an interva of time sufficiently long compared with the lowest frequency
encountered in the modulation taken under norma operating conditions.

Power, Peak Envelope (of aradio transmitter). The average power supplied to the antenna
trangmission line by atranamitter during one radio frequency cycle at the crest of the modulation

envelope taken under normal operating conditions.

Precedence Designations. Precedence Designations and Definitions are as follows:

Precedence Prosign Definition

Reserved for initid enemy contact messages or operationa

Flesh z combat messages of extreme urgency. Brevity is mandatory
Reserved for very urgent messages relating to Stuations,

Immediate 0] which gravely affect the security of Nationa/Allied forces or
populace.
Reserved for messages concerning the conduct of

Priority P operationsin progress and for other important and urgent

matters when ROUTINE will not suffice.

To be used for dl types of messages which judtify
Routine R transmission by rapid means but are not of sufficient urgency
and importance to require a higher precedence.

Preamble. One of the components contained in the heading of a message whose e ements include the
degree of precedence, the date-time group and message ingructions.

Precedence, Dual. Message containing two precedence designations, the higher onefor dl action
addressees and the lower one for al information addressees.

Precedence. A degtination assgned to a message by the originator to indicate to communication
personnd the relaive order of handling and to the addressee the order in which the messageisto be
noted.

2-123
UNCLASSIFIED



UNCLASSIFIED
ACP 167(1)
Prefix. One of the components contained in the heading of a message whaose e ements may include the
accounting information, group count and SVC.

Premises network. Same as cable system.

Premodulation. Premodulation is the combination of multiplex channd signds prior to the modulation
of the carrier.

Presentation layer. Thesixth layer in the OS modd; responsible for format and code conversion.
Prime Contractor. See Control PTT (or Prime Contractor).

Printer converter. A coaxid converter that allows an asynchronous printer to emulate an IBM 3287
printer.

Priority. See Precedence Designations.

Privacy. Therightsof individuadsto control or influence what information related to them may be
collected and stored, and by whom and to whom that information may be disclosed. (NATO)

Private Key. A cryptographic key used in adud key system, uniquely associated with an entity and
not made public; it is used to generate a digitd Sgnature. Thiskey is linked mathematicaly with a
corresponding public key.

Privateline. Sameasleased line.

Privilege. An attribute or property assigned to an entity by an authority

Privilege asserter. A privilege holder is usng the attribute certificate or public-key certificate to
assart privilege.

Privilege Management Infrastructure (PMI). Theinfrastructure, able to support the management
of privileges, in support of a comprehensve authorization service and in rdaionship with aPublic Key
Infrastructure.

Privilege policy. The palicy that outlines conditions for privilege verifiers to provided/preform
sengtive sarvices toffor quaified privilege assarters. Privilege policy relates attributes associated with
the service as well as attributes associated with privilege asserters.

Privilege verifier. An entity verifying certificates againg a privilege policy
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Procedure Message. A message in which the text contains only prosigns, operating Sgnds,
addressee designation(s), identification of messages, parts of messages, and amplifying data, as
necessary.
Procedure Sign (Prosign). One or more letters or characters or combination thereof, used to
facilitate communication by conveying, in a condensed standard form, certain frequently used orders,
ingtructions, requests and information related to communications,

Procedure Word (Proword). A word or phrase limited to radio-telephone procedure and used in lieu
of aProsgn.

Profile. (In packet-switched networks) A set of parameter values, such asfor atermind, which can
be defined and stored; the parameters can then be recalled and used as a group by identifying and
selecting the appropriate profile.

Proforma (Message). A standard form of message, the nature of the successive dements of whichis
understood by pre-arrangement.

Program. A st of indructions for acomputer. See software and firmware.

PROM, programmable read-only memory. Permanently stored datain a non-volatile semi-
conductor device. Compare with EPROM, RAM and ROM.

Propagation delay. Thetrangt time through alink, network, system or piece of equipment.

Propagation Delay (Satellite). Thefinite time taken by radio waves travelling on the up link and
down link; typicaly 260 msec for each leg for Geosynchronous Orbit Satellites.

Propagation. The manner in which an dectromagnetic emission travels outward from its source.
Prosign. See Procedure Sign (Prosign).

Protected Frequency. A frequency on which interference must be minimized usng specid
precautions, if necessary. See Taboo Frequency.

Protection Radio (RF). The minimum vaue of the wanted-to- unwanted sgna radio, usudly
expressed in decibels, at the receiver input, determined under specified conditions such that a specified
reception quality of the wanted sgnd is achieved at the receiver output.

Protocol. Hardware and software procedures used to control the transfer of datain communications
networks and between networks and subscriber.
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Protocol Converter. A device that trandates from one communications protocol into another, such as
IBM SNA/SDLC to ASCII; compare with gateway.

Protocol. See communications protocol.
Proword. See Procedure Word (Proword).

Pseudo-Noise (Pn) Sequence. A binary sequence with avery desirable transorthogona auto-
correation property; commonly used for synchronisation and ranging.

PSK, phase shift keying. A phase modulation technique in which phase shifts represent sgnalling
elements, Compare with FSK.

PSTN. Public Switched Telephone Network. The familiar telephone system over which cdls can be
dided.

PTO, Public Tdecommunications Operator. An organisation empowered to offer
telecommunications services to the public. Oftenthe sameasaPTT.

PTT, Post, Telephone and Telegraphy Authority. The governmenta agency that functions as the
communications common carrier and administrator in many arees of the world.

Publicly Accessible Network(s). Network accessible to the generd public, such as the Internet (UK)

Public Key. A cryptographic key used in adua key system, uniquely associated with an entity and
made public. It isused to verify adigitd sgnature. Thiskey islinked mathematicaly with a
corresponding private key.

Public Key Certificate. The public key of a user, together with some other information, rendered un-
forgeable by encipherment with the private key of a certification authority which issued it.

Public Key Infrastructure. (PK1). The infrastructure required to support a scheme utilisng the
management of public keys able to support authentication, encryption, scheme for the guarantee of
integrity and confidentidity. PKI aso supports recipient and originator norrepudiation services.. (UK)

Public Grade M essaging. Any messaging service which uses the Internet as core infrastructure. It is
optimised for wide accessihility, but characterised by high risk of non-availability and therefore
unsuitable for purposes directly in support of military operations. (UK)

Public switched network. Any switching communications system - such asthe Telex, TWX or public
telephone networks - that provides circuit switching to many cusomers.
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Public telephone network. A telephone network which is shared among many users, any one of
which can establish communications with any other user by use of adid or push-button telephone;
include DDD savice. In the United Kingdom and some other countries, the network is known as the
PSTN, public switched telephone network.

Pulse Analyzer. An eguipment used for andyzing pulsesin order to determine their time, amplitude,
duration, shape and other characterigtics.

Pulse Code Modulation (Telephony) (PCM(T)). A method of converting andogue speech into
digita by sampling the speech many thousands of times each second. Used worldwide by PTTsfor
digitized telephone transmissions.

Pulse Length/Width/Duration. The nomind duration of astandard pulse which isthe time interval
between the haf amplitude points on the rise and decay points of the curve. For pulses and other
shapes, the points on the curve must be stated.

Pulse Modulation. Maodification of one or more of the characteristics of a pulsetrain used asa
carier. Also, modulation of a continuous wave carrier (whether areedy modulated or not) by means of
pulses.

Pulse Repetition Frequency/Rate (PRF/PRR). The number of pulses per second.
Pulse Shape. The figure produced by the outline of a pulse when viewed on a cathode ray tube.
Pulse, RF. A train of radio frequency osaillations whose envel ope has the form of a pulse.

Pulse. A vaidion inthe vaue of an dectrica qudity asafunction of time such that the value departs
from agiven datum for atime interva and then returns to this datum for amuch longer time.

PVC, permanent virtual circuit. Inapacket-switched network) A fixed virtud circuit between 2
users, no cal setup or clearing procedures are necessary; the PDN equivalent of aleased line.
Contrast with SVC.

Pyrotechnics.  Ammunition containing chemicas that produce a smoke or brilliant light in burning, used
for agnaling or for lighting up an areaa night; fireworks.
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Q

QAM, quadrature amplitude modulation. A modulation technique that combines phase modulation
and AM techniquesto increase the number of bits per baud.

Q bit, qualifier bit. (In X25 packet-switched networks). Bit 8 infirst octet of packet header; itis
used to indicate if packet contains control information.

Quadrature Phased Shift Keying (QPSK). Thisiswiddy used to increase the informetion ratein a
given bandwidth. Four phases are used which are 45 degrees, 135 degrees, 225 degrees and 315
degrees. These phases represent four possible combinations of two binary bits, each alowing two
modulations to take place using one baseband frequency. This method is used widdly in satellite
communications and on modern link systems. See BPSK.

Quadriphase Modulation. Multiple- Shift-Keying where 4-phase states (in phase Quadrature) of a
snusoidd carrier convey 4 digitd intelligence stream codes.

Queue. A lineor ligt formed by itemswaiting for service, such as tasks waiting to be performed,
gations waiting for connection, or messages waiting for transgmisson.
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R
Rack-mount. Desgned to beingtdled in a cabinet.
Rack. Same as cabinet.

Radar. RAdio Detection And Ranging equipment, that determines the distance and usudly the
direction of objects by transmisson and return of €ectromagnetic energy.

Radar Absorbent Material (RAM). Materid used in radar camouflage to reduce the echo area of
an object.

Radar Camouflage. The use of radar absorbent or reflecting materials to change the radar echoing
properties of a surface or an object.

Radar Coverage. The limitswithin which objects can be detected by one or more radar stations.
Radar Echo 1. The radio frequency energy received after reflection from an object.

Radar Echo 2. Thetermisaso used to describe the deflection or change of intengity on a cathode
ray tube display produced by aradar echo.

Radar Height Finder. A radar intended to display the height of a target by measurement of its dant
range and elevation angle.

Radar Horizon. Thelocusof points a which the rays from aradar antenna become tangentia to the
earth's surface. On the open seathislocusis horizontal but on land it varies according to the
topographica features of the terrain.

Radar Navigation. The use of radar to assst in navigation and pilotage.

Radar Recognition and I dentification (IFF - Identification, Friend or Foe). A system using radar
transmissions to which equipment carried by friendly forces automaticaly responds; for example by
emitting pulses, thereby digtinguishing themsdves form enemy forces. It isthe primary method of
determining the friendly or unfriendly character of aircraft and ships by other aircraft or ships and by
ground forces employing radar detection equipment and associated | FF units. See also Recognition and
| dentification, Electronic and Sdlective Identification Feature (SIF).

Radar Reflectivity. That property of an object which causesit to reflect radar waves, usualy
expressed in units of equivalent area of aflat reflector placed normd to the radar antenna.
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Radar Relay. Thetransmission of radar video information to aremote display.
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Radar Repeater. A unit, employing one or more cathode ray tubes, fitted with facilities for display of
sdected radar information in pogitions normally remote from the radar.

Radar Scan. Onerevolution of a search radar.

Radar Sengtivity. The degree of response of aradar receiver to sgnasonitsfrequency. A measure
of the ability of the receiver to amplify and make usable very week sgnals.

Radar Shadows. Region obscured from the survelllance of aradar set by obstructions, ether natura
or atificd.

Radar Target Smulator. A device for producing a synthetic target on aradar display used for
operator training.

Radar, Navigational. Radar equipment ingtalled on a craft as an ad to its navigation.

Radar, Primary. Radar that determines the distances, the direction and eventudly, the height of
objects by usng only their reflection of incident radiation.

Radar, Secondary. Radar using automatic retransmission by the object of a specia pulse code on a
different radio frequency. E.g. IFF

Radar, Tactical Control. A radar used for target dlocation or target selection.

Radiation (in Radio Communication). 1. The outward flow of radio frequency energy from a
source.

Radiation (in Radio Communication). 2. Energy flowing in amedium in the form of radio waves

Radiation Characteristics. In Electronic Warfare. Features of aradiated sgnd such as frequency,
pulse width, pulse repetition frequency, beamwidth, polarization, €tc.,.

Radio Approach Aids. Equipment making use of radio to determine the position of an aircraft with
condderable accuracy from thetimeit isin the vicinity of an airfield or carrier until it reaches a position
from which landing can be carried out.

Radio Autocontrol. The control of an object by radio reference from itself to other objects.

Radio Communication. See Communication, Radio.

Radio Control. The control of mechanism of other gpparatus by radio waves.
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Radio Detection. The detection of the presence of an object by radio-location without precise
determination of its pogtion. Synonymous with radio-warning.

Radio Determination. The determination of pogition or the obtaining of information relating to
position, by means of the propagation properties of radio waves. See|TU Art 45.

Radio Direction Finding. Radio location in which only the direction of agtation is determined by
means of itsemisson.

Radio Doppler. The direct determination of the radiad component of the rdative velocity of an object
by an observed radio-frequency change due to such velocity.

Radio Fix 1. Thelocating of aradio transmitter by bearings taken from two or more direction finding
dations, the Ste of the tranamitter being at the point of intersection.

Radio Fix 2. The location of aship or aircraft by determining the direction of radio sgnas coming to
the ship or aircraft from two or more sending stations, the locations of which are known.

Radio Fixing Aids. Equipment making use of radio to assst a user to determine his geographicd
position.

Radio Goniometry. The determination of relative direction of a distant object by means of itsradio
emissions, whether independent, reflected or automaticaly retranamitted.

Radio Homing Aids. Equipment permitting the use of radio to assit in the location of an areawith
sufficient accuracy to effect an gpproach.

Radio landing Aids. Equipment permitting the use of radio to assist an arcraft in carrying out its
actud landing.

Radio Navigational Aid. Any radio facility desgned or usable for navigation.

Radio Pogtion Line Determination. Determination of apogtion line by radio location.

Radio Range Finding. Radio location in which the distance of an object is determined by means of
its radio emissons, whether independent, reflected or retransmitted on the same or other wave length.

See d'so Radio Determination.

Radio Range. See Station, Radio Range (RLR).
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Radio Recognition. The determination by radio means of the friendly or enemy character, or the
individudity, of another.

Radio Relay. The reception and retransmission by aradio station of signds received from another
radio gation or from the line portion of an integrated line and radio communications system.

Radio Relay System. A communications system used to perform aradio relay function. See Radio
Rday.

Radio Silence. A condition in which al or certain radio equipment capable of radiation is kept
inoperétive.

Radio Sonobuoy. See Sonobuoy.

Radio Station. One or more transmitters or receivers or a combination of tranamitters and recevers,
including the accessory equipment necessary at one location for carrying aradio communications
Fvice

Radio Tele-Control. The distant control of mechanisms or other apparatus by radio waves.

Radio Warning. The detection of the presence of an object by radiolocation without precise
determination of its pogtion. Note. Thisfunction of radio israrely used apart from others but must be
separatdy defined. Synonymous with radio detection.

Radio Waves. See hetzian Waves.

Radio. A descriptive term gpplied to the use of eectromagnetic waves between 10 kilohertz and
3,000,000 megahertz. It isused principaly as an adjective.

Radiolocation. Determination of relaive direction, position or motion of an object, or its detection, by
means of propageation characteristics of radio waves. Note. 1. The characteristics generdly
employed are those of gpproximate congtant velocity and/or rectilinearly. 2. Theterm Radio
determination is used for this concept in Radio Regulations 1959.

Radionavigation. Radio determination used for the purposes of navigation, including obstruction
warning.

Radiosonde. An automatic radio trangmitter in the meteorologica aid service usudly carried on an
arcraft, free baloon, kite or parachute which transmits meteorologica data
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Radiotelegram. A tdegram originating in or intended for amobile station or amobile earth station
transmitted on al or part of its route over the radio-communication channels of amobile service or the
mobile-satdlite sarvice. See dso Telegram.

Railings. Lines, normd to the time-base on a range-amplitude display, produced by a particular type
of jamming.

RAM, random access memory. A gorage device into which data can be entered (written) and
reed; usudly (but not dways) avolatile semiconductor memory.

Random Drop. In Electronic Warfare. Non-uniformity of interva between drops in window
digoensing.

Range. The distance between specified radio stations over which effective communications can be
provided.

RASP, Recognized Air and Surface Picture.

RATT. The system of communication by teleprinter over radio circuits. At present, Internationdl
Telegraphic Alphabet No 2, as defined by CCITT, isemployed. Sometimes referred to as RTT.

Raw Video. Theintdligence of aradar echo beforeit is quantized and digitized.
RD, Received Data. AnRS-232 datasigna (received by DTE from DCE on pin 3).

Re-Addressal of Messages. A method whereby the originator or the origina addressees may add
new addressees, without change in the address or text, to previoudy transmitted messages.

Redundancy. Equipment or facilities provided in numbers gregter than the essentid minimum, to
increase overd| reidbility.

Re-Encrypt. A process of encrypting again a previoudy encrypted and transmitted message, any of
the plain text thereof, or a paraphrased version.

Readability. The ahility to be understood, i.e. the readability of sgnals sent by any means of
communications.

Real Time. The absence of Sgnificant time delay in the acquisition, transmission and reception of
informetion.
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Real-time system. An on-line computer that generates output nearly smultaneoudy with the
corresponding inputs. Often, acomputer system whose outputs follow by only avery short dday its
inputs. See aso transaction processing.

Rebecca-Eureka System. In aviation, a secondary-radar homing and distance measuring system
employing an airborne interrogating inddlation (Rebecca) and a ground responding beacon (Eureka).

Receipt. A transmisson made by areceiving sation to indicate that a message has been satisfactorily
received.

Receiver (Radio). A device connected to an aerid or other source of radio sgnalsin order to make
available in some desired form the required information content of the signas.

Reception. Ligening to, copying, recording or viewing any form of emission.

Recognition and I dentification, Electronic. The determination by e ectronic means of the friendly
or enemy character or of the individudity of another and the identification of e ectronic means of your
own friendly character or own individudity. See aso Radar Recognition and Identification (IFF -
Identification. Friend or Foe).

Recognition. The determination by any means of the friendly or enemy character or of the
individudity of another, or of objects such as aircraft, ships, or tanks or of phenomena such as
communications- el ectronics patterns.

Recovery. Recovery isthe act of restoring the system to the last known secure state and addressing
the vulnerability to prevent the same intrusion from recurring.

Recovery Time. Thetime for apart of areceiver to recover to azero signd condition after receiving
aninput Sgnd (eg jamming pulse) of sAturdtion intengty.

ReferenceModel. See OSl Reference Mode!.

Refile. The processing of amessage into appropriate procedure for transfer to another system which
involves dteration of the message format, eg message relay to radiotelegraph, point to point telegraph
network to message relay network, military to civil/commercid.

Reflector, Confusion. A radio wave reflector used for creating echoes for confusion purposes against
radar’s, proximity fuses and guided missiles.

Reflector, Corner. A device, normadly conssting of three metalic surfaces or screens perpendicular
to one another, designed to act as aradar target or marker.
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Relay Station, Major. A messagerday station is designated as a magor message relay station when:
1. Two or more trunk circuits connected thereto provide and dternate route. 2. To meet command
requirements.

Relay Station, Minor. A message relay dation is designated as a minor relay sation when it has
message relay respongbility but does not provide an aternate message relay route.

Releasing Officer. The person who may authorize the transmisson of a message for and in the name
of the originator.

Remote analogue loopback. An anaogue loopback test that formsthe loop &t the line Sde
(andogue output) of the remote modem.

Remote composite loopback. A composite loopback test that forms the loop at the output
(composite Sde) of the remote multiplexor.

Remote digital loopback. A digita loopback test that forms the loop & the DTE sde (digita input)
of the remote modem.

Repeater Jammer. A recaver-tranamitter device which amplifies, multiplies and retranamits the
Sgnals recelived, for purposes of deception or jamming.

Repeater. A device usad to extend transmission ranges/distances by restoring sgnasto their origina
Szeor shape. Repesters function a the physica layer of the OSI modd.

Reply 1. A message to the originator of a previous message which asked a question.

Reply 2. Ananswer to achdlenge. Replies promulgated in key ligs take the form of identities of
pyrotechnics.

Rerun. The repetition of a message which was previoudy sent by tape, card or smilar sored mode of
communicetions.

Resolution. The ahility of aradar or opticad system to distinguish between two adjacent objects and
display them as separate images.

Resourceclass. (InLAN technology) A collection of computers or computer ports that offer smilar
fadilities, such as the same gpplication program; each can be identified by a symboalic name.

Responder. An eectronic device used to receive an dectronic chalenge and display areply thereto.
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Responsetime. The egpsed time between the generation of the last character of amessage at a
termind and the receipt of firg character of the replay (often an echo). It includesdl propagation
delays.

Restore Functions. The ability to control the damage that results from an attack and to restore the
protected information environment. (AUS)

Retransmission. The repetition of a message which was previoudy transmitted by any mode of
communications.

RI, Ring Indicator. An RS-232 modem interface sgnd (sent from the modem to the DTE on pin 22)
which indicates that an incoming cal is present.

Ring. (InLAN technology) A closed loop network topology; contrast with bus and star.

Risk 1. The posshility that a particular threat will exploit a particular vulnerability of adata processng
sysem.

Risk 2. Acceptable Level of Risk - A judicious and carefully considered assessment by the
appropriate DAA that an information technology (C1S) activity or network meets the minimum
requirements of gpplicable security directives. The assessment should take into account the value of CIS
asts, threats and vulnerabilities, countermeasures and their efficiency in compensating for
vulnerahilities;, and operationa requirements. (Based on OPNAVINST 5239.1A)

Risk 3. Residual Risk - The portion of risk that remains after security measures have been applied.
(NATO)

Risk Management. See Security Risk Management.

RJE, remotejob entry. Submission of batch processing jobs through an input device (such asan
IBM modd 3780) that has access to a computer through a data link.

RL SD, Received Line Signal Detector. See CD; aso called DCD.
RO, read-only. A teleprinter recaver without atransmitter. Compare with ASR and KSR.

ROM, read-only memory. Nonvolatile semiconductor storage device manufactured with predefined
contents. Compare with EPROM, PROM and RAM.

Rope-Chaff. Cheff which contains one or more rope elements. See dso Chaff, Rope.
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Rope. Andement of chaff conggting of along roll of metalic foil or wire which is designed for broad-
band, low-frequency response.

Rotary. An arangement of agroup of lines, such astelephone or data PABX lines, that are identified
by asingle symbolic name or number; upon request, connection is made to the first available (free) line.

Round robin retraining. A method of training in which the receiving modem asks for atraining
pattern by sending atraining pattern.

Route Diagram. See Map, Line Route/Route Diagram.
Routine. See Precedence Designations.
Routing Indicator (RI). SeelIndicator, Routing.

Routing line (Message Relay). That procedure line which contains the routing indicators of the
getion to which atransmission is routed.

Routing Line Segregation. A method of routing wherein the basic routing line of the message
heading is dtered as the message passes through each relay station involved, so that only those routing
indicators pertinent to the onward transmission are |&ft in the routing line (message format line 2).

Routing, Alternative. A method of routing traffic in which, when a cal cannot be connected to afree
circuit on the normal route, it is directed to an dternative route, either automaticaly or by an operator.

Routing 1. The process of determining and prescribing the path or method to be used in forwarding
messages.

Routing 2. The function which ensures that the correct path through a network is selected.

RS-232, RS-232-c. An EIA recommended standard (RS); most common standard for connecting
data processing devices. RS-232 definesthe dectrica characteridtics of the signals in the cables that
connect DTE with DCE; it specifies a 25-pin connector (the DB-25 connector isamost universaly
used in RS-232 gpplications); and it is functiondly identica to CCITT V24/V28.

RS-422. An EIA recommended standard for cable lengths that extended the RS-232 50-foat limit.
Although introduced as a companion standard with RS-449, RS-422 is mogt frequently implemented on
unused pins of DB-25 (RS-232) connectors. Electricaly compatible with CCITT recommendation
V11.
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RS-423. An EIA recommended standard for cable lengths that extended the RS-232 50-foat limit.
Although introduced as a companion standard with RS-422, RS-423 isnot widdy used. Electricaly
compatible with CCITT recommendation V10.

RS-449. An EIA recommended standard for the mechanical characteristics of connectors; introduced
as companion standard to RS-422 and RS-423 standards.  Specifies two connectors <A> connects (a
37-pin connector and a 9-pin connector); not widely used.

RTS, Request-to-send. An RS-232 modem interface sgnd (sent from the DTE to the modem on pin
4) which indicates that the DTE has data to tranamit.

Runway Approach Aids. System or markings which assst pilotsto land their aircraft.

RW. Teegraphic Code Signd implying request for arepesat of sgnd just received.
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S
S-Band. Therange of frequencies extending from 1.55GHz to 5.20GHz.

Safeguard, To Theterm "to secure” aradio transmission is used to indicate that action istaken to
ensure that it cannot be used by an enemy as anavigationd aid. Safeguarding action may take the form
of navigationd inteligence given by a system.

Safety Circuit. See Circuit, Sefety.
SAGOP. Electronic equivaent of a Generad Operations Plot.

Satellite, Geostationary. A geosynchronous satdlite whose circular and direct orbit liesin the plane
of the earth's equator and which thus remains fixed relative to the earth; by extension, a satellite which
remains gpproximately fixed reive to the earth.

Satellite, Geosynchronous. An earth satellite whose period of revolution is equa to the period of
rotation of the earth about its axis.

Saturation. The overwheming of arecaiver by an excessvely high input Sgnd such asjamming. See
Recovery Time.

Scan Period. The period taken by aradar to complete its scan pattern and return to its starting point.

Scan. In electromagnetic or acoustic search, one complete rotation of the antenna. 1t may determinea
time basis.

Scatter, lonospheric (FPIS; IFS). The propagation of radio waves scattering as a result of
irregularities or discontinuities in the ionization of the ionosphere. See Scattering, Back and Scattering
Forward (FPIS; FPTS; IFS; TFS).

Scatter, Troposheric (FPTS; TFS). The propagation of radio waves over the earth by scattering
from irregularities or discontinuities in the atmaospheric properties within the troposphere.

Scattering, Back. In radio wave propagation, scattering in which the propagation directions

of theincident and scattered waves under consderation, resolved adong a reference direction (usualy
horizonta) are oppositely directed. Note. A signd recelved by back scattering is often referred to as
back scatter.

Scattering, Forward (FPIS; FPTS; IFS; TES). Inradio wave propageation, scattering in which the
propagation directions of the incident and scattered waves under consideration, resolved aong a
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reference direction (usudly horizonta), are directed in the same sense. Note. A sgnd recaived by
forward scatter, for example, ionospheric forward scatter, tropospheric forward scatter.

Scattering. See Scatter, lonospheric and Scatter Tropospheric.
Scintillation. In aradio trangmitter, unwanted momentary rapid fluctuation of the operating frequency.

Scramble. 1. In Teephony. To make teephony unintdligible to casud interception. 2. In
cryptography. To mix in arandom or quas-random fashion.

SDL C, Synchronous Data Link Control. AnIBM communications protocol, commonly used in an
SNA environment.

Sea Return. Wanted echoes received from the surface of the sea by aradar set.

Sear ch Receiver. A receiver which can be tuned over ardatively wide frequency rangein order to
detect and measure dectromagnetic sgnals.

Secure. A generic term referring to amethod of communicating which denies informetion to
unauthorized recipients. The chamne/circuit/net is secured by physica means or by the provision of on
line crypto equipment (Cryptographic) as appropriate for telegraph, data, facsmile or voice operation
(The term must be qualified by the addition of a self explanatory word or words eg voice, data,
facsamile, telegraph €c.,).

Secure Managed I nterface. One or more BPD forming the control point(s) between combined CIS
and NAS. (UK)

Security Architecture. The subset of the CIS or communications system architecture dedling with the
security of that syssem. (NATO)

Security Clearance. Anadminigrative determination by competent nationd authority that an individud
iseligible, from a security standpoint, for access to dassfied information. (AU)

Security Risk Management. Thetota process of identifying, controlling and minimizing uncertain
events that may affect system resources. (NATO)

Selective I dentification Feature (SIF). Airborne pulse-type trangponder which provides automatic
sective identification of arcraft inwhich it isingtdled, to friend-or-foe identification ingdlations,
whether ground, shipboard or airborne.

Selectivity. Theability of aradar receiver to discriminate, by frequency-dependent selection, between
adesred sgnd and coexistent undesired signals at other frequencies.
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Selector channd. An input/output (I/0O) channd designed to operate with only on 1/O device & a
time. Once the I/O device is selected, complete records are transferred in one byte intervals. Compare
with block-multiplexor channd and multiplexor channdl.

Selector lightpen. Aningsrument that can be attached to the display Station as a specid feature.
When pointed at a portion of the display station’s image on the screen and then activated, the selector
lightpen identifies that portion of the displayed screen for subsequent processing.

Self-Screening Range. In Electronic Warfare. That range a which atarget has a certain specified
probability of avoiding detection by the use of its jamming mask.

Self-Screening.  In Hectronic Warfare.  Concedling atarget by means of radiating jamming energy
(from sdf-contained jammers) at sufficient power levelsto make the target radar echo indiscernible form
the jamming.

Sensitiveinformation 1. Information that requires protection due to therisk of loss or harm that
could result from inadvertent or deliberate disclosure, modification, or destruction. The term includes
information classified in one of the three security classification categories as well asinformation about
individuas requiring protection under the Privacy Act and information not releasable under the Accessto
Information Act (CA).

Sensitiveinformation 2. Information thet, as determined by a competent authority, must be
protected because its disclosure, modification, destruction, or loss will cause perceivable damage to
someone or something.(NATO)

Sensitivity 1. The characteristic of aresource that impliesits vaue or importance, and may includeits
vulnerability. (NATO)

Senditivity 2. The characterigtic of aradio receiver which determines the minimum usable input.

Sensitivity 3. Theleast input which produces an output which satisfies certain specified requirements,
incdluding generdly a specified Sgnd-to-noise rétio.

Sensor. An equipment which detects, and may indicate, and/or record objects and activities by means
of energy or particles emitted, reflected, or modified by objects. Note. The energy may be nudlear,
electromagnetic, including the visble and invisble portions of the spectrum, chemica, biologica, thermal
or mechanicd, including sound, blast and earth vibration.

Serial transmission. A technique in which each hit of information is sent sequentialy on asingle
channd, rather than smultaneoudy asin pardle transmisson. Serid transmission is the norma mode for
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data communications. Pardld transmission is often used between computers and local peripherd
devices.

Service, Aeronautical Fixed. A fixed sarvice intended for the tranamission of information relating to
ar navigation, preparation for and safety of flight.

Service, Aeronautical Mobile. A mobile service between aircraft Sations and aeronautica stations,
or between aircraft sations.

Service, Aeronautical Radionavigation. A radionavigation service intended for the benefit of
arcraft.

Service, Amateur. A sarvice of sdf-training, intercommunication and technical investigations carried
on by amateurs; that is, by duly authorized persons interested in radio techniques solely with a persona
am and without pecuniary interest.

Service, Broadcasting. A radio communication service in which the transmissons are intended for
direct reception by the generd public. This service includes sound transmission, televison transmisson
or other types of tranamisson.

Service, Fixed. A service of radio communication between specified fixed points.

Service, Land Mobile. A mobile sarvice between base stations and land mobile stations, or between
land mobile gations.

Service, Maritime Mobile. A mobile service between ship stations and coast Sations or between
ship gations.

Service, Maritime Radionavigation. A radionavigation service intended for the benefit of ships.

Service, Meteorological Aids. A sarvice of emissons of specid radio sgnds intended solely for
meteorologica, including hydrologicd, observations and exploration.

Service, Mobile. A sarvice of radio communication between mobile and land stations, or between
mobile gations.

Service, Radiolocation. A saviceinvolving the use of radionavigation.

Service, Radionavigation. A radiolocation service involving the use of radionavigation.
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Service, Safety. Any radio service, the operation of which is directly related, whether permanent or
temporary, to the safety of human life and the safeguarding of property, shdl be considered a safety
service.

Service, Standard Frequency. A radio communication service for the transmission of standard and
specified frequencies of known high accuracy intended for genera reception.

Session layer. Thefifth layer inthe OS modd; responsible for establishing, managing, and
terminating connections for individua application programs.
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Session. In SNA communications protocol, a sesson isalogica network connection between 2
addressable units for the exchange of data For example, a 3278 Digplay Station could be alogical unit
in a sesson with a software gpplication.

Seven layer model. See OSl modd.
SHF - Super High Frequency. A range of frequencies extending from 3GHz to 30GHz.

Shared access. (InLAN technology) An access method that dlows many stations to use the same
(shared) transmission medium; contended access and explicit access are 2 kinds of shared access
methods. Contrast with discrete access.

Shared CIS. System(s), including interconnecting networks and supporting infrastructure eements,
which process, store and transmit shared information; and over which participating member nations
share respongbility for its operation.

Shift. SeeFIGSand LTRS.

SHORAN. A precise short-range eectronic navigation system which uses the time of travel of pulse-
type transmisson from two or more fixed stations to measure dant-range distance from the sations.
Also, in conjunction with a suitable computer used in precision bombing (This term is derived from the
words Short Range Radio Navigation Systems).

Short-haul modem. Seelinedriver and local dataset.

SIC, Subject Indicator Code. A Trigraph of |etters and/or |etters and figures, comprising of Subject
Area, Subject Sphere and Subject Code, aiding Communication staffs in the distribution of messages
without having to refer to the text.

Side Lobe Jamming. Jamming through a side lobe of arecaiving antennaiin an atempt to obliterate
the desired signal received through the main lobe of the receiving antenna or to confuse the operator as
to the true azimuth of the jammer by the injection of multiple strobes.

Sideband. A sideband isthe frequency band, above or below the carrier, produced by the process of
modulation.

Sde-real Period (Side-real Day). Thetime duration of one orbit measured relative to the stars. For
Earth this equates to atime period of 23 hours, 56 minutes, 4.9054 seconds (one Sidereal Day).

Sighting. Actud visud contact. It does not include other contacts which must be reported by type eg
radar and sonar contacts.
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Sign-on character. Thefirgt character sent on an ABR circuit; used to determine the datarate.

Signal Analysis. Study of complex eectromagnetic radiation's to determine their technica
characterigtics and their tectica or Strategic use. See Analyss.

Signal Characteristics. See Radiation Characteristics.
Signal Letters. See Cal Sign, Internationd.

Signal M essage Address (SMA). A unique shortened form of address for use in the address
component of asignd message. It identifies an authority and may contain a geographica location.

Signal Security (SIGSEC). A generic term which includes both communications security and
electronic security.

Signal, Executive. See Executive Sgndl.
Signal, International Code. See Code, International Signdl.
Signal, Operating. See Operating Sgnd.

Signal-to-Noise Ratio. Theratio, a aselected point in the circuit, of Sgna power to totd circuit-
NOiSe power.

Signal-to-noiseratio. Thereative strength of the desired signd compared to the strength of
unwanted noise; usualy messured in dB.

Signal 1. Asagpplied to eectronics, any transmitted dectrica impulse.

Signal 2. Operationdly, atype of message, the text of which consists of one or more |letters, words,
characters, Sgnd flags, visua display or specia sounds, with prearranged meanings and which is
conveyed or transmitted by visud, acoudtical, or dectrica means.

Signal 3. The document containing the information to be transmitted and or any reproduction thereof
made in the course of transmission or ddlivery to the addressee. Also known as a message.

Signalling. In teephony, sgndling refers to the process and the standards involved for passing control
information between various termina equipment on a network. E.g. between a PABX and alocdl
exchange or between networked PABXSs.
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SignalsIntelligence (SIGINT). The generic term used to describe COMINT and ELINT when
there is no requirement to differentiate between these two types of intelligence, or to represent fuson of
the two.
Silent Zone. See Skip Zone.

Simplex Operation. Smplex operation refers to communication between two pointsin both
directions, but not smultaneoudy.

Simplex transmission. Trangmisson in only one direction.

Simulation. The creation of eectromagnetic emissonsto represent friendly notiond or actua
cgpabilities to midead hogtile forces.

Single Sideband (SSB) Transmission. That system of carrier transmission in which one Sdeband is
transmitted and the other sideband is suppressed. The carrier wave may be either transmitted or
suppressed.

Skin Paint. A radar indication caused by the reflected radar signal from an object.

Skin Tracking. Thetracking of an object by means of a skin paint.

Skip Distance. For a specified operating frequency, the least distance in a given direction from the
transmitter at which radio waves are received by reflection from theionosphere. It is cusomary to
ignore reflection from the sporadic E layer.

Skip Zone. The space or region wherein atransmission is not normally received between the farthest
point reached by the ground wave and the nearest point at which the reflected waves come back to
earth.

Sky Wave. That portion of aradiated wave which travelsin space and is returned to earth by
refraction in the ionosphere.

Slave station. (In point-to-point circuits) The unit controlled by the master sation.
SM, Stores Management (M odule).
SMA. SeeSgnd Message Address. (Also known as aplain language Address (PLAD)).

SNA/SDLC. SeeSDLC.
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Software. A computer program or set of computer programs held in some kind of storage medium
and loaded into read/write memory (RAM) for execution. Compare with firmware and hardware.

SOH, start of header. A control character used to indicate the beginning of the header.

Sonar Signalling/Super sonic Telegraphy. The process of trangmitting and receiving morse sgnds
by sonar apparatus.

Sonobuoy. An acoustic device, used mainly for the detection of submarines which, when activated,
trangmits informeation by radio.

Sound Powered. A term denoting that a device (eg amicrophone) derives its power by converting
acoudtic energy to eectrical power without the aid of an externa power supply.

Sound Signalling. A means of communication which utilizes sound waves. Whistles, srens, bellsand
sgna devices are used to transmit sound messages congsting of prearranged signds. Sound may aso
be used for emergency communication using international morse code.

Sour ce of Authority (SOA). An Attribute Authority that a privilege verifier for aparticular resource
trusts as the ultimate authority to assgn a set of privileges

Space (Spacing Signal). Thedgna corresponding to the active condition in atdeprinter. Normally
SPACE is the sgndling condition which produces aSTART signd (ITA No 2).

Space Diversity (Spaced Serial Diversity). A term used to designate any method of transmisson
and/or reception for combating effects of flat or selective fading which employs antennae having
common polarization and spatial separations.

Spare 1. AnASCII or EBCDIC character that resultsin a 1- character-wide blank when printed.

Spare 2. (Insingle-current telegraph communications) The open circuit or no-current-flowing
condition.

Spare 3. (Indatacommunications) Represents abinary 0.

Special Handling (SPH). Specid Handling is the term gpplied to control measures implemerted to
afford additional security protection and/or limited access to certain communi cations beyond the
protection normally afforded. These control measures may include user-approved software locks,
security clearance of personnd a terminds and interface areas to relevant levels of access and the use
of off-line cryptographic equipment, specid keying variables, dedicated facilities or any combination of
these to protect the passage of such communications through a C-E Network.
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Special Operating Group. A group of four letters, identical in gppearance with address groups,
provided for use in the headings of messagesto give specid ingructions.

Spectrum Management Allied Data Exchange Format (SMADEF). A common data exchange
format for frequency management under development by NATO.

Spectrum Management (Strategic/Operational). Planning, coordinating, and managing use of the
electromagnetic spectrum through operationd, engineering, and adminigtrative procedures with the
objective of enabling military dectronic sysems to perform their functions within intended environments
without causing or suffering harmful interference.

Speech plus. Technique used to combine voice and data on the same line by assgning the top part of
the normal voice bandwidth to data

Speech Scrambler. A device by which speech is converted into unintelligible form before transmission
and isrestored to intdlligible form at reception to obtain some measure of privacy againgt casua
overhearing by unauthorized persons.

Speed dialling. Process of using short sequences of digits to represent compl ete telephone numbers.
Speed. Same asdatarate.

Spoiling.  The process whereby suitably Sted transmitters, operating in a synchronized group, mutualy
add to the service coverage of radio system, but reduce or nullify the vaue of the system as a direction
finding navigation ad.

Spoofing. In Electronic Warfare. Cregtion of false radar targets primarily used for deception. An
dternative name for Deception.

Sporadic E Layer. Clouds of varying size up to severd hundred kilometres across appear inthe E
layer. These are regions where the eectron dengty is higher than normd for that layer. These occur
most frequently during summer nights and give single hop ranges of 2000 km at frequencies of up to 50
MHz. Seelonosphere.

Spread Spectrum. A communications technique in which the modulated information is transmitted in a
bandwidth congderably greater than the frequency bandwidth containing the origina information.

Spread pectrum systems utilise a sequentia noise like signd, for example pseudo noise codes, to
spread the normdly narrow band information sgnd over ardatively wide band of frequencies. The
receive correlates these sgnas to retrieve the origind informetion Sgndl.
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Spread Spectrum Multiple Access (SSMA). Genera term for a number of modulation methods
such as FHSS and CDMA which utilise spread spectrum techniques for multiple accesson a
communications satellite,

Squelch. The reduction or dimination of the noise otherwise heard in aradio receiver when no carrier
sgnd is present.

SSI, small-scaleintegration. A term used to describe a multi-function semiconductor device with a
gpare density (10 circuits or less) of eectronic circuitry contained on asingle silicon chip. (Seetable
following LSl for comparison of circuit density ranges).

Standard Frequency Action Format (SFAF). A common data exchange format for frequency
management developed and implemented by the United States.

Sar. (InLAN technology) A network topology where the central control point is connected
individudly to dl gations.

Start bit. (In asynchronoustransmission) Thefirg bit used to indicate the beginning of a character;
normaly, a space condition which serves to prepare the receiving equipment for the reception and
regidration of the character.

Sart-Stop System. A telegraph system in which each group of code elements corresponding to an
aphabetical sgnd is preceded by a gart sgnd which servesto prepare the receiving mechanism for the
reception and regigtration of a character, and isfollowed by a stop signd which servesto bring the
receiving mechanism to rest in preparation for the reception of the next character.

Sart-stop transmission.  Asynchronous transmission such that a group of Sgnals representing a
character is preceded by a start bit and followed by a stop bit.

Static. See Interference.

Station Experimental (EX). A dation utilizing €ectromagnetic waves between 10 MHz and
3,000,000 MHz in experiments with a view to the development of science or technique. This definition
does not include amateur stations.

Station, Aeronautical (FA). A land gation in the aeronautical mobile service carrying on a service
with arcraft sations. In certain instances an aeronautica station may be placed onboard a ship.

Station, Aeronautical Broadcast (FAB). An aeronautica station which makes broadcasts of
meteorologica information and notices to armen.

Station, Aeronautical Fixed (AX). A dation in the aeronautical fixed service.
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Station, Aeronautical Marker Beacon (RLA). A radionavigation land sation in the aeronautical
radionavigation service which provides asignd to designate a small area above the station. In certain
instances an agronautica marker beacon station may be placed onboard a ship.

Station, Aeronautical Radio Beacon (RLB). A radionavigation land station in the aeronautica
radionavigation service, the emissons of which are intended to engble aircraft, or other mobile service,
to determine its bearing or its direction in relation to the aeronautica radio beacon station.

Station, Aircraft (MA). A mobile sation ingtaled onboard any type of aircraft and continuoudy
subject to human control.

Station, Airdrome Control (FAC). An aeronautical station providing communication between
ardrome control tower and aircraft.

Station, Altimeter (ROA). A radionavigation mobile station in the aeronautica radionavigation
srvice, the emissons of which are intended to determine the dtitude of aircraft, aboard which the
dtimeter gation is located, above the earth's surface.

Station, Amateur. A gation in the amateur service,

Station, Base (FB). A land gation in the land mohile service carrying on a service with land mobile
gations. A base station may secondarily communicate with other base stations incident to
communication with land mobile Sations.

Station, Broadcasting (BC). A dation in the broadcasting service.

Station, Coast (FC). A land gation in the maritime mobile service carrying on a service with ship
dations. A coast station may secondarily communicate with other coast stationsincident to
communication with ship stations.

Station, Fixed (FX). A dationinthefixed service. A fixed station may, as a secondary service,
transmit to mobile ations on its normd frequencies.

Station, Flight Test (FAT) An aegronautical station used for the transmission of essentid
communications in connection with the test of aircraft or mgjor components of aircraft.

Station, Glide Path/Slope (RLG). A radionavigetion land gtation in the aeronautica radionavigetion
sarvice which provides verticd guidance in connection with an insrument landing system. In certain
ingtances a glide path/d ope station may be placed onboard a ship.
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Station, Hydrological and Meteorological Fixed (FXH). A fixed gation, the emissons of which
are used for the automeatic transmission of ether hydrologica or meteorologica data, or both.

Station, Hydrological and M eteorological M obile (MOH). A mobile gation, the emissons of
which are used for the automatic transmisson of either hydrologica or meteorologica data, or both.

Station, International Broadcasting (BCl). A broadcasting station employing frequencies alocated
to the broadcasting service, the transmissions of which are intended to be received directly by the
generd public in foreign countries.

Station, Land (FL). A gation in the mobile service not intended for operation whilein mation. A land
gtation may communicate, on a secondary basis, with fixed stations or other land ations of the same

category.

Station, Land Mobile (ML). A mobile station in the land mobile service capable of surface
movement within the geographica limits of a country or continent.

Station, Localizer (RLL). A radionavigation land station in the agronautica radionavigation service
which provides sgndsfor the laterd guidance of arcraft with respect to arunway centre line,

Station, LORAN (RLN). A long distance radionavigation land tation transmitting synchronized
pulses. Hyperbalic lines of position are determined by the measurement of the difference in the time of
ariva of these pulses.

Station, Marine Broadcast (FCB). A coast station which makes scheduled broadcasts of time,
meteorologica and hydrographic information.

Station, Marine Radio Beacon (RLM). A radionavigation land gation, the emissons of which are
intended to enable a ship's station to determine its bearing or its direction in r eation to the marine radio
beacon station.

Station, M eteorological Radar (WXD). A daion in the meteorologicad aid service employing radar.

Station, Mobile (MO). A dation in the mobile service intended to be used while in motion or during
hats at ungpecified points.

Station, Omnidirectional Range (RLO). A radionavigation land sation in the aeronatical
radionavigation service providing direct indication of the bearings of that station from an aircraft.

Station, RACON (RLC). A radionavigation land station which employsa RACON. In certain
instances a RACON may be placed onboard a ship or aircraft. See dso RACON.
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Station, Radio Beacon. A radionavigation station, the emissons of which are intended to endble a
mobile station to determine its bearing or its direction in relation to the radio beacon station.

Station, Radio Direction-Finding (RG). A radiolocation station intended to determine only the
direction of other tations by means of transmisson from the latter.

Station, Radio Postioning Land (PL). A gtation in the radiolocation service other than
radionavigation station not intended for operation while in motion.

Station, Radio Positioning M obile (PM). A dation in the radiolocation service other than a
radionavigation station intended to be used while in motion or during hats a unspecified points.

Station, Radio Range (RLR). A radionavigation land gation in the aeronautica radionavigation
service providing radio equisgna zones. In certain ingtances aradio range station may be placed
onboard a ship.

Station, Radiolocation. A gation in the radiolocation service,

Station, Radionavigation Land (RL). A dation in the radionavigation service intended to be used
while in mation or during hdts a unspecified points.

Station, Radionavigation. A daion in the radionavigation service.
Station, Radiosonde (WXR). A dation in the meteorologica ar service employing Radiosonde.
Station Serial Number (SSN). See Number, Station Seridl.

Station, Ship (MS). A mobile gation in the maritime mobile service located onboard avessd whichis
not permanently moored.

Station, Standard Frequency (SS). A dation in the standard frequency service.
Station, Surveillance Radar (RLS). A radionavigation land station in the aeronautical
radionavigation service employing radar to display the presence of aircraft withinitsrange. In certain

instances a surveillance radar station may be placed onboard a ship.

Station, Telemetering Fixed (FXE). A fixed ation, the emissons of which are used for
telemetering.

Station, Telemetering Mobile (MOE). A mobile station, the emissions of which are used for
telemetering.
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Station, Transfer. A designated relay station of one network that is connected to a designated relay in
another network for the purpose of transferring traffic between the networks.

Station, Tributary. See Tributary Station (Message Relay).

Station. A segparate trangmitter or receiver or a combination of transmitters and receivers including the
accessory equipment required for carrying on a definite radio communication service. The gtation
assumes the classification of the service in which it operates permanently or temporarily.

Station. A unit (usudly an item of DCE) on a network.

Stepped Tones. See Bagpipes.

Stop bit. (In asynchronous transmission) Thelagt bit used to indicate the end of a character; normaly
amark condition which servesto return the lineto itsidle or reset date.

Stored Program Control. Generdly, the gpplication of computer techniques to the control of private
or public telephone exchanges.

Strobe Triangulation. A method of locating ajammer target by means of plotting the azimuths of the
jammed sectors (strobes) of two or more remotely located radar’ s jammed smultaneoudy by the same
jammer.

Strowger. Named after its inventor, this was the first switching technology used in public telephone
exchanges.

STX, start of text. A control character used to indicate the beginning of amessage; it immediately
follows the header in tranamission blocks.

Subcarrier Frequency Shift. The conveying of teegraphic information by shifting an audio frequency
carrier which isthen used to modulate aradio frequency carrier for radio transmisson. Where only two
discrete steps of subcarrier frequency shift areinvolved, it is dso known as Two-Tone Keying.

Sudden lonospheric Disturbance (SID). In propagetion. Follows solar flare by abut two minutes.
Characterized by a sudden fading or quietness across the entire high frequency band.

Super-Synchronous Satellite. A sadlite having an orbitd period greater than that of a synchronous
sadlite

Surveillance Radar/War ning Search Radar. A radar with the normd functions of: (1) Maintaining
continuous watch or search in its area.of employment. (2) Supplying information on al targets with
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sufficient accuracy to permit acquisition by more accurate radar’ s or by wegpon systems in sufficient
timeto alow effective engagements of the targets.

SVC, switched virtual circuit. (In apacket-switched network) A temporary virtua circuit between
2 users.

Sweep Jammer. A trangmitter that emits ajamming Sgnal conssting of a carrier wave (unmodulated
or modulated), the frequency of which is continuoudy varied within a given bandwidth.

Sweep Jamming. A narrow band of jamming that is swept back and forth over ardatively wide
operating band of frequencies.

Sweep. The pattern of light or marking on the face of a cathode ray tube caused by the predetermined
deflection and modulation of the eectron beam.

Switch 1. Informa for deta PABX.

Switch 2. (In packet-switched networks) The device used to direct packets, usudly located a one of
the nodes on the network’ s backbone.

Switchboard. In an exchange, asuite of one or more operating positions at which the interconnection
of linesis manudly controlled.

Switched line. A communications link for which the physicd path may vary with each usage, such as
the public telephone network.

Switching Communications System.  In teecommunications, assembly of equipment and
procedures, organized o as to effect autometic interconnection of channels, circuits and trunks, and/or
handing of traffic, through switching fadilities

Switching Matrix. (InLAN technology) The eectronic equivaent of a cross-bar switch.

Switching, Automatic. A method of operation which effects automatic interconnection of channels,
creuits and trunks and/or handling of traffic through a switching facility.

Symbolic name. A means used to identify a collection of stations (asin an access group) or computer
ports (asin aresource class).

Synchronous. A satellite with amean Sdered period of revolution about the primary body equa to
the sidered period of the primary body about its own axis.
NOTE: A synchronous earth satellite must be synchronised to the Sdered period of the Earth.
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SYN, synchronousidle. (Insynchronoustransmisson) A control character used to maintain
synchronization and as atimefill in the absence of data. The sequence of 2 SYN charactersin
succession is used to maintain synchronization following each line turnaround.

Sync. Short for synchronous or for synchronous transmission.

Synchronization, synchronizing. The process of making the receiver be “in step” with the
tranamitter; usudly achieved by having a congtant time interva between successive bits, by having a pre-
defined sequence of overhead bits and information bits, and by having a clock.

Synchronized Group. A synchronized group is severd tranamitters suitably sited for masking another
trangmitter. All transmitters carry the same modulation or keying supplied from acommon source. Al
operate on exactly the same frequency.

Synchronous data channel. A communication channd capable of tranamitting timing information in
addition to data. More properly called an “isochronous’ data channdl.

Synchronous Operation (Cryptographic). A method of ortline crypto operation in which termina
cipher equipments have timing systems to keep them in step, synchronism of the system being
independent of the traffic passing on the channel concerned and regardless of circuit conditions.

Synchronoustransmisson. Transmisson in which the data characters and bits are tranamitted a a
fixed rate with the tranamitter and receiver synchronized. This diminates the need for individua art bits
and stop bits surrounding each byte, thus providing greater efficiency. Contrast with asynchronous
transmisson.

System. An overal term used to describe communication facilities from an engineering aspect
including al the associated equipment.

System Control Point (SCP). A CIS engineering monitor and control point providing qudity control
and channd switching facilities

System Controller. Anindividud at atechnical system control point who is respongible for
maintaining qudity control and/or channd switching of teecommunications.

System-High Security M ode of Operation. A mode of operation in which ALL individuaswith
access to the data processing system or network are cleared to the highest classification level of
information stored, processed or transmitted within the data processing system or network, but NOT
ALL individuas with access to the data processing system or network heve a common need-to-know
for the information stored, processed or tranamitted within the data processing system or network.

NOTES
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1 The lack of common need-to-know indicates that there is a requirement for computer
Security features to provide selective access to, and separation of, information within the data
processing system or network.

2. Other security features (for example, physica, personnel and procedura) shdl conform
to the requirements for the highest classfication level and dl category designations of the
information stored, processed or transmitted within the data processing system or network.

3. All information stored, processed or being available to an data processing system or
network under this mode of operation, together with any output generated, will be protected as
potentialy of the information category designation and of the highest classification level being
Stored, processed or transmitted until determined otherwise, unless there is an acceptable level
of trust that can be placed in any labding functiondity present.

4, Contrasts with 'Dedicated security mode' and 'Multi-Level security mode. (NATO)

System Integrity. System Integrity — The property that a system performsitsintended function in an
unimpaired manner, free from deliberate or accidenta unauthorized manipulation of the sysem. (CA)

System X. SPC public telephone exchange technology developed in the UK and now deployed in
most of the UK PSTN.

Systems Control Point, Technical. The place a which those facilities/circuits'technica control
indallations and activities telecommunications are situated.
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T

2-wirecircuit, 2-wireline. One pair of wireswhich can be used for 1-way tranamisson, haf-duplex
tranamisson, or full-duplex transmisson - depending on the type of modem or line driver employed.

3270, 3270 Information Display System. A very popular IBM data entry and display system which
conssts of control units, displays sations, printers and other equipment. See display screen following
field.

T1timer. (In X25 packet-switched networks) Used to measure timeout intervasin link initidization
and data exchanges.

T1. A 1544 (inthe USA and Japan) or 2.048 (el sawhere) Mbps bandwidth, data communications
fadility avalable in many versons, 2 of which are: Formatted (Accunet is aformatted T1 offering),
which requires compliance with both AT& T DSX-1 hardware and DS- 1 software standards; and
unformatted, which only requires compliance with the DSX-1 standard. (The formatted version
provides less usable bandwidth).

Taboo Frequency. A frequency on which jamming or other interference is prohibited. See Protected
Frequency.

TACAN (Tactical Air Navigation System). 1. An ultra-high frequency eectronic air navigation
system which provides a continuous indication of bearing and dant range to the TACAN dation. The
term isderived from TACtica Air Navigation.

TACAN (Tactical Air Navigation System). 2. A navigation aid, measuring distance and bearing
from the transponder type directiona beacon. The craft carries a pulsed interrogating transmitter, a
receiver and display equipment. The combined receive-tranamit radiation pattern of the beacon rotates
continuoudy about a vertica axis and the phase-characterigtics of the amplitude modulation so imposed
on the transmitted pulses carries the bearing information. Notes. 1. The amplitude modulation
comprises two components on harmonicaly related frequencies providing course and fine bearing
accuracy. Reference sgnals for phase measurements are provided by marker pulses tranamitted by the
beacon when its radiation pattern has particular orientations. 2. When not interrogated random pulses
aswell asthe markers are transmitted by the beacon which thus continues to provide a directiond
beacon service.

Tail circuit. A feeder circuit to a network node; normaly aleased line.

Tandem Operation. Electricadly or mechanically coupled two crypto equipments to produce localy
automatic decryption Ssmultaneous with encryption.
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Tandem Switch. A manua or automatic switch connecting the output terminas of one trunk circuit to
the input terminals of another trunk circuit, thereby connecting both circuits in tandem.

Tap. (Incable-basad LANS) A connection to the main transmission medium.
Tape Copy. A messagein tape form which isthe result of transmisson.

Tape Reay, Automatic. A system of tgpe relay which embodies automatic switching, Being
replaced by the term "Message Relay”.

Tape Relay, Semi-Automatic Continuous Tape (Switching). A method of teletypewriter operation
whereby incoming messages are received in continuous printed/perforated tape and given onward
electrica transmission according to routing requirements through the push button panel connection of a
transmitter distributor into the appropriate outgoing channd (9).

TapeRday, Torn Tape. A Message Relay system in which the perforated tape is transferred by an
operator to the appropriate automatic transmitter position.

Tape Relay. A system of retransmitting traffic from one channd to ancther in which messages arriving
on an incoming channd are recorded in the form of perforated tape, this tape being fed into an
automatic tranamitter on an outgoing channel.

Tape, Chad. A tape used in printing telegraphy/teletypewriter operation. The perforations are severed
from the tape making holes representing the characters. The characters are not normdly printed on
Chad tape.

Tape, Chadless. Punched tape that has been punched in such away that Chad is not formed.

Tape, Wheatstone (Boehme). Tape used for automatic (machine) transmission and reception of
International Morse Code. 1. For Transmisson. A tape providing for two unit perforation i.e. two
holes perforated verticaly equa adot and two holes perforated obliquely equa adash. 2. Ink
Recording Tepe. A tape drawn through an ink recorder, the flinger of which draws a continuousink line.
Dots or dashes are indicated by fluctuationsin the ink line.

Target Acquistion. The detection, identification and location of atarget in sufficient detail to permit
the effective employment of wegpons.

Target Reflectivity. The degree to which atarget reflects e ectromagnetic energy.

Target Tracking and Illuminating Radar. A radar used to track a selected target and at the same
time provide illumination to enable a missile to home on the sdlected target.
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Tariff. The published schedule of rates for specific equipments, facilities, or services offered by a
common carrier; o, the vehicle by which regulatory agencies approve therates. Thus, a contract
between the customer and the common carrier.

TB, Terabyte (10*B). A measure of computer storage capacity.

TCAM, Telecommunications Access Method. An IBM software routing the telecommunications
access method for 3270 control. See display screen following field.

TCP/IP, transmission control protocol/internet protocol. (In LAN technology) A communications
protocol for internetwork routing and reliable message delivery; endorsed by the DoD and found in
ARPANET. TCP/IP functions a the 3¢ and 4™ layers of the OSI modd.

TCU, transmission control unit. A control unit (such asan IBM 2703) whose operations are
controlled soldy by programmed ingtructions from the computing system to which the unit is attached,;
no program is stored or executed in the unit. Contrast with communications control unit.

TD, Transmitted Data. An RS-232 datasignd (sent from DTE to DCE on pin 2).

TDM, time-divison multiplexor. A multiplexor which gpportions the time available on its composite
link between its channds, usudly inter-leaving bits or bytes or data from successive channels.

TDMA, time-divison multiple access. 1. (InLAN technology) A high-speed, burst mode of
operation that can be used to interconnect LANS, first used as a multiplexing technique on shared
communications satellites.

TDMA, time-divison multiple access. 2. A method of severa independent sources using one
bandwidth a the sametime. Redtricted to digital transmissions, the bandwidth isused by dl userson a
time-sharing basis. The access period (or time dots) need not be of equal duration.

Tedecommunication. Any transmission, emisson or reception of Sgnas, Sgns, writing images and
sounds, or intelligence of any nature by wire, radio, visud or other electromagnetic systems.

Teleconference. A conference between persons remote from one another but linked by a
telecommunication system.

Tedegram. Documentary matter, in written, printed or pictorid form entrusted to a telegraph service
for transmisson and delivery to an addressee.

Note. Thetdegram includesthe document entrusted to the telegraph service or delivered to the
addressee. See radiotel egraph.
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Tdegraphy, Automatic. Any method of telegraph operation in which, by the use of automatic
gpparatus, the manua operations involved are effectively reduced or diminated.

Teegraphy, Four-Frequency Diplex. See Four-Frequency Diplex Telegraphy.
Tdegraphy, Freguency-Shift. See Frequency- Shift Tdegraphy.

Tdegraphy, Manual. Any method of telegraph operation in which the Sgna eements are formed
individualy by an operator from his knowledge of the code and smultaneoudy transmitted.

Telegraphy, Morse.  Alphanumeric telegraphy using the Morse Code.

Telegraphy, Mosaic. Tdegraphy in which the characters are formed as mosaics made up from units
trangmitted asindividud sgnd dements.

Tdegraphy, Voice Frequency (VFTG). A tdegrgph tranamission within a telephone type channel
using frequency divison multiplexing.

Telegraphy 1. A form of telecommunications which is concerned in any process providing
transmission and reproduction at a distance of documentary matter, such as written or printed matter or
fixed images, or the reproduction at adistance of any kind of information in such aform. Unless
otherwise gated, telegraphy shal mean aform of telecommunication for the transmisson of written
matter by the use of asignal code. This does not include Pulse Code Modulation (PCM) telephony.

Telegraphy 2. Inthe modern context, telegraphy generaly refersto low speed (less than 200 hitss)
message and data communications using dedicated low grade circuits and/or telex network.

Telemetering. Automatic radio communicetion, in afixed or mobile service, intended to indicate or
record ameasurable, variable quantity at a distance.

Teemetry 1. Transmisson of coded andogue data, often red-time parameters, from aremote site.
Telemetry 2. Coded State-of-Hedlth transmisson from a satdllite to a Spacecraft operations facility.

Teephony/Voice. A form of tdecommunication primarily intended for the exchange of information in
the form of speech.

Tdeprinter (Teletypewriter). A dart-stop gpparatus comprising an aphanumeric keyboard
transmitter with a printing character receiver.
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Teleprinter Exchange Service (TWX or TELEX). A worldwide commercia, low speed data
service, permitting tel etypewriter communications on the same basi's as the telgphone service, operating
through switchboards. This serviceis limited to subscribers asin the telephone service.

Teleprinter-on-Multiplex (TOM). Similar to TPR but adgpted for a multiplex circuit.
Teleprinter-on-Radio (TPR). A desgnation for a particular system of corverson of the 5 Unit
Teeprinter Code to 7 or more units for radio transmission so as to permit Automatic Error Detection at
the recelving termind and Automatic RQ.

Teleprinter. A termind without a CRT that congsts of akeyboard and a printer.

Teleprocessing. A form of information handling in which a data processng system utilizes
communication fecilities. (Origindly, but no longer, an IBM trademark). Synonymous with data
communications.

Teletex. The CCITT standard for text and message communications which was intended to replace
Telex. Teletex operates at ahigh speed (2400 bps), can accommodate upper and lower case

characters and has awel| defined format for transmission and presentation of text.

Teletype, Teletype Corporation. 1. A contraction of “teletypewriter”, the teletype wasasmple
hard copy termina which waswidely used as a computer termina prior to the advent of the visud

disolay unit.
Teletype, Teletype Corporation. 2. A manufacturer of teleprinters.

TEMPEST. Phenomenon of unintentional emanation of compromising eectrica sgnasfrom an
equipment, system or unit.

Terminal control unit. See cluster control unit.

Terminal ingrument. A telecommunications device which provides a point of origin and/or
termination of a drcuit/channd.

Terminal server. (InLAN technology) A device that alows one or more terminals or other devices
to connect to an Ethernet.

Terminal. 1. Any device capable of sending or receiving data over a data communications chamnel.

Terminal. 2. Communication facilities which conditute a point of origin and/or termination of a
circuit/channd.
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Terrain Avoidance System. A system which provides the pilot or navigator of an aircraft with a
Stuation display of the ground or obstacles which project above ether ahorizonta plane through the
arcraft or aplane pardld to it, so that the pilot can maneouver the aircraft to avoid the obstruction.

Test, Communications. Any transmisson or reception pecificaly intended to evauate the efficiency
of communications media or facilities.

Text. That part of a message which contains the information which the originator desiresto be
communicated.

Thin Ethernet. (In LAN technology) An Ethernet LAN or an |[EEE 802.3 LAN that uses smdler-
than-normal diameter coax; often used to link IBM persona computers together. Operates at same
frequency as Ethernet but smaller distances; Also known informaly as“Chegpernet”.

Threat. Any potential event or act that could cause one or more of the following to occur: unauthorized
disclosure, destruction, removal, modification or interruption of sengtive information, assets or services,
or injury to people. A threat may be ddliberate or accidenta (CA).

Throughput ddlay. Thelength of time required to accept input and transmit it as output.

Throughput. A measurement of processing or handling ability which measures the amount of data
accepted as input and processed as output by a device, link, network or a system.

THz terahertz(10”Hz)  Used asanindicator of the frequency of infrared, visible and ultraviolet
radiation.

TieLine. SeeCircuit, Trunk.

Time Divison Multiplex. Multiplexing in which a separate periodic timeinterva is alocated to each
tributary channd in the common channdl. See TDM.

TimeDivision Multiple Access(TDMA). See TDMA.

TimeHanded In. SeeFiling TimeTime Handed In.

Time of Delivery. the date and time at which amessageis delivered to an addressee.

Time of Dispatch. The date and time at which acommunication is dispatched to an addressee or
communication agency. Not to be used in connection with messages transmitted by

telecommunications.

Timeof origin. See Date-Time Group (DTG).
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Time of Receipt. The date and time at which a communication agency completes reception of a
message trangmitted to it by another communication agency.

Timedot. (InLAN technology) An assgned period of time or an assgned position in a sequence.

Time Zones. The description and designation of |etters assigned to time zones are given in ACP 127
series.

Time, Greenwich Mean (GMT). Mean solar time a the meridian of Greenwich. (dlocated time
zone aUffix Zulu).

Timeout 1. Theexpiration of apredefined interval which then triggers some action - such asa
disconnection that occurs following 30 seconds without any data activity (in a 30-second, no-activity
timeout).

Timeout 2. Thelength or existence of such aninterva.

Timesharing. A method of computer operation that alows severa interactive to use acomputer and
itsfacilities, dthough the terminas are actually served in sequence, the high speed of the computer
makes it gopear asif dl terminas were being served smultaneoudly.

TNC. A threaded connector for miniature coax; TNC is said to be short for threaded- Neill-
Concelman (See N connector and C connector). Contrast with BNC.

TOD, Time of Day.

Token bus, tokenpassing bus (In LAN technology) A bustopology LAN that uses atoken for
explicit access. Specified in ISO 8802/4 and | EEE 802.4.

Token ring, token-passing ring. (In LAN technology) A ring topology LAN that uses a token for
explicit access. Specified in 1SO 8802/5 and IEEE 802.5.

Token. (InLAN technology) A packet (or part of a packet) used in explicit access LANs, the
dation that “owns’ the token is the station that controls the transmisson medium.

Trace. Thevishble or recordable path on the screen on target by the moving spot. Also cdled "line”

Tracer. Inmessagerday. The process by which communications saffs " Trace' asignd message to
ascertain the reason for delay or loss.
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Track Correlation. Correating track information for identification purposes using al available data

Track Teling. The process of communicating air survelllance and tactica data information between
command and control systems or between facilities within the sysems. Tdlling may be classfied into the
followingtypes. A. Back Tdl. Thetrandfer of information from a higher to alower echelon of
command. B. CrossTel. Thetrandfer of information between facilities at the same operationd leve.
Also cdled laterd tell. C. Forward Tell. The transfer of information to a higher level of command. D.
Laterd Tell. See CrossTell. E. Overlgp Tdl. Thetrandfer of information to an adjacent facility
concerning tracks detected in the adjacent facilities area of respongbility. F. Relaera Tdl. Therday
of information between fadilities through the use of athird facility. Thistype of telling is gppropriate
between automated facilities in a degraded communications environment.

Track-While-Scan. The process whereby aradar system produced tracking data on atarget or
targets while smultaneoudy being used for survelllance or control.

Tracking 1. Precise and continuous position-finding of targets by radar, optical or other means.

Tracking 2. The process of pointing an earth Sation/termina antenna at a satellite and accurately
following its drift rate.

Traffic (Communication). All transmitted and received messages.

Traffic Analyss. Theanayss of the externa characteristics of sgnd (message) communications and
related materid for the purpose of obtaining information concerning the enemy order of battle,
operaiond activity, plans and the organization of a communications System.

Traffic Flow Security. The protection resulting from features, inherent in some crypto equipment,
which concedl the presence of valid messages on communications circuits, normaly achieved by causng
the circuit to appear busy a dl times.

Training pattern. The sequence of Sgnasusad in training.

Training time. Theinterva required to complete training.

Training. The process in which areceiving modem achieves equalization with a transmitting modem.

Transaction processing. A red-time of data processng in which individua tasks or items of data
(transactions) are processed as they occur - with no primary editing or sorting.

Transceiver. A dngle device that combines the function of atransmitter and areceiver.

Trander. The passng of traffic between networks.
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Trandfer Orbit. The path travelled between the parking orbit of a satellite after launching and its
planned operationa orbit.

Transmisson Authentication. See Authentication, Transmisson.

Transmission block. A sequence of continuous data characters or bytes transmitted as a unit, over
which a coding procedure is usudly gpplied for synchronization or error control purposes.

Transmission Identification (T1). A combination of |etters and figures used to identify atransmisson
of achannd between two gations. It congsts of the following componentsin sequences A. Station
and Channel Designator. Three letters which identify one or both of the gtations and a specific channd
between the two stations. These are asfollows: 1. Either two letters to identify one or both of the
dations, one letter to identify a specified channdl, or, 2. Three |ettersto represent collectively one of the
stations and a specific channel. B. Channd Serid. Three numerd characters which serve number each
transmission sequentialy and which sart a one (001) on adaily basis.

Transmisson Medium. Any materid substance that can be or is used for the propagetion of sgnds,
usudly in the form of modulated radio, light or acoustic waves, from one point to another, such as:
Optical fibre, cable, or bundle; awire; adielectric dab; water; or air. By extension, free space can dso
be considered as a transmisson medium for eectromagnetic waves.

Transmission Section (Communications). One of two or more portions of along message, each of
which istrangmitted separately. All transmission sections of the same complete message use the same
Date- Time Group.

Transmisson Security (TRANSEC). Tha component of communications security which results
from al measures designed to protect transmissions from interception and exploitation by means other
than cryptoandysis.

Transmission System. Intdecommunications, assembly of equipment and procedures organized so
asto carry bulk information, independently from their sources and sinks, through a network of channels,
circuits and trunks.

Transmitter (Radio). Apparatus producing radio frequency energy for the purpose of radio
communication.

Trangponder 1. A recever-tranamitter which will generate areply signd upon proper interrogetion.
See also responder.

Transponder 2. A component of a secondary radar system which receives pulses from aradar set or
interrogator and, in response to the received pulse, transmits a pulse or sequence of pulsesto enable the
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craft or beacon incorporating the transponder to be recognized by the interrogating station.
Synonymous with responder.

Transport layer. Thefourth layer in the OSl modd; ensures error-free, end-to-end ddivery.

Trangportable Communications Equipment. Static communications ingtalations or equipment
specificaly designed for ease of transportation, rapid assembly and disassembly for operationin a
tactical environment.

TRAP, Tactical Related Applications. Broadcast that alows near red-time ELINT information to
be digplayed on ATW.

TRE, Tactical Receive Equipment. Enablesthe TRAP broadcast to be read direct from the USN
UHF FHeet SATCOM.

Tributary Station (Message Relay). A dation eectricaly connected to a Message Relay network
but normally having no message relay responsibilities.

TrueDate-Time Group (TDTG). (used in codress messages). The origind dete and time
assigned to amessage for identification purposes. The TDTG, which is not necessarily the Date-Time
Group gppearing in the external message heading, remains identified with a message regardless of the
number of transmissions, retransmission’s, re-encryption's or re-addressals.

Trunk. Aninteligence carrying multiplexed Bassband.

Trunk Group. A specified combination of trunks between switching facilities.

Trusted Computing Base (TCB). Thetotality of protection mechanisms within a computer system,
induding hardware, firmware and software, the combination of which is responsible for enforcing a
security policy (NATO).

Tuning. The process of adjusting a circuit so that it resonates at a desired frequency.

TVP, Television Processor (Module).

Twiged pair cable. Two wires, usudly loosely spun around each other to help cancel out any induced
noise in balanced circuits.

TWTA - Travedling Wave Tube Amplifier. An dectron tube in which a siream of dectronsinteracts
continuoudy or repeatedly with a guided €ectromagnetic wave moving subgtantialy in synchronism with
it, and in such away that there is a net transfer of energy from the stream to the wave.
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TWX, Teletypewriter Exchange Service. A network of teleprinters connected over aNorth
American public switched network; uses ASCII code.

Tymnet. A common carrier offering an X25 PDN.

TypeA Coax. (InIBM 3270 systems) A serid transmission protocol operating at 2.35Mbps which
provides for the transfer of data between a 3274 Control unit and attached display stations or printers.
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UA, User Agent. Within MHS, the system responsible for originating and receiving messages.

ULS, ultralarge-scaleintegration. A term used to describe a multi-function semiconductor device
with an ultra-high dengity (over 10,000 circuits) or eectronic circuitry contained on asingle silicon chip.
(Seetablefollowing LS for comparison of circuit dendty ranges).

Up-Conversion. The process of trandating asigna from an IF to an RF by mixing that sgnd with a
reference frequency. The process may be undertaken in single or double stages.

Up-Converter. A microwave mixer.

Up-Link. A communications and/or command transmission from earth to a satellite.

Uninet. A common carier offering an X25 PDN.

USASCII. SeeASCII.

User Communications System. In telecommunications, assembly of equipment and procedures
which condtitute a point of origin and/or termination of a channd or acircuit. Note. A user sysem may

be a sngle equipment like a telephone set or atelecopy terminal, aswell asaloca digtributing system or
amessage handling system.
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Validation Function. Used in Format Line 15 and is commonly known as the End Of Transmisson
Sequence.

VAN, value-added network. A network of data communications facilities |eased from acommon
carrier - with extra equipment that provides more services. Many PDNs are dso VANS.

VDT, video display terminal. CRT termind.
VDU, video display unit. SameasVDT.

Verify. To ensure that the meaning and phraseology of the transmitted message conveys the exact
intention of the originator.

Very High Grade Messaging. The dectronic mechanism for exchanging information of the grestest
drategic importance to nationa security and is only available to alimited user group. (UK)

VHF Omni-Range 1. Inaviation, ashort range very-high frequency, omni-directiona beacon which
provides an indication in an aircraft of its bearing with respect to the beacon, or left-right indication.

VHF Omni-Range 2. Anair navigationd radio aid which uses phase comparison of a ground
trangmitted Sgna to determine bearing. Thisterm is derived from the words "very high frequency
Omnidirectiond radio range'. Abbreviated VOR.

Victim. In Electronic Warfare. The term used to describe the e ectronic equipment, or user thereof,
againg which ECM is being used.

Video Insertion. Thetechnique by which symbol and graphic information may be smultanecudy
presented on a cathode ray tube.

Virtual call, virtual circuit. A dircuit established only for the duration of the call, which may sharea
physica circuit with other virtud circuits.

Visual Aural Radio Range. A type of radio range having four radio range legs, one pair of whichis
identified by visud, the other by aurd indications a the mobile stations.

VLS, very large-scaleintegration. A term used to describe a multi-function semiconductor device
with avery high dengty (up to 10,000 circuits) of eectronic circuitry contained on asingle silicon chip.
(Seetablefollowing LS for comparison of circuit dendty ranges).
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VOCODER. A tdecommunications device which will convert an andogue voice pattern to adigitd
pattern for further processing (eg encryption) and vice versa

Voice/data PABX. A device which combines the functions of avoice PABX and adata PABX, often
with emphasis on the voice fecilities.

Voice Frequency. The frequency of an acoudtic oscillation which may be produced by the normal
human voice.

Voice-grade channdl, voice-gradeline. A channd or line that offers the minimum bandwidth suitable
for voice frequencies, usualy 300 bps to 3400 bps.

Voice Operated Gain Adjusting Device (VOGAD). Thiscan be used before or after SSB
modulation. Compresses sgna which dlows the main power to be increased thus improving the sgnal-
to-noiseratio & the receiver.

Voice PABX, voice-only PABX. A PABX for voice circuits; atelephone exchange.

Volatile. A term used to describe a data storage device (memory) that loses its contents when power
islogt. Contrast with nonvoldtile.

VTAM, Virtual Telecommunications Access Method. An IBM software routineg; the virtual access
method for 3270 systems.

Vulnerability. A weakness or lack of controls that would dlow or facilitate athreat actuation againgt a
specific asst or target. (NATO)
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Waiver 1. When asecurity requirement has been set aside and need not be implemented at all.
Security waivers are only to be granted by the NAA if acompelling operationd requirement exists.
(CA).

Waiver 2. A written authorization to accept a configuration item, which during production or after
having been submitted for ingpection, is found to depart from specified requirements, but nevertheessis
considered suitable for use 'asis or after rework by an approved method.

WAN, wide-area network. A network which uses common carrier-provided lines; contrast with
LAN.

Warning Receiver. A specid type of intercept receiver having a primary function of aerting the user
to imminent danger.

Warning, Security. A prosign or operating Sgnd used to permit the transmission of unclassified or
off-line encrypted messages over non-approved circuitschannels or to prevent the transmission of
classfied messages in plain language over non-approved circuits/channels. Note. 1. The security
warning prosgnsare. UU - UNCLASSIFIED or Off-line encrypted transmission; may be transmitted
over non-gpproved circuits/channds. HH - CLASSIFIED transmission; must be transmitted over
approved dircuitschannelsonly. 2. The relevant operating signds are contained in the ACP 131 series.

Warning Search Radar. See Survelllance Radar/Warning Search Radar.

Waveguide. A transmisson line conggting of asystem of materid boundaries or sructuresfor guiding
electromagnetic waves. Note. The most common form of waveguide is a metdlic conductor; other
forms are didectric rod, or amixed structure of conducting and didectric materias.

Wavelength. The distance between two successive points of a periodic wave in the direction of
propagation, in which the oscillation has the same phase.

Wave Trap. A network used to rgect certain signals and so to reduce interference with wanted
sgndsin arecaving sysem.

Weather Margin. A margin included in the uplink and/or down link budget of a satdlitelink to ensure
adequate system performance under adverse propagation conditions.

Wideband. See broadband.
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Window. A World War 1l code name for confusion reflector devices. The primary types of reflectors
designated "Window" are "Chaff", "Rope"’ and " Corner Reflector”. Today Window and Chaff are
generdly used synonymoudy within NATO. Note. Not used within the RN/USN/CN. See CHAFF.

WirelLine Communication. See Communicetion, Line\Wire.

Wooding. Undesirable obstruction (ie by the ship’s superstructure) in the path of a steerable antenna
onboard ship.

Word. Incomputing thisisaunit of data, being a set of digits which are trested as asingle unit.
Typicdly itis8 or 16 bits. Large computers may have words of different lengths depending on their
function, eg data or instructions.

World Cover. Totd world-wide coverage (ie aminimum of 3 Geosynchronous satellites are required
for world cover). Note that thisis digtinct from Earth Cover.
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X-Band. Therange of frequencies extending from 5.20GHz to 10.90GHz.
Xerox. Theoriginator of Ethernet.
XNS/ITP, Xerox Network Systems' Internet Transport Protocol. (In LAN technology)
A specid communications protocol used between networks. XNS/ITP functions at the 3 and 4™ layer
of the OS modd. Similar to TCP/IP.

XON, XOFF. Control characters used for flow control.

X.25(1980), X.25 (1984). Thevariantsof X.25 agreed by CCITT at its plenary meetingsin 1980
and 1984, respectively. See CCITT recommendations.

X.400. The Internationd Teecommunications Union - Telecommunications Standardisation Sector
(ITU-T) series of message Handling Service Recommendations for the interchange of text or mixed-

media messages.
X.435. Isdesigned to support Electronic Data Interchange (EDI) Messaging.
X.500. AnISO and ITU gandard that defines how globa Directory Services should be structured.

X.509. AnITU recommendation that gives the definitive reference for designing applications related to
Public Key Infrastructures.
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Zeroingertion. (InSDLC) Process of including abinary 0 in atransmitted data stream to avoid
confusing data and SYN characters; the inserted O is removed at the receiving end.

Zeroize. To dign cryptographic dements of a cipher machine to afixed origind postion.

Z-Marker. A type of radio beacon, the emissons of which radiate in avertica cone shaped pattern.
Synonymous with beacon Z marker, cone of Slence.

Zoom. Zinc Oxide Military Module (brand name). A device with a high speed response to an gpplied
pulse used for EMP protection.
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